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Pasumansky 


The clarity, precision and sheer readability of the 
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introduce the topic of recursion in MDX, walk the 
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expressions and finally demonstrate how 
recursion can be used to effectively solve a series of business problems. 
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and metrics within the context of Web engineering. 


2006 XIX, 438 p. 143 illus. Hardcover 
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David Salomon 


Written in a clear, easy to understand style, this book is intended as a 
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Editorial Pointers 


RESEARCH EFFORTS TO ORGANIZE AND BUILD SYSTEMS 
that self-manage and self-monitor themselves with 
little to no human intervention have moved from 
experimenting with different alternatives to truly 
designing methods for facilitating the management 
of very complex systems more effectively and (hope- 
fully) invisibly. 

Some of the most potent cues for the latest “self” 
research, as you will learn in this month’s special section on self-man- 
aged systems and services, come from nature—the science of not only 
adapting to cyclical elements but repairing and reconfiguring when the 
unforeseen occurs. Guest editors Jean-Philippe Martin-Flatin, Joe 
Sventek, and Kurt Geihs contend the need to migrate to strongly dis- 
tributed management solutions where management decisions are cen- 
tralized has never been more compelling. Here, they call on recognized 
researchers in the field to present a wide-ranging view of the opportu- 
nities and challenges still facing the technology of self-management. 


ALSO THIS MONTH, ROBERT BEATTY AND CRAIG WILLIAMS WARN 
systems managers to heed the lessons learned by organizations that have 
implemented ERP upgrades before they tackle such daunting projects. 
And Zhiping Walter and George Scott examine the differences between 
managing Internet/Web systems versus traditional systems. 

Juan Gilbert explores Applications Quest—an evaluation system 
developed by the University of Michigan to measure student diversity 
in existing admissions policies. This pilot program helps admissions 
officers evaluate student applicants holistically. And Mazliza Othman 
and Rodziah Latih discuss CS/IT education in Malaysia, where female 
students outnumber—yes, outnumber—male students. Their study 
indicates women in this country have a far different perception of 
CS/IT compared to their counterparts in the West. 

Aldo de Moor and Mark Aakhus propose an approach for argumen- 
tative support that draws upon the Language-Action Perspective. Vicki 
McKinney and Mary Whiteside explore the most effective technologi- 
cal ways for maintaining distributed relationships in business settings. 
And some things never change, according to Martin Halvey et al., who 
find users surf the mobile Web in basically the same way they surf the 
traditional Web. 

In “Viewpoint,” Jeannette Wing sings the praises of computational 
thinking for its universal appeal and application for all students, not 
just those in CS. Robert Glass wonders if China and India are the tech- 
nology threat the media makes them out to be in “Practical 
Programmer.” And David Patterson’s “President’s Letter” this month is 
a double bill: he shares his thoughts on ways the CS curriculum should 
change to revitalize the field for students and faculty, then he presents 
the results of the ACM member vote for favorite CS books. 
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News Track 


Wars BLOGGED 
Just as the Vietnam War was the first televised war, 
the wars in Afghanistan and Iraq will likely be 
known as the first wars to be blogged. BBC News 
reports that members of this new generation of U.S. 
military bloggers, or milblog- 
gers, are sharing their fighting 
experiences online, giving rise 
to what many followers claim 
is some of the most riveting 
reporting about the war. Pio- 
neering bloggers, with names 
like Greyhawk, Lt. Smash, 
and Sergeant Hook, have gar- 
nered a global following and 
inspired countless other sol- 
diers, pilots, marines, and 
sailors worldwide. However, 
military officials, now more than concerned about 
the content of these burgeoning blogs, have begun 
clamping down on the unregulated wartime writings 
as a potential security risk. In fact, some bloggers 
have been disciplined for releasing sensitive informa- 
tion or for breaking other military rules in their 
blogs. Greyhawk advises fellow milbloggers to think 
how a post will be received by his or her mother, the 
chairman of the Joint Chiefs of Staff, and Osama 
bin Laden. “Not everyone can approach a key- 
board with that kind of responsibility over their 
heads,” he says. 


SNAP JUDGMENTS 
First impressions not only count, some lasting 
impressions are made in the first 50 milliseconds 
of viewing. So concludes a study by researchers at 
Carleton University in Ottawa who found the 
brain can make flash judgments almost as fast as 
the eye can take in the information. Nature reports 
the study shows the snap decisions Internet users 
make about the quality of a Web page have a lasting 


impact on their attitudes about an organization and 
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the people or products behind it. Volunteers were 
presented the briefest glimpses of Web pages and 
were asked to rate the sites on visual appeal. Unbe- 
knownst to them, these pages had been previously 
mag as i or jarring on the eye. The images were 

. . flashed for 50 milliseconds, 
roughly the duration of a single 
frame of standard TV footage; 
still, their verdicts reflected pre- 
; vious judgments. So what kind a 
Web page makes a lasting 
. impression? London-based Web 
P designer Marc Caudron says 
E graphics on a page should be 
_ strictly limited, perhaps to a sin- 
. gle eye-catching image. Use a 
“puritan approach” to get infor- 
mation across simply and 
quickly, and make sure your Web site loads quickly. 
“That can be the difference between big business and 
no business,” says Caudron. 


CMU’s RoBo-RECEPTIONIST 
A team of researchers at Carnegie Mellon has devel- 
oped a robotic receptionist named Marion “Tank” 
LeFleur that answers questions 
typed into its keyboard, often 
with a healthy dose of robo 
‘tude. In an effort to make 
robots more interesting and 
engaging, CS professor Reid 
) Simmons told NPR Online 
that the Tank team included 
members of CMU’s School of 
Drama to help create storylines 
to give the robot more personal- 
ity. Unfortunately, some of 
Tank’s “history” includes former 
careers at NASA and the CIA that failed miserably 
and left him quite cynical. “Everyone knows those 
government agencies have quotas to fill. I was the 
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token robot on the staff,” 
claims a resentful Tank; 
still, he embodies a case 
study in the manner in 
which humans and com- 
puters interact. Simmons 
contends that endowing 
robots with personality will 

draw humans closer to them and make them more 
willing to accept robots in such positions as 
cashiers and receptionists. To meet Tank, visit 
www.roboceptionist.com/meet_tank.htm. 


Have We Got Mai! 
The U.S. National Archives expects to receive 100 
million email messages from the Bush adminis- 
tration by the time its second term concludes; 
a whopping 68 million more messages than 
the Clinton administration delivered, as 
email only came into widespread use 
during his second term. The Wall Street 
Journal reports this digital flood poses a 
real challenge for the Archives, which is 
faced with preserving its data in a for- 
mat that will never become obsolete. In 
fact, electronic records have increased in 
volume 100 times faster than paper docu- 
ments over the past 30 years. In addition, 
the recently released documents of the 9/11 
Commission were the equivalent of all the 
digested e-records the Archives had received 
since 1975. The Commission’s materials will not 
be fully processed until 2009, however, because the 
Archives still uses a labor-intensive 1960s-era con- 
version technique of transferring information onto 
magnetic tape. It remains the only method 
archivists are confident will work indefinitely. The 
Archive has awarded Lockheed Martin a six-year 
$308 million contract to develop a comprehensive 
system for storing and accessing records. 


THE YEAR OF BREACHES 
At least 55 million Americans were exposed to 
potential ID theft in 2005, making it the worst 
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year so far for known computer security breaches. 
USA Today reports at least 130 breaches were 
recorded last year and security experts warn that 
wayward personal data could end up in the hands 
of criminals and feed an ever-growing problem. 
Gartner Group notes consumer 
fraud losses as of May 2005 
totaled $14.8 billion, almost 
$3 billion more than all of 
2004. Moreover, Inter- 
net fraud losses (pri- 
marily credit 
application and 
checking account 
fraud) totaled $1.5 
billion in May 2005 
over $700 million by 
year-end 2004. 


Denim Goes DIGITAL 
Levi Strauss has designed 
a line of jeans that integrates 
iPod plug-and-play technology, 

featuring a joystick incorporated into 
the jeans’ watch pocket to enable the wearer to 
operate the device without having to remove it 
from a specially designed “invisible” side-pocket 
docking cradle. The Levi’s RedWire DLX Jeans, to 
be available worldwide in the fall, will also have a 
built-in retractable headphone unit to help prevent 
tangles. The jeans are expected to retail for over 
$200. A company spokesperson says they are 
indeed machine washable “once the iPod is 
removed.” —@ 


Send items of interest to cacm@acm.org 


PAUL WATSON 


Interactive Computing Is 
Already Outside the Box 


Outside the Computational 

Box” (Nov. 2005), Peter Kugel 
suggested we could increase com- 
puting power by thinking beyond 
the narrow model of the classical 
(functional) computation of Turing 
machines. He pointed to the limi- 
tations of learning through prede- 
fined input and immediate output. 
He suggested “computing in the 
limit” (CIL) through unlimited 
input and delayed multiple output, 
modeling broader computational 
problem solving. He showed that 
CIL allows computers to express 
“programming by example” 
through unlimited observation to 
determine correct understanding 
(learning) of examples comparable 
to human understanding. 

Though we agree that the Tur- 
ing machine is a limited model of 
computation, many ways of think- 
ing outside the box remain beyond 
Kugel’s extension of the limits of 
computing. CIL expands problem 
solving to include programming 
by example but does not ade- 
quately handle broader problem 
solving through learning and intel- 
ligent agents. For example, in rein- 
forcement learning, an agent must 
actively explore its environment, 


N “It’s TIME TO THINK 


not passively observe it. 

Interaction is an extended form 
of computer problem solving that 
breaks out of the “computational 
box” by viewing computation as 
an ongoing process that consumes 
inputs and produces outputs by 
interacting with its environment 
to generate the desired computing 
behavior (such as reinforcement 
learning). 

Interactive computation inter- 
leaves dynamically generated 
streams of inputs and outputs, 
thus supporting a stronger exten- 
sion of problem solving than CIL. 
Both CIL and interactive comput- 
ing are paradigms that change the 
underlying model of computation 
by thinking about problem solv- 
ing very differently from Turing 
machine models and from each 
other. (Our forthcoming book 
Interactive Computing: The New 
Paradigm will focus on interactive 
computing outside the box of Tur- 
ing machine computation.) 

Alan Turing developed his Tur- 
ing machine model (before the 
advent of computers) to show that 
the mathematical decision prob- 
lem was unsolvable. His work was 
reinterpreted in the 1960s as a 
complete model of computational 


problem solving. This reinterpre- 
tation excluded thinking outside 
the box, because alternative prob- 
lem-solving models could not be 
more powerful. Since then, new 
applications of computing have 
created a range of novel forms of 
computing behaviors that exhibit 
learning, concurrency, and other 
modes of problem solving. 

Interactive computation may 
turn out to be more useful than 
CIL because it expresses a broader 
form of computing. Meanwhile, 
further analysis of both extensions 
to classical computation will con- 
tribute to a better understanding 
of the fundamental principles of 
computing. 

Thomas Kuhn encouraged 
thinking outside the box in 
physics and mathematics as a form 
of scientific revolution where new 
paradigms expand understanding 
despite initial resistance by propo- 
nents of the old paradigms. Kuhn's 
analysis applies equally to com- 
puter science, encouraging us to 
think beyond the Turing machine 
and explore novel paradigms of 
computer problem solving. 

PETER WEGNER 
D1nA GOLDIN 
Providence, RI 
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Lack of Ada Reflects Software 
immaturity 
N “DETECTION AND PRE- 
; vention of Stack Buffer Over- 
flows Attacks” (Nov. 2005) 
Benjamin A. Kuperman et al. 
wrote “One way to prevent pro- 
grams from having such vulnera- 
bilities is to write them using a 
language (such as Java or Pascal) 
that performs bound checking. 
However, these languages often 
lack the low-level data manipula- 
tion needed by some applica- 
tions.” In this they ignored Ada, 
an industrial-strength language 
that includes bound checking, as 
well as other features, for safer 
programming while allowing low- 
level manipulations (such as bit 
twiddling, representation clauses, 
and interrupt management). 
Many of the problems 
addressed in the article follow 
from not using appropriate pro- 
gramming languages, an issue Ada 
solved more than 20 years ago. 
Computer safety should be a result 
of good engineering, and the first 
step in engineering involves select- 
ing the most appropriate tools for 
the task at hand. The fact that 
Ada is often ignored, especially in 
areas like those covered in the arti- 
cle, is a sign of the software indus- 
try’s lack of maturity. 
JEAN-PIERRE ROSEN 
Paris, France 


Be Skeptical of Rhetorical 
Slight of Hand 
APPRECIATE THE FRUSTRATION 
that motivated Amy S. Bruck- 
man to write her “Viewpoint” 
(“Student Research and the Inter- 
net,” Dec. 2005). As scientific 
knowledge and access to it increase 
exponentially, we see a no-less- 
powerful reaction against it. 


Understandably (perhaps), that 
reaction must be troubling to any- 
one wishing to hold onto a long- 
held, deeply cherished belief. The 
column left me with the old saw 
that the truth is simple. The more 
correct an answer the more likely 
one’s response will be “Duh.” 
Conversely, the more convoluted 
and prepositional the explanation, 
the more elaborate the justification 
and the more likely one has spun 
an invalid premise. 

Even if the truth is simple, stat- 
ing a blatant logical fallacy can still 
seem more satisfying. The most 
important skill students need to 
process the onslaught of informa- 
tion is not so much how to evalu- 
ate credentials and peer ranking 
but how to detect the rhetorical 
slight of hand of the skillful mis- 
user of logic. 

CuRTIS RHODES 
Farmers Branch, TX 


More to Innovation than 
Innovation Alone 

HE KIND OF INNOVATION 

Peter J. Denning and 

Andrew McGettrick pro- 
posed in their “The Profession of 
IT” column (“Recentering Com- 
puter Science,” Nov. 2005) is not 
the only way to reorient computer 
science to make it more appealing. 
A better approach might be to 
relate CS to the panoply of non- 
CS human interests. Themes like 
“CS for visualizing global human 
trends and needs,” “CS in business 
finance,” “CS in archeology,” or 
almost any other interdisciplinary 
marriage with CS comes to mind. 
We tend to learn best when moti- 
vated by personal interest. A stu- 
dent interested in the general 
concept of innovation would find 
the theme of innovation appealing, 
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as the authors suggest. But many 
more of us have other interests and 
would be attracted to themes other 
than “innovation.” A more incisive 
effort to recenter CS requires 
building relationships with those 
inherently diverse interests, rather 
than with just a single concern. 
C.J. FEARNLEY 
Upper Darby, PA 


Authors Respond: 


E AGREE THAT INNOVA- 
tion is not the only 
alternative to program- 


ming as an organizing theme for 
CS degree programs. Others 
include CS-to-other relationships 
(the one Fearnley endorses), exper- 
imental CS, games, knowledge 
management, and the human- 
computer interface. In “A New 
Framework for Computer Science 
and Engineering,” Paul Rosen- 
bloom (in JEEE Computer, Nov. 
2004) explored how this was being 
done at the University of Southern 
California where he is a professor 
of computer science. 

ACM’s Education Board ought 
to identify which of them may 
have a following and develop 
advice for those wishing to try 
them out. 

PETER J. DENNING 
Monterey, CA 

ANDREW MCGETTRICK 
Glasgow, Scotland 


Handles Not a Naming Solution 

WAS AMAZED THAT MICHAEL 

J. O'Donnell (“Separate Han- 

dles from Names on the Inter- 
net,” Dec. 2005) didn’t consider 
the downside of his proposal, even 
as it didn’t solve any of the issues 
regarding domain name limita- 
tions. That proposal is an adjunct 
to the existing domain name 


schema; note his reliance on han- 
dle.root.nicesponsor.org. Anyone 
using this naming convention 
would still be at a commercial dis- 
advantage vis-a-vis competitors 
that choose not to use it. 

Using O’Donnell’s example, 
Grampa'’s Candy store 
(candy.example) would be 
ZV9K1344O0Phandle.root.nice- 
sponsor.org yet still compete with 
Pete's Candy Store 
(petes_candy.example) and 
MyCandy.xxx. Which of them 
would have the most visibility—a 
key to retail success, often 
described as “location, location, 
location”? Grampa’s Candy store is 
thus at a competitive disadvantage. 

O’Donnell’s solution ignored 
the possibility of corporations 
redirecting subdomains at will 
under the existing system; they 
don't need “handles.” Moreover, 
his example of a domain name 
dispute is inaccurate. If Grampa’s 
Candy Store did indeed apply for 
and receive candy.example, 
Grampa would not be forced to 
turn over that domain. Domain 
disputes occur when large corpora- 
tions claim trademark infringe- 
ment or the original domain 
holder registered it in bad faith. 
Note that some organizations, 
including Microsoft, have been 
involved in domain disputes over 
sound-alike domains (such as 
MichaelSoft.com). 

Part of the problem in the 
domain name scramble is that 
companies don’ register their 
domains once but under multiple 
TLDs, possibly .com, .org, and 
.net, so one domain might have 
multiple handles while simultane- 
ously shrinking the pool of avail- 
able domain names. 

O’Donnell’s solution would 


actually make it easier for criminal 
activity to occur. To use a real- 
world example, fake Rolex watches 
are sometimes hawked via spam 
and throwaway domains and Web 
sites. One need only set up a series 
of throwaway domains that redi- 
rect to their actual domains, then 
advertise one of them per each 
spam run, keeping the spammer 
in business that much longer. 
Another example involves online 
pharmacies selling “drugs” via 
“affiliate” programs. 

O’Donnell’s solution neither 
solves the domain issue nor elimi- 
nates the potential for more abuse. 
I don't disagree that there’s a prob- 
lem, but do find that O’Donnell’s 
solution is not viable. 

MIKE SEGEL 
Chicago, IL 


Author Response: 

Y PROPOSAL WAS NOT 

intended as a way to 

“solve any of the issues 
regarding domain name limita- 
tion” but as “an adjunct to the 
existing domain name” system, 
abandoning the valuable semantic 
associations of domain names to 
gain reliable permanence, reduced 
administrative costs, and verifiable 
resolution by end users. 

There is no “reliance on han- 
dle.root.nicesponsor.org.” The best 
way to experiment with a system 
of self-assigned public-key handles 
is to implement it through the 
current DNS. 

No “commercial disadvantage” 
is incurred through the handle sys- 
tem, though there may be a com- 
petitive disadvantage in shunning 
DNS altogether. But a user may, 
for example, register a domain 
name and also a handle, resolving 
the name to the handle. 


I did not ignore the fact that 
organizations can “redirect subdo- 
mains at will under the existing 
system.” Rather, I proposed an 
added value for self-assigned end- 
user-verifiable handles in exchange 
for the reduced value from mean- 
inglessness. Nobody needs han- 
dles. We must instead ask what 
kind of value free or cheap 
promiscuously self-assigned han- 
dles would give the citizens of the 
Internet, particularly those who 
find DNS registration too costly 
or troublesome. The answer may 
have to be resolved in court. 

In 2002, Milton Mueller [of 
Syracuse University] reported 
“more than 6,000 cases involving 
over 10,000 domain name regis- 
trations” under ICANN’s Uniform 
Dispute Resolution Policy. I don’t 
know how many cases went to 
court or how many fraudulent acts 
misdirected domain names. The 
legal costs of DNS are at least in 
the millions per year. Whatever 
the outcome of speculative dis- 
putes over Grampa’s fictional 
candy.example, disputes are costly 
enough that it’s rational to want to 
avoid exposure. 

I welcome serious analysis of 
potential abuses of a promiscuous 
handle system. Note that the 
impact of such a system on the 
total risk profile of the Internet 
depends not only on the system 
itself but on the way related sys- 
tems (such as DNS) react to its 
presence. Note, too, that the verifi- 
ability of handles based on public 
keys may offer new defenses 
against these risks. 

MICHAEL J. O’DONNELL 
Chicago 


Please address all Forum correspondence to the 
Editor, Communications, 1515 Broadway, New 
York, NY 10036; email: crawfordd@acm.org. 
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The Business of Software| Phillip G. Armour 


The Operational Executive 


Sponsor 


The sometimes-missing link in software process change. 


the Software Process, Watts 

Humphrey outlined what he 
called “Six Key Principles of 
Software Process Change” [2]. 
The first principle was “Start at 
the top.” It is an axiom of 
process change in any discipline 
that, if the people running the 
business don’t want it, it won't 
happen. In fact, if the people at 
the top don’t really want it, it 
wont happen. Many of us in the 
business of software can point to 
initiatives where the commit- 
ment was not there and it didn’t 
work. For obvious reasons, the 
times when process initiatives die 
on the vine tend to receive less 
overt publicity within companies 
than when they work. But we do 
have a number of examples 
where major initiatives have 
worked and worked well. 

When Art Sundry, an executive 
at Motorola, declared at a manage- 
ment meeting in 1979 “...our 
quality stinks” he got the boss’s 
attention [1]. Bob Galvin, the 
visionary CEO of Motorola, 
decided that quality was the most 


i n his seminal work, Managing 


important thing for the company 
to focus on. And then he famously 
acted like it was. People through- 
out Motorola have stories about a 
time when they were conducting a 
quality briefing on their product 
and Galvin himself came in unan- 
nounced and sat down. Galvin 
actively participated in the process 
to assure himself that it 
was working and that 
people were truly 
engaged in the 
change. He would 
also attend presen- 
tations on product 
development, 
and excuse 
himself once 
the quality com- 
ponent was cov- 
ered saying, in effect, I 
trust you to manage the rest. 

This level of commitment is 
rare, but it seems to be one of the 
hallmarks of truly revolutionary 
change. We are actually quite 
good at working hard to provide 
the people who 
employ us 
with what those 
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people want. That is, with what 
those people really want. We are 
also very efficient at filtering out 
the real needs from the rhetoric, 
and discarding or carefully de- 
prioritizing the politically correct 
statements emanating from the 
higher levels of businesses. When 
the boss says “quality is the most 
important thing” and then 
overrides the quality gates to 
force a shipment of 
a product to 
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meet a deadline, we get it. Soft- 
ware developers are able to decode 
this situation quite correctly. We 
learn that what people say is what 
people say, but what people do is 


what is important to them. 


COMMITTED TO COMMITMENT 

One of my personal favorite ruses 
in process change is the “com- 
mitment” ploy. Without, hope- 
fully, appearing too cynical | 
would describe the commitment 
ploy as follows. A senior execu- 
tive makes a highly public state- 
ment about commitment to 
some facet of the business. It 
may be quality, customer focus, 
technology investment, appropri- 
ate resourcing of projects, or 
attention to the human needs of 
the work force. It may simply be 
whatever the current fad is, or 
the subject of the most popular 
business self-help book. This 
public statement is intended to 
generate enthusiasm on the part 
of those affected and who will be 
tasked to make, participate in, or 
endure the change. But it often 
has the reverse effect. Sometimes 
the statement is simply window 
dressing and nothing is done to 
implement it. Sometimes, the 
commitment does actually 
receive close attention and per- 
haps even its share of resources. 
That is, until fulfilling the com- 
mitment becomes difficult. Or 
expensive. Or a less popular fad. 
Or simply inconvenient. At this 
point, the commitment is 
shelved, or maybe just fades 
away, to be replaced by the next 
trendy initiative or the next fad. 
This is unfortunate, since the 


approach drains a company’s 
commitment batteries faster than 
anything. It also demonstrates a 
lack of understanding about the 
nature of commitment. 


DoING WuaT You Don’T WANT 

To Do 

Commitment is not doing what 
you want to do. Doing what you 
want to do is, well, doing what 
you want to do. Commitment is 
doing what you dont want to 
do—because it is difficult, 
expensive, or inconvenient. In 
fact, the more you don’t want to 
do something, but continue 
doing it because you believe it to 
be the right thing to do, the 
more you are committed to it. 
We could actually measure our 
commitment by the quantity of 
pain we are willing to endure 
while doing whatever we are 
committed to doing. If we really, 
really don’t want to stick to our 
quality gate process because it is 
costly, it slows us down, it is dif- 
ficult and tedious, or is simply 
inconvenient some of the time, 
but we continue doing it any- 
way, then we are really, really 
committed to it. 

People are very good at detect- 
ing this and separating the com- 
mitted wheat from the rhetorical 
chaff. Too much of the latter and 
people stop believing and invest- 
ing in change initiatives of any 
sort. [hey adopt compliant behav- 
iors and work on the window- 
dressing aspects while continuing 
to attempt to provide the organi- 
zation with what they think it 
really wants as evidenced by its 
actions. 
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MakiING MONEY 

Some time ago, while conducting a 
seminar series on the nature of a 
software business, I asked the 
assembled executives: “... what is 
the ultimate goal of your business?’ 
The almost universal response was 
“to make money.” Now making 
money is a good thing; I am not 
against it in any way and candidly 
I wouldnt mind being a little bet- 
ter at it myself. However, if the 
core goal and purpose of a business 
is simply to make money, then the 
organization should be a bank or a 
casino. These are the only busi- 
nesses where money is the busi- 
ness; all other enterprises have 
other reasons to exist. It is quite 
dangerous for companies to inten- 
tionally or accidentally get into this 
mode. When the focus of the exec- 
utive management becomes 
directed entirely at the making of 
money they may completely abdi- 
cate the real purpose of the busi- 
ness, to the detriment of all. 

When companies do this, the 
leadership may spend its time and 
energy buying and selling other 
businesses hoping to come out 
ahead financially. The company is 
gambling; it is playing the market 
and acting like a casino. Some- 
times at the same time, the com- 
pany may attempt to leverage its 
asset value by devices such as sell- 
ing debt. This is, of course, a 
company acting like a bank. And 
these are just the legitimate busi- 
nesses—we have seen recently that 
companies can also get into ille- 
gally “making money” by, say, 
cooking the books. 

The fate of process change ini- 
tiatives in companies behaving 


this way is dismal. This is not to 
say that process changes should 
not have a positive effect on the 
financial situation, or that initia- 
tives should not be subject to 
scrutiny and justification—they 
should. But equally, sometimes we 
should do things and be commit- 
ted to things simply because we 
know they are the right things to 
do. Good leaders doing what are 


tive sponsor.” Watts Humphrey is 
right when he asserts that, unless 
the top people want it, it wont 
happen. But what if they do want 
it, but are unable or unwilling to 
give it their direct attention? To 
paraphrase T:S. Eliot: between the 
executive thought and the practi- 
tioner implementation, lies the 
shadow. There is a need for solid 
and relatively unequivocal com- 


ELEMENTS OF LEADERSHIP 

Assigned authority is important 
to the effectiveness of the opera- 
tional sponsor. However, author- 
ity that is simply conferred by an 
organization may not be enough. 


* Positional authority, the power 
wielded by a person based on his 
or her position in an organiza- 
tion, can be quite weak in terms 


If the core goal and purpose of a business is simply to make money, 
then the organization should be a bank or a casino. 


clearly the right things, consis- 
tently and with commitment, 
operate at a higher ethical level 
than those in the raw pursuit of 
more. People respond very posi- 
tively to this demonstrated ethic 
and identify with and engage 
themselves in the success of the 
initiative. 


EXECUTIVE LEADERSHIP 

So how does an organization 
truly demonstrate and opera- 
tionalize this commitment? Bob 
Galvin achieved this at Motorola 
through his personal attention 
and time, but this is quite rare. 
Few CEOs seem to have the time 
available to commit to a small 
number of high-priority issues 
(apart from that “making money” 
one). Or perhaps there are so 
many pressing issues that it is dif 
ficult to focus on just one or two. 
One thing I have found essential 
to the success of (particularly) a 
software process change initiative 
is to assign an “operational execu- 


munication from the leaders. 
There is a need for demonstrable 
and clear consistency and com- 
mitment. And there is also a need 
for a way to transfer that author- 
ity downward. 


THE OPERATIONAL EXECUTIVE 
SPONSOR 

The mechanism that seems to 
work best is the assignment of an 
operational executive sponsor. 
This is someone in authority 
who is able to attend to the daily 
sponsorship needs of the initia- 
tive. It must be someone with 
sufficient authority to be able to 
rattle a cage or overcome an 
obstacle when the need arises. It 
cannot be someone too high up 
in the organization, if the span of 
control means that appropriate 
and continual attention cannot 
be paid to the process initiative. 
This person cannot be too low in 
the organization if that means he 
or she cannot exert sufficient 
authority when needed. 
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of the push necessary to drive a 
process change, especially if that 
is the only source of the sponsor's 
influence. 

¢ Line authority. It may be help- 
ful if the operational executive 
sponsor also has line-management 
duties. When a leader is responsi- 
ble for a significant production 
activity their role carries a certain 
weight with practitioners that a 
corporate or a staff role may not. 
Out of the line development, the 
sponsor might have the conferred 
authority but might not be able 
to exert sufficient influence. 

¢ Intellectual authority is the 
idea or “thought leadership” com- 
ponent. It is very valuable if the 
operational executive sponsor is a 
thought leader in the organiza- 
tion and carries authority that is 
not simply conferred by position. 
People are more likely to listen to 
and follow a sponsor when the 
sponsor's role is also backed by a 
certain amount of earned profes- 
sional respect. 
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* Personal authority is the influ- 
ence a person can wield based 
upon personality and drive. The 
application of this skill varies 
enormously. Some people lead by 
sheer power of personality, others 
by their clear-sightedness and 
ability to make decisions, and 
others simply because people like 
them. 

¢ Ethical authority is arguably 
the most powerful of all. People 
follow ethical leaders because 
they are able to articulate and 
demonstrate belief in a concept 
that is clearly important. This 
kind of leadership authority is 
usually destroyed when leaders 
say one thing but then behave in 
a way that contradicts what they 
just said. 


CRITICAL SUCCESS FACTORS 

It is clear that, in software 
process change, a good idea only 
takes us so far. In fact, many 
organizations already know what 
they should be doing, they just 
don’t do it. As a senior executive 
said to me recently (regarding 
improving project estimation): “7 
know its a problem, I know we 
need to work on it, but Im not 
gonna...” 

To effectively implement 
process initiatives and improve 
the business of software we must 
also have good leadership. While, 
in most cases, this leadership 
must start at the top, the posi- 
tional authority exercised by the 
boss needs to be complemented 
by an operational executive spon- 


sor, who operates with the right 
leadership skills and capability at 
the right level within the organi- 
zation. 
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Practical Programmer | Robert L. Glass 


Is the Crouching Tiger a Threat? 


Considering the changing representation of the computing community. 


‘d like to share a concern with your job, should you choose to emics over the last decade, and the 
[= I've read a lot of things accept it, is to take those facts, contribution of Don Reifer to a 

recently about the emergence of _ evaluate each one individually round-table discussion on offshore 
Asia as a computing/IT power, in (after all, what passes as “fact” may _ outsourcing that I included in the 
an assortment of places. I'll tell in reality not be), and then forma May 2005 issue of The Software 
you about those things later. But conclusion out of the gestalt those Practitioner. Quoting Reifer is prob- 
first, let me tell you where I’m facts create. And, if you wish, share ably the best way to get this fact 
going with this column. All of this across: “When I did a straw poll 
is going to lead to a question. That ees __., Of five of the top 10 schools 


question is, “Is the Asian Tiger 
preparing to take over the IT 


world” Given the interna- 


offering degrees in computer 
| science and software engi- 

} 7 
neering about two years 


tional distribution of the 
Communications readership, $c; 
I’m quite interested to learn 
your answer. 


ago, I found that as many 
4, as 80% of the students 
came from abroad.” The 
context of the quote 


Certainly one could makes it clear that a very 
answer “yes,” based on large percentage of those 
adding up all of those “students from abroad” 


were from Asia. 

Fact 2: There has been a 
may really add up to just 60% decline in the number of 
another example of the all- cy i US. incoming college freshmen 
too-common hype thatso => Ga putea b ~<» considering CS as a major during 
often inundates our profes- mac the period from 2000 to 2004. 
sion. The dilemma I'd like you 


things I’m about to tell 
you. Or all those things 


This fact comes from a survey per- 


to help me with is this: Does 2+2 formed by the Higher Educational 
really equal 6, as the press and oth- Research Institute at UCLA. 

ers seem to be telling us these days? that conclusion with me. (Another fact from that survey, 

Or is it more likely 3? Fact 1: U.S. computer science that there has been an 80% 

OK, here are those things I academic programs are dominated _ decline in the number of CS 
promised to tell you about. Let me _ by students from developing coun- female undergraduates over 
present them as a set of individual __ tries, especially Asian ones. This approximately the same period, is 
facts, each with an explanation of fact came from a couple of sources: fascinating, but not germane to 
where that fact came from. Then my own discussions with CS acad- _ what I’m discussing here). 
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Fact 3: The number of profes- 
sional software developers in such 
Asian countries as China and India 
is increasing rapidly, such that 
(according to International Data 
Corp., the source of this particular 
fact), “the total software population 
of the Asia/Pacific region will over- 
take North America’s in 2006.” 
The study goes on to say that the 
growth rate of the programming 
population is 25.6% a year in 
China and 24.5% in India. 

Fact 4: Asian Universities are 
beginning to dominate the Top 
Institutions portion of the Top 
Scholars and Institutions survey 
conducted and published by the 
Journal of Systems and Software 
each year in October. In the latest 
survey findings, published in Octo- 
ber 2005, among the leading insti- 
tutions of the world based on 
counting the number of software 
engineering research publications 
emerging from them, three of the 
top five institutions are Asian. 
Korea Advanced Institute of Sci- 
ence and Technology is number 
one, National Chiao Tung Univer- 
sity of China is number two, and 
Seoul National University of Korea 
is number 4. The non-Asian insti- 
tutions in the top five are Carnegie 
Mellon University (including its 
Software Engineering Institute), at 
number three; and Fraunhofer 
Institute for Experimental Software 
Engineering, at number five. What 
is striking about this particular fact 
is that as recently as three years 
ago, in earlier such survey findings, 
Asian schools were only marginally 
represented in the top 10, and the 
top institutions were clearly North 


American. 


Fact 5: The Asian countries are 
beginning to work together to 
make IT a priority. According to 
(1], India and China are working 
on a “two pagoda’ strategy in 
which India excels in software, and 
China in hardware. They envision 
that an “Asian century” in the IT 
industry will emerge. 

Fact 6: Asian students are begin- 
ning to dominate the ACM-spon- 
sored International Collegiate 
Programming contest. According 
to the July 2005 Communications 
“President's Letter” column, the 
most recent competition was won 
by a Chinese University (Shanghai 
Jiao Tong), and the sole U.S. entry 
(the University of Illinois) finished 
seventh [2]. 

Well, there you have it. These 
facts seem to add up to this: 


* Student populations: The num- 
ber of Asian students enrolling in 
computing courses is increasing; 
USS. student enrollment is 
decreasing. The difference is dra- 
matic. 

Student competition: Asian stu- 
dents are winning international 
programming contests. 
Practitioners: Asian practitioners 
are increasing at a rate sufficient 
to pass U.S. practitioner popula- 
tions in 2006. 

Researchers: Asian institutional 
software engineering researchers 
are rapidly accelerating their pub- 
lication productivity, to the point 
where they are leading the world 
in that category. 

Business collaboration: Asian 
nations are beginning to work 
together to make sure their 
advancements continue. 
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Now let me share a deeply per- 
sonal thought with you here. I 
believe in something I call “the test 
of common sense” for help in 
making life's decisions. By that I 
mean this: when it comes time to 
make a decision about something, 
I step back a few paces and ask 
myself “does the conclusion I’m 
about to reach make sense?” 

Let me apply that test here. 
Common sense tells me that the 
U.S. has dominated the computing 
profession for more than five 
decades now. It’s hard for my com- 
mon sense to accept the possibility 
that we're about to reach the point 
where that U.S. dominance is 
going to be overthrown. 

So here’s my dilemma. All of the 
facts stated in this column com- 
bine to suggest that something dra- 
matic is happening in the 
computing world. But my com- 
mon sense tells me that suggestion 
isn't valid. That's why I invited 
your consideration at the begin- 
ning of this column, as I would 
like to learn your opinion on this 
matter. @ 
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The European Report | Bertrand Meyer and Willy Zwaenepoel 
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Europe's Computer Scientists 
Take Fate into Their Own Hands 


CS chairs from universities throughout Europe and beyond came together for a 
momentous meeting to examine the fate and the future of the field. 


urope’s contribution to 
F compu science, going 

back more than 70 years 
with Alan Turing and Konrad 
Zuse, is extensive and presti- 
gious; but the European CS 
community is far from having 
achieved the same strength and 
unity as its U.S. counterpart. 
Last October, a European Com- 
puter Science Summit was called 
to bring together—for the first 
time—CS department heads 
throughout Europe and its 
periphery. This landmark event 
was a joint undertaking of the 
CS departments of the two 
branches of the Swiss Federal 
Institute of Technology: EPFL 
(Lausanne) and ETH (Zurich). 

The initiative attracted inter- 

est far beyond its original scope. 
Close to 100 people attended the 
summit representing most coun- 
tries of the European Union, 
along with Switzerland, Turkey, 
Ukraine, Russia, and Israel. A 
delegate from South Africa also 
participated in the event as did a 
USS. representative of the ACM, 
Russ Shackelford. The program 


consisted of two keynotes and a 
number of panels and workshops 
on such themes as research pol- 
icy, curriculum harmonization, 
attracting students, teaching CS 
to non-CS students, existing 
national initiatives, and plans 

to create a Europe-wide organi- 
zation. 

A major reason the summit 
attracted such immediate and 
widespread interest is that CS in 
Europe faces a unique set of chal- 
lenges as well as opportunities. 
The challenges discussed at the 
meeting include some old and 
new themes. The fragmentation 
of Europe and its much treasured 
cultural diversity have their coun- 
terparts in the organization of the 
educational and research systems. 
To take just three examples from 
the education side, the U.K. has a 
system that in many ways resem- 
bles the U.S. standard, although 
with significant differences (three- 
rather than four-year bachelor’s 
degree, and different hierarchy of 
academic personnel with fewer 
professors and more lecturers); 
German universities have relied 
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on a long (nine-semester) first 
degree, the “Diplom;” and France 
has a dual system of “Grandes 
Ecoles” engineering schools, some 
very prestigious and highly com- 
petitive, but stopping at a mas- 
ter’s-level engineering degree, and 
universities with yet another 
sequence of degrees including a 
doctorate. 

To harmonize these systems, 
the ministers of education of 
European countries adopted the 
“Bologna declaration” in 1999 
defining standard study cycles— 
bachelor’s, master’s, Ph.D.—with 
the goal of facilitating mutual 
recognition of degrees, enforcing 
a common way of counting cred- 
its, and promoting such goals as 
student mobility (which was 
already on the rise thanks to qual- 
ity control and such programs as 
Erasmus). 

How to implement the 
Bologna process remains a major 
worry for many CS departments 
in continental Europe. One of the 
benefits of the summit has been 
to illustrate that it is not necessar- 
ily a life-threatening issue, rather 
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an opportunity to improve and 
strengthen the curriculum while 
attaching internationally recog- 
nized labels (bachelor, master) to 
specific steps. This was confirmed 
by talks about the experience at 
ETH Zurich and Utrecht, as well 
as confirmation from French 
Grandes Ecoles (Polytechnique, 
ENS Lyon, Ensimag Grenoble) 
that their programs are or would 
soon be Bologna-compliant. 
Utrecht’s Jan Van Leeuwen, whose 
department completed the process 
in 2001, insisted that such a sig- 
nificant educational change 
should be carried out quickly 
rather than dragged out over sev- 
eral years. 

Independent of the Bologna 
process, and like most other places 
in the world, European CS 
departments have recently faced 
declining student numbers. The 
field’s negative image (especially 
among women), the burst of the 
Internet bubble, and the fear of 
outsourcing have all contributed 
to this broad decline. A few well- 
publicized rumors have somehow 
led many people to believe there is 
high unemployment in the com- 
puting field—while, in fact, 
recent statistics at ETH show that 
CS graduates have the second- 
highest hiring rates of all disci- 
plines. 

To a certain extent we are expe- 
riencing the downside of the hype 
phenomenon after being on the 
upside just a few years ago, but in 
some cases this borders on the 
absurd. For example, a recent 
string of articles in the popular 
press in Switzerland drew from a 
handful of unrelated police cases 


and gravely asked whether the 
proportion of murderers is higher 
among computer programmers! 
Such cases are laughable, but 
characteristic of a general problem 
with popular perceptions. Partici- 
pants expressed the strong desire 
to work collectively to develop a 
more upbeat image of the CS 
field. Contrary to popular opin- 
ion, most computer scientists have 
excellent job prospects in most 
European countries. 

European research policy also 
presents significant challenges. 
The Esprit initiative and the vari- 
ous frameworks that have fol- 
lowed it have changed the 
European landscape for technol- 
ogy research, forcing a transna- 
tional shakeup of teams and ideas 
and introducing many opportuni- 
ties for university-industry coop- 
eration. But there is also a general 
feeling of bureaucratic heaviness, 
with the emphasis on consortium- 
style endeavors involving many 
partners from many nations at the 
detriment of smaller, more 
focused projects. Another charac- 
teristic of the European research 
scene in several countries is the 
important role of state research 
organizations not affiliated with 
universities; a similar situation 
exists in the U.S. for the health 
sciences, but not for the CS field. 

The financial context raises 
interesting problems. With the 
exception of the U.K., Europeans 
generally want teaching to be free, 
save for modest administrative 
fees. In addition, there are neither 
major endowments nor a tradition 
of alumni contributions. The 
result is that European universities 
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are generally far less wealthy than 
their U.S. counterparts, although 
the situation varies widely 
(Switzerland, for example, is very 
generous to its two technical uni- 
versities). While some attempts 
are under way to increase student 
fees (for example, in Germany 
and Switzerland), the costs are 
unlikely to soon reach the levels 
common in the U.S. or Australia. 
Private universities in Europe are 
not common, which means any 
ambitious research effort requires 
funding from the state, either at 
the national level or increasingly 
from the European Union. 


ertainly the CS picture is not 

all problems and obstacles. A 

constant theme at the sum- 
mit, and the reason for its spirited 
sessions, was a realization of the 
Opportunities open to CS in 
Europe. The near-gratuity of uni- 
versities, along with its negative 
effect on funding, yields a more 
democratic access to education, 
and means that European univer- 
sities have not turned into the 
fundraising-obsessed business 
machines their U.S. counterparts 
sometimes seem to be. The long 
cultural and scientific tradition of 
Europe is also a plus; studying on 
the same benches as Newton, 
Cauchy, Gauss, or Einstein is not 
a bad way to motivate oneself. 

In the global competition for 
excellent Ph.D. students, a major 
advantage for the universities of 
some countries—in particular the 
German-speaking world, North- 
ern Europe, and Switzerland—is 
the system of “assistants,” or paid 
university employees who partici- 


pate in teaching and the general 
life of their chairs while pursuing 
a Ph.D. This system is not with- 
out its drawbacks; for example, 
assistants are in danger of settling 
down into a content job, which is 
often not the best incentive to 
make a great Ph.D. But the assis- 
tant scheme is generally a great 
tool for attracting talent, espe- 


a much-needed North American 
academic research culture to blend 
with European traditions. 

It is clear, however, that this 
opportunity will not come to 
fruition without fundamental 
changes in the way European uni- 
versities function. Better career 
opportunities for junior professors 
and more broadly based graduate 


trends, and relevant statistics. It 
was an opportunity to appreciate 
how much we have to accomplish, 
starting with the first steps of 
gathering the basic data. Lazowska 
stressed that one of the first and 
most important tasks of the CRA 
has been to establish and maintain 
a proper list of departments and 
contacts. Indeed, we had a similar 


Both U.S. citizens and Europeans who have spent time in 
the U.S. bring a much-needed North American academic research 
culture to blend with European traditions. 


cially in universities with comfort- 
able salaries. For some Ph.D. 
candidates, the alternative is to go 
to a U.S. or Australian university 
where they must pay hefty fees. 
Several participants viewed the 
current U.S. political climate as 
offering a great opportunity for 
ambitious and competitive Euro- 
pean universities and research cen- 
ters. The tightening of visa 
procedures is turning away many 
potentially excellent candidates at 
the graduate-student level. The 
freezing of research funding out- 
side of health care and homeland 
security (where the focus is on 
short-term applied work rather 
than research topics such as cyber 
security) has made the U.S. less 
attractive to senior researchers. 
European schools and others are 
benefiting from this situation by 
attracting top talent. In fact, both 
US. citizens and Europeans who 
have spent time in the U.S. bring 


education are among the key pri- 
orities. The current U.S. situation 
will not last forever, leading to a 
strong sense of opportunities to be 
seized now. 

The avowed model for our 
meeting was the U.S.-based 
Snowbird conferences, which have 
served as a forum for North 
American CS department chairs 
for decades and resulted in the 
creation of the Computing 
Research Association. The CRA 
has had a profound effect on 
shaping the North American CS 
community and influencing pub- 
lic policy. Ed Lazowska, a CS pro- 
fessor from the University of 
Washington and chair of the CRA 
for many years, showed how 
much Europe can learn from this 
experience in his keynote address. 
Lazowska’s talk was a goldmine of 
information on the CRA story 
and on the CS community in 


North America, filled with facts, 
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scenario in preparing the ground- 
work for the summit. The major 
challenge turned out to be reach- 
ing the relevant CS departments. 
There was no mailing list avail- 
able, so we resorted to all possible 
means, from Web searches to 
postings on widely read mailing 
lists such as ecoop.org. It is no 
accident that the largest contin- 
gent at the summit came from 
countries where either a national 
organization or at least a mailing 
list already existed, through which 
we could reach interested people. 
Another concern experienced 
by some universities is the evalua- 
tion of publications and more 
generally of research. Increasingly, 
professors and researchers are 
asked to have their publications, 
their citations, or both counted. 
At the same time, there is growing 
noise about performance-based 
resources and even pay—with per- 
formance measured largely by 
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these counts. Regardless of one’s 
basic opinion of the wisdom of 
such counting exercises, it is clear 
that computer scientists in Europe 
have failed to make the specificity 
of CS with respect to publications 
generally understood and 
accepted. The risk still exists of 
being evaluated according to cri- 
teria poorly adapted to most of 
the CS discipline, such as the 
number of publications in Science 
or Nature. A first step toward 
assessing publication activity is to 
know exactly what to count and 
the methodological limit of what 
we can count. 

Keynoter Michael Ley, who 
maintains the DBLP server in 
Trier (Germany), has a unique 
perspective on the topic. The 
DBLP lists CS publications, not 
citations, and results from an 
exacting effort to get the data cor- 
rect through a combination of 
automatic and manual work. Ley 
described the difficulties raised by 
authors whose names appear in 
different formats (Michael Smith, 
Mike Smith, M. Smith), and by 
several authors sharing the same 
name (to which he applies coau- 
thor analysis algorithms to help 
sort them), Asian names, and 
many other issues. He amusingly 
illustrated the perils of automatic 
analysis of documents by showing 
how a well-known citation data- 
base attributes articles on com- 
puter-aided design to a prolific 
researcher called “Johan Wolfgang 
Goethe” (The explanation: articles 
where the cover page lists John 
Authorl, Jill Author2, Johan 
Wolfgang Goethe Universitat 


where the last part is simply the 
authors’ affiliation, the Frankfurt 
university named after the great 
German poet.) Ley’s work is a 
model of rigor, care, and open- 
ness, which one may only wish 
were followed by all those in 
charge of counting who publishes 
what and who cites whom. 


nother discussion at the 

summit was the role of 

women in CS, and how to 
draw and retain more of them 
into the field. Violaine Prince 
from Montpellier pointed out 
that women are generalists rather 
than specialists and that curricula 
should be adapted accordingly. 
On the topic of how to attract 
more students, an interesting 
example was provided by a few 
universities whose enrollment has 
actually been growing, thanks to 
new programs covering topics 
such as media informatics. Con- 
trary to possible fears, these are 
not “soft” programs, but strong 
CS curricula that simply include a 
few popular themes, attracting an 
audience that might otherwise be 
put off by the (unintended) 
“nerdy” look and feel of the more 
traditional programs. 

The most important result of 
the summit was the unanimous 
view that European computer sci- 
entists urgently need an organiza- 
tion with aims and scope similar 
to those of the CRA, extended— 
in light of the peculiar situation 
in Europe—to cover education as 
well as research. An initiative to 
start this organization is under 
way, and should culminate in an 
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official start at the next summit 
tentatively scheduled for next 
September in Lyon. Some of the 
immediate tasks are: 


¢ Starting the ground work: list 
of institutions, mailing list, and 
Web site. 

¢ Defining criteria for publica- 
tion and research evaluation. 

* Defining guidelines for CS cur- 
ricula. 

* Proposing strategic directions 
for CS research in Europe. 

¢ Attracting students to the 
discipline. 


The aim of the association will 
be to become the recognized voice 
of the European CS community, 
not limited to universities, but 
including research centers and 
industrial research labs. The 
momentum created by this inau- 
gural summit should enable us to 
take the first steps more quickly 
toward this goal by building on 
the enormous amount of goodwill 
and community spirit so apparent 
during the two days shared by 
100 CS department chairs at a 
foundational event in Zurich. 

For more information on the 
summit, visit se.infethz.ch/ 
events/cs_summit_2005. @ 


BERTRAND MEYER (Bertrand.Meyer@ 
inf.ethz.ch) is chair of software engineering at 
ETH, Zurich, Switzerland. 

WILLY ZWAENEPOEL (willy.zwaenepoel 
@epfl.ch) is dean of the School of 

Computer and Communication Sciences at 
EPFL, Lausanne, Switzerland. 
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Call for Nominations for 
Advanced Member Grades 
in the ACM 


ACM has three distinct member grades to recognize the professional accomplishments of our members: 

Senior Member—is a new member grade recognizing those ACM members, with at least 10 years of 
professional experience, that have demonstrated performance and accomplishment that set them apart. 

Distinguished Engineer, Scientist, or Member—is a mew member grade recognizing those ACM 
members, with at least 15 years of professional experience, that have made significant accomplishments or 
achieved a significant impact on the computing field. 

Fellow—is ACM’s most prestigious member grade recognizing the top 1% of ACM members for their 
outstanding accomplishments in computing and information technology and/or outstanding service to ACM 
and the larger computing community (see pages 74—75 for a listing of the 34 new ACM Fellows inductees). 


CRITERIA ments will be from a current or past employer or 
Senior Member client. 
¢ Five years of continuous (Professional) member- 

ship in ACM. Fellow 
* 10 years of professional experience. ¢ Five years of continuous (Professional) member- 
¢ Demonstrated performance that sets the member ship in ACM. 

apart from peers. ° No specific requirement for years of professional 
¢ Three endorsements from colleagues (not neces- experience. 

sarily ACM members) in the field. ¢ Outstanding accomplishments in computing and 

information technology and/or outstanding 

Distinguished Engineer, Scientist, or Member service to ACM and the larger computing 
¢ Five years of continuous (Professional) member- community. 

ship in ACM. ¢ Five to eight endorsements from current ACM 
* 15 years of professional experience. Professional Members—ideally from ACM 
° Significant accomplishment in, or a significant Fellows. 

impact on, the computing field. 
¢ Four endorsements from colleagues in the field. NOMINATION PROCEDURES 


Three of these endorsements must be from ACM All nominations for advanced ACM member grades 
Members. It is recommended, but not required, | must be made through the ACM Web site: 

that at least two of these endorsements be from Senior Members are self-nominating (www.acm. 
ACM Fellows. Ideally, one of the four endorse- org/seniormember). 
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Distinguished Engineers, Scientists, Members can 
be self-nominating or may be nominated by a current 
ACM Professional Member (www.acm.org/distin- 
guishedmember). 

Fellows must be nominated by an ACM Profes- 
sional Member (www.acm.org/fellow). 


Notes 

¢ In meeting the requirements for professional 
experience, educational experience is credited as 
follows: 

—Three years if the candidate holds a baccalaureate 
degree. 

—Four years if the candidate holds a master’s 
degree. 

—Five years if the candidate holds a doctorate 
degree. 

* For all grades, candidates must have been an 
ACM Professional Members for at least five years 
immediately preceding the final date for submis- 
sion of the respective nomination. 

¢ Although there is a natural progression implied 
within these three grade levels, this progression is 
not compulsory, that is, if a candidate meets the 
requirements of the membership grade it is not 
necessary to advance from one grade level to the 
next. 

¢ Endorsers for Senior Member and Distinguished 
Engineer, Scientist, or Member must attest that: 

—They know the candidate and their work. 

—The candidate has accurately described their 

achievements. 

—The accomplishments outlined in the nomina- 
tion meet the endorsers’ best understanding of 
the criteria for Senior and Distinguished Member. 
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DEADLINES 
Senior Member nominations and endorsements 
must be received by May 31, 2006. 

Distinguished Engineer, Scientist, Member nom- 
inations and endorsements must be received by July 
31, 2006. 

Fellow nominations and endorsements must be 


received by September 8, 2006. 


RECOGNITION 

ACM Senior Members and Distinguished Members 
will receive a certificate and a specially annotated 
ACM membership card. There will be an announce- 
ment on the ACM Web site and in Communications 
of the ACM listing the names of the Senior Members 
and Distinguished Members. 

ACM Fellows will receive a certificate, a specially 
annotated ACM membership card and an ACM Fel- 
low lapel pin. Their names will be listed in an issue of 
Communications of the ACM and a letter of recogni- 
tion will be sent to the chief executive at the Fellow’s 
place of employment. Formal induction ceremonies 
and presentation of Fellow certificates and pins will 
take place at the next annual ACM Awards Banquet. 


QUESTIONS 

Please send any questions you may have about the 
Senior Member, Distinguished Member, or Fellows 
Programs to: 


Senior@acm.org 
Distinguished@acm.org 
Fellow@acm.org 
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President’s Letter| David A. Patterson 


Computer Science Education 
in the 21S* Century 


To draw students to CS, we must first look to create a curriculum 
that reflects the exciting opportunities and challenges of IT today 
versus the 1970s. Future students and faculty would greatly benefit 


from a reinvigorated CS curriculum. 


This letter is based on my position statement for a 
workshop on the preparation of IT graduates for 
2010 and beyond [4]. 

hereas in the past we created obstacles 
to reduce the number of CS majors, 
today we must recruit students to have 
the work force needed to meet the chal- 
lenges and opportunities of information technology 
in this century. We should take advantage of the 
reduced pressures from the dip in enrollments to 
revamp our curriculum. 

First, let’s start with the state of the world in 2006 
rather than 1976. Second, let’s create courses that we 
would love to take if we were students, and that we 
would love to teach if given the chance. Such enthu- 
siasm would be attractive and contagious. 

Rather than wax on philosophically, I’ll confine 
my remarks to four concrete suggestions: two tech- 
nological upgrades and two examples of courses I 
would love to take and teach. All these suggestions 
leverage technology not available when the CS cur- 
riculum was first created. 


TECHNOLOGICAL UPGRADE #1 FOR 2157 CENTURY CS: 
Use TOOLS AND LIBRARIES. 

There is a huge disconnect between the experience 
of most professors, who have never worked as pro- 
fessional programmers and often write software for 
a 30-year-old environment, and the way in which 
cutting-edge software is written today. 


For example, although many professors use a 
more recent programming language like Java, sur- 
prisingly few have embraced modern programming 
environments like the Eclipse development platform 
and the JUnit testing framework. Moreover, a great 
many exciting programming projects today build on 
existing components such as .NET or NETBeans. 

For many CS courses, a dramatic change would 
simply be if students first wrote a clear specification 
and then built software using modern tools and soft- 
ware components. 


TECHNOLOGICAL UPGRADE #2 FOR 21ST CENTURY CS: 
PARALLELISM. 

In case you weren't paying attention, the era of 
doubling performance every 18 months ended in 
2002, as the figure here documents [3]. Three fac- 
tors have combined to grind uniprocessor perfor- 
mance improvement almost to a halt. 


¢ The lack of additional power for a chip to dissi- 
pate, 

¢ The lack of additional instruction-level paral- 
lelism to exploit, and 

¢ The lack of improvement in memory latency. 


This sea change is demonstrated by the change in 
direction of microprocessor companies away from 
increasing clock rates and uniprocessor performance. 


AMD, Intel, IBM, Sun Microsystems, among others 
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are either already shipping mul- 9999 


tiprocessors on a chip as their 
mainline product or will in near 
future. Apple just announced 
the next generation of Macin- 
toshes, and all will include two 
processors—even laptops! 

The table on the next page 
shows the number of processors 
(“cores”) on a chip and number 
of hardware-supported threads 1 
per processor on current and 
upcoming microprocessors. 

Hardware companies will 
market the number of proces- 
sors per chip rather than clock 
rate from now on, and the 
number of processors is pre- 
dicted to double every two 
years. If the prediction holds, 
by the time an entering fresh- 
man class graduates, standard 
desktop PCs will include at 
least eight processors. 

In our past, some have pre- 
maturely claimed that parallel 
programming was the only 
option for the immediate 
future. The steep part of the graph belies that claim. 
The difference today is that no hardware company is 
planning to sell much faster sequential processors. If 
you cant buy them, parallel procrastination will be 
penalized instead of rewarded. 

Given this sea change, how much of the curricu- 
lum—and what fraction of the CS faculty—is obliv- 
ious to concurrency? How many algorithms, data 
structures, languages, compilers, debuggers, operat- 
ing systems, books, and lectures must change to 
match the transformation in underlying technology 
if they are to remain relevant in the 21S¢ century? 

Educating faculty so they can train students prop- 
erly is not a trivial bootstrapping problem. At 
research universities, if we can ensure that all future 
research assumes concurrent computing, the skills 
gained there hopefully can trickle down quickly to 
the classroom. 


1000 


100 


Growth in processor 
performance since 1978 
relative to the VAX 11/ 780 
as measured by the 
SPECint benchmarks 
(from SPECint89 to 
SPECint2000). Prior to the 
mid-1980s, processor per- 
formance growth was 
largely technology driven, 
and averaged about 25% 
per year. The increase in 
growth from 1986 to 2002 
to about 52% was due to 
more advanced architec- 
tural and organizational 
ideas exploiting Moore’s 
Law. It’s less than 20% 
per year since 2002 [3]. 
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Course | WOULD Love To TAKE #1: 

JOIN THE OPEN SouRCE MOVEMENT. 

Most schools teach “write programs from blank 
sheet of paper” programming, of which there is 
very little real-world bearing. A different approach 
is to leverage high-quality examples of the open 
source movement. For example, a database class 
might be based on PostgreSQL and an operating 
system class might use BSD Unix. (Well-docu- 
mented and well-crafted code trumps popular for 
pedagogic reasons.) The high-level idea is taking 
advantage of a technology that has been created for 
other reasons that can make the classroom a much 
more exciting and realistic place. 

If this works, it would be inspiring for students 
working on real production software. Even compa- 
nies that don’t use open source software may benefit 
from students who can do more than just write pro- 
grams from scratch. In addition, it could be a differ- 
entiator on a college campus. Do civil engineering 
students get to contribute to the construction of a 
real bridge in the classroom? Do history courses 
allow students to help write a book? The recruiting 
pitch is to join CS and learn in part by contributing 
immediately to the real world. 

To help learn a large system, writing documenta- 
tion for portions of open source code could be an 
assignment. Documentation is important yet rare in 
the classroom and the open source movement. It’s 
likely that open source developers would welcome 
good documentation, given its absence. Students 
would be inspired that their coursework could be 


Let’s create courses that we would love to take if we were 
students, and that we would love to teach if given the chance. 
Such enthusiasm would be attractive and contagious. 


used in real systems, as well as bear the responsibility 
of that opportunity. 

Another assignment is to have teams of students 
help debug this large system, in part by using the 
documentation that other students have written. 
While they might start with a local version of the 
code that includes bugs inserted by a teaching assis- 
tant, the exciting challenge would try to take on real 
open bugs. They could post the source of the prob- 
lem to the open source group in addition to their 
proposed fixes. Since 
you wont run out of 
new bugs to assign, 
instructors don’t have 
to worry about stu- 
dents copying their 
solutions from the last 
term. 

A third assignment 
might be to propose a 
new feature for open source software. Open source 
projects have a list of improvements they are consid- 
ering; why not have teams of students propose how 
one might be done? If time permits, they could code 
the upgrade and benchmark the results. This assign- 
ment has been in database courses for a while at 
Berkeley and CMU [1]. 

Presumably lectures and reading assignments 
would supplement the projects covering aspects of 
the programming: good coding styles, good 
approaches to testing, the software life cycle, and so 
on. Now students could look at real code to form 
their opinion of these ideas based on hands-on expe- 
rience. If the approach works, I’m sure new text- 
books would document the good open source 
examples, which would increase the plausibility of 
this approach. 

The challenge is preventing the large code base 
from overwhelming the students, interfering with 
learning the conceptual material of the course. If we 


Manufacturer/Year 


Processors/chip 
Threads/Processor 


Threads/Chip 


The number of processors on a chip 
and number of hardware-supported 
threads per processor on current and 
future microprocessors. 


can meet this challenge, this is a course I'd love to 


take. 


Course | WOULD LOVE TO TAKE #2: 

BuILD YOUR OWN SUPERCOMPUTER. 

Like open source software, Field Programmable 
Gate Arrays (FPGAs) is another technology that 
makes the classroom a much more exciting and 
realistic place. FPGAs were created to collect the 
miscellaneous pieces of logic on a board into a sin- 


gle chip and to give 
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making changes late 
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are programmable 
hardware, as the logic blocks are just memory that 
can be programmed to perform any logical func- 
tion, and the rest of the chip is interconnected to 
join these programmable logic blocks in interesting 
ways. Since they are so simple to manufacture, they 
still are on Moore’s Law, doubling hardware 
resources every 18 months. FPGAs currently repre- 
sent a billion-dollar-a-year industry. 

The computer-aided design tools for FPGAs are 
much like those of a real chip: logic synthesis, place- 
ment, routing, and so on. Hence, many universities 
already use FPGAs in their logic design courses 
because FPGAs have many of the aspects of real 
hardware design without the time delays and cost of 
fabricating chips. Moreover, FPGAs have credibility; 
if a design works well in an FPGA, it will likely work 
well in a real chip. 

For a few hundred dollars, students can attach a 
board to their PCs and get the CAD software to 
build their own computer. Although the processors 
might only run at 200MHz, that is still plenty fast 
enough to run operating systems and real programs. 
Since hardware generally doesn’t work until most 
bugs are fixed, there are few more exciting events 
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A group of us at a half-dozen universities [have joined] forces around 
a common hardware design that connects 40 FPGAs together. We 
plan to develop a 1,000-way multiprocessor based on standard 
instruction sets that can run standard software stacks. We would then 
share that “gateware” and software with the research community. 


than to see your computer run real programs suc- 
cessfully for the first time. 

In addition to FPGAs, we would leverage the 
small open source movement for hardware (see 
opencores.org). They offer big hardware blocks that 
work, like processors, Ethernet controllers, and so on 
that can be used for either real chips or FPGAs. 
Thus, the processor is the lowest-level building 
block, taking over from the transistor or nand gate. 

The growth of FPGA resources plus the open 
source hardware movement creates the new opportu- 
nity. We can place 25 pipelined-processors inside a 
single large FPGA today, and the number of proces- 
sors should double every 18 months. By starting 
with working processors as the building blocks, stu- 
dents can tackle interesting issues facing the field 
today, such as how to design computer systems to 
make it easier to write parallel programs or memory 
architectures for high-performance garbage collec- 
tion. I'd love to design a supercomputer in such a 
course. 

This technological opportunity has inspired a 
group of us at a half-dozen universities to join forces 
around a common hardware design that connects 40 
FPGAs together. We plan to develop a 1,000-way 
multiprocessor based on standard instruction sets 
that can run standard software stacks. We would 
then share that “gateware” and software with the 
research community. We believe it will be an attrac- 
tive platform for ramping up hardware and software 
research in multiple processors, and that it can be 
economically replicated so that many departments 
could have one. This vision gave the project its 
name: Research Accelerator for Multiple Processors, 
or RAMP [2]. When completed, it will enable stu- 
dents to explore and share even grander designs than 
a single FPGA. (To learn more, see ramp.eecs.berke- 


ley.edu/.) 


30 March 2006/Vol. 49, No. 3 COMMUNICATIONS OF THE ACM 


CONCLUSION 

Our computer science curriculum was developed at 
a time when it was the first introduction students 
had to computing and the software we use every- 
day had not yet been written. There have been 
extraordinary developments since then, and most 
students arrive on campus today with years of com- 
puter experience. While one challenge to our cur- 
riculum is to catch up to the technology of the 215 
century, another is we haven't leveraged the better 
background of students. A third challenge is for CS 
faculty to learn new ways. 

Let’s learn and try creating CS courses that we'd 
love to take and teach, and that will capture the 
exciting opportunities and challenges of our field 
and of our students. _@ 
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These ideas came from conversations with many friends and colleagues, especially 
Nina Bhatti of Hewlett-Packard Labs, James Gosling of Sun Microsystems, Joe 
Hellerstein of UC Berkeley, John Hennessy of Stanford, Jim Larus of Microsoft 
Research, and Kathy Yelick of UC Berkeley. 


Davip A. PATTERSON (pattrsn@cs.berkeley.edu) is president of 
ACM and the Pardee Professor of Computer Science at the University 
of California at Berkeley. 
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Reviving Your Favorite CS Books 


ast October we announced a 

program to put 20 out-of-print 
books into ACM’s Digital Library 
and to make print copies of these 
books available at a low price via a 


% ballots 


pr. int-on-demand service (CACM, 4 12.6% Pascal User Manual and Report Jensen, K. and Wirth, N. 1975 
Oct. 2005, 15-16). We were over- 5 125% Co J the B Van NeLiTCeRe 

whelmed by the response to the call ¢ 11.1% Selected Writings on Computing Dijkstra, EW. 1982 
for nominations, so it took a bit 

longer than expected to determine . 


: 10.3% Compiler Constructi Bauer, FL and Eickel, J. 1976 
the actual titles, to confirm they eheel DSES Bee aad 


were out of print, and to create an 
interface to vote for 20 books from ,g_ 
402 choices. In fact, we've renamed 
the program to “ACM Members’ 
Favorite Books” since it reflects the 
process we followed. 

To help you make an informed 14 8.9% The Multics System Organick, E.l. 1972 
decision, we tried a 10-day campaign (6 Operating System Principles p 
period where people could comment 16 85% _ IBM System/360 Principles of Operation 
on books via a wiki set up for each a, 
title (see pd.acm.org/classics). You 
will find many testimonials about 
how a book changed a person’ life, 
or noting the timelessness of a book 
despite the year it was written. Mem- 2 
bers made wiki-based comments on 
about 80% of the books. The entries 


10.0% A Programming Language Iverson, KE. 1962 


1982 


rinciples of Software Development 


Artificial Intelligence 


22 MacIntosh Human Interface Guidelines 


Apple Computer Inc. 


Cryptography D D.E. 


Essays in Computing Science CA. Hoare and C.B. Jones, Eds. 1989 


certainly affected my vote and have 
suggested books that] now want to 25 ~—6.9% Anatomy of LISP 
read. 

The table here shows the top 25 The top 25 (out of in the DL and make arrangements with a books-on- 
books based on electronic ballots Rica batik by demand publisher, we'll let you know the next step. 
from thousands of members. More ACM members. A few members have already written to say it’s obvi- 
members voted electronically for ous that we need to expand the list. (I agree, since only 
favorite books than they did for candidates in the last _ half of the books I voted for made the cut!) Let’s think 
ACM election! These finalists are certainly an impres- _ of this round as a beta test. If the books prove to be 
sive collection. ACM Fellows or ACM Turing Award popular, and members are happy with the process, I’m 
laureates wrote the majority of the books; they cover sure ACM will expand the offerings. 
many areas of computer science, and the publication Id like to thank everyone who participated in this 
dates range from 1958 to 1995. We are now in the inaugural project, especially ACM’s Wayne Graves and 
process of contacting the holders of these copyrights. Mark Mandelbaum, who were handed a much larger 
(If you know whom to contact, please send email to task than any of us anticipated. 
classicbooks@acm.org.) Once we've placed the books —David A. Patterson 
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International Conference on 
Global Software Engineering 


ICGSE ‘06 


Costao do Santinho, Florianopolis, BRAZIL 
16-19 October 2006 


www.icgse.org 
Sponsored by IEEE Computer Society-pending 


CALL FOR SUBMISSIONS 


Effectively engineering software in a global context is a key competitive advantage in today’s 
General Chair IT and software industry. However, the increased globalization of software development 
Paulo Fernandes, PUCRS, Brazil creates software engineering challenges due to the impact of time zones, diversity of culture 
and communication, or distance. This requires novel and effective techniques and practices to 
Program Chairs achieve intended productivity and quality targets. 
Soc eeray eects ae ICGSE’06 is the International Conference that aims at bringing together researchers and 
industry practitioners to explore both the state-of-the art and the state-of-the-practice in 


software engineering for global software development. The conference commences a series of 


Finance Chairs annual international conferences in this emerging area of research and practice. 

Alberto Avritzer, Siemens, USA 

Ronald Dauscha, Siemens, Brazil High Quality Submissions are invited for technical papers describing original unpublished 

Sangwan Raghvinder, Penn State Univ, USA results of theoretical, empirical, conceptual, and experimental research and practice. Topics of 
interest include, but are not limited to: 

Publicity ° Communication, coordination, collaboration and knowledge management for 

Matthew Bass, Siemens, USA distributed software engineering. 

Marcia B. Cavalvante, Siemens, Brazil e — Requirements engineering and distributed client-supplier relationships. 

Patrick Keil, TUM, Germany e Architecture design and testing in distributed software projects. 


Neel Mullick - Siemens., USA 


Rafael Prikladnicki. PUCRS, Brazil e Collaboration infrastructure to support distributed development teams, e.g. change 


management, quality control, validation, project management, sharing of documents, 


Local Organization online reviews, decision support. 


Ricardo M. Czekster, PUCRS - Brazil ° Process needs and proven solutions for effective and productive distributed software 
Luciano C. Ost, PUCRS - Brazil engineering. 

Sandra Rosa, PUCRS - Brazil e Managing distributed software projects: Planning, business case, team building, 
Thais Webber, PUCRS - Brazil monitoring, reviewing, and reporting. 


e The globalization experience: benefits of global development, effective business 
models, offshoring versus nearshoring, offshore-outsourcing versus internal offshoring, 


Program Committee é : 
strategic versus tactical approaches. 


Jorge Audy, PUCRS, Brazil 


Alberto Avritzer, Siemens, USA ° Managing diversity in global software projects and teams (technical, social and 
Suttamally Bala, Wipro, India organizational). 

Liam Banon, Univ Limerick, Ireland e Working with globally distributed contractors: Vendor selection, contracting, supplier 
Gautam Brahma, Flextronics, India management. 

Andreas Braun, T-Systems, Germany e Teaching global software development. 

Bernd Bruegge, TUM, Germany ; 

Andrea De Lucia, Univ Salerno, Italy Paper categories 

Roberto Evaristo, Univ Illinois- Chicago, USA We invite submissions of high quality papers in the following categories: 

Brian Fitzgerald, Univ Limerick, Ireland ; 

Paul Pc ore Univ of Linz, Austria Research papers should describe the problem addressed, the research method, the 
Jim Herbsleb, Carnegie Mellon, USA results achieved, the validation of results as well as forward looking conclusions. Max 
Andre van der Hoek, Univ of California USA length: 10 pages 

Ross Jeffery, UNSW, Australia Industrial practice papers should present problems or challenges encountered in 
Dehua Ju, East China Univ Science and Tech practice, lessons learned from success and failure stories, or report on industrial 


Philippe Kruchten, UBC, Canada 


a é : : validation of research results. Max length: 10 pages. 
Filippo Lanubile, Univ Bari, Italy 


Frank Maurer, Univ Calgary, Canada Short papers should describe a need experienced in industry or a research idea 
Allen Milewski, Monmouth Univ, USA expressed by academia. Max length: 5 pages. 

Audris Mockus, Avaya Labs, USA 

N.G.Nagaraj, Infosys, India Submission information 

Linda Northrop, SEI, USA Paper guidelines and submission information will become available on the conference website. 


Heather Oppenheimer, Lucent, USA 
Harold Ossher, IBM, USA 

Tom Ostrand, AT&T Research, USA 
Frances Paulisch, Siemens, Germany 
Daniel Paulish, Siemens, USA 
Dewayne Perry, Univ Texas, USA 

Ita Richardson, Univ Limerick, Ireland 
Raghvinder Sangwan, Penn State Univ, USA Important Dates 
Kevin Schneider, Univ Saskatchewan, Canada 
Wolfgang Strigel, Software Prod. Center, Canada 


Conference Venue 

The conference will be held during October 16-19, 2006 in beautiful resort Costao do Santinho, 
Florianopolis - Brazil. The conference shuttle will pick up registered attendees at Florianopolis 
airport and deliver you to the conference hotel. 


: Acie : Paper abstracts due 15 March 2006 
Stal Bd cals ill a cae Paper submission (all categories) 20 March 2006 
Elaine J. Weyuker, AT&T Research Labs, USA Notification of authors 14 June 2006 

Posters and research demos due 10 June 2006 


Camera-ready papers due 19 June 2006 


LISA HANEY 


Vi eEWPpo int Jeannette M. Wing 


® 


Computational Thinking 


It represents a universally applicable attitude and skill set everyone, not just 
computer scientists, would be eager to learn and use. 


omputational thinking 
Crit on the power and 

limits of computing 
processes, whether they are exe- 
cuted by a human or by a 
machine. Computational 
methods and models give us 
the courage to solve prob- 
lems and design systems that no one of us would 
be capable of tackling alone. Computational think- 
ing confronts the riddle of machine intelligence: 
What can humans do better than computers? and 
What can computers do better than humans? Most 
fundamentally it addresses the question: What is 
computable? Today, we know only parts of the 
answers to such questions. 

Computational thinking is a fundamental skill for 
everyone, not just for computer scientists. To read- 
ing, writing, and arithmetic, we should add compu- 
tational thinking to every child’s analytical ability. 
Just as the printing press facilitated the spread of the 
three Rs, what is appropriately incestuous about this 
vision is that computing and computers facilitate the 
spread of computational thinking. 

Computational thinking involves solving prob- 
lems, designing systems, and understanding human 
behavior, by drawing on the concepts fundamental 
to computer science. Computational thinking 
includes a range of mental tools that reflect the 
breadth of the field of computer science. 

Having to solve a particular problem, we might 
ask: How difficult is it to solve? and What's the best 
way to solve it? Computer science rests on solid the- 
oretical underpinnings to answer such questions pre- 


cisely. Stating the difficulty of a problem accounts 
for the underlying power of the machine—the com- 
puting device that will run the solution. We must 
consider the machine's instruction set, its resource 
constraints, and its operating environment. 

In solving a problem efficiently, we might further 
ask whether an approximate solution is good 
enough, whether we can use randomization to our 
advantage, and whether false positives or false nega- 
tives are allowed. Computational thinking is refor- 
mulating a seemingly difficult problem into one we 
know how to solve, perhaps by reduction, embed- 
ding, transformation, or simulation. 

Computational thinking is thinking recursively. It 
is parallel processing. It is interpreting code as data 
and data as code. It is type checking as the general- 
ization of dimensional analysis. It is recognizing 
both the virtues and the dangers of aliasing, or giv- 
ing someone or something more than one name. It 
is recognizing both the cost and power of indirect 
addressing and procedure call. It is judging a pro- 
gram not just for correctness and efficiency but for 
aesthetics, and a system’s design for simplicity and 
elegance. 

Computational thinking is using abstraction and 
decomposition when attacking a large complex task 
or designing a large complex system. It is separation 
of concerns. It is choosing an appropriate representa- 
tion for a problem or modeling the relevant aspects 
of a problem to make it tractable. It is using invari- 
ants to describe a system’s behavior succinctly and 
declaratively. It is having the.confidence we can 
safely use, modify, and influence a large complex 
system without understanding its every detail. It is 
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Viewpoint 


modularizing something in anticipation of multiple 
users or prefetching and caching in anticipation of 
future use. 

Computational thinking is thinking in terms of 
prevention, protection, and recovery from worst-case 
scenarios through redundancy, damage containment, 
and error correction. It is calling gridlock deadlock 
and contracts interfaces. It is learning to avoid race 
conditions when synchronizing meetings with one 
another. 

Computational thinking is using heuristic reason- 
ing to discover a solution. It is planning, learning, 
and scheduling in the presence of uncertainty. It is 
search, search, and more search, resulting in a list of 


ulary; when nondeterminism and garbage collection 
take on the meanings used by computer scientists; 
and when trees are drawn upside down. 

We have witnessed the influence of computa- 
tional thinking on other disciplines. For example, 
machine learning has transformed statistics. Statisti- 
cal learning is being used for problems on a scale, in 
terms of both data size and dimension, unimagin- 
able only a few years ago. Statistics departments in 
all kinds of organizations are hiring computer scien- 
tists. Schools of computer science are embracing 
existing or starting up new statistics departments. 

Computer scientists’ recent interest in biology is 
driven by their belief that biologists can benefit 


Thinking like a computer scientist means more than being able to 
program a computer. It requires thinking at multiple levels of abstraction. 


Web pages, a strategy for winning a game, or a coun- 
terexample. Computational thinking is using massive 
amounts of data to speed up computation. It is mak- 
ing trade-offs between time and space and between 
processing power and storage capacity. 

Consider these everyday examples: When your 
daughter goes to school in the morning, she puts in 
her backpack the things she needs for the day; that’s 
prefetching and caching. When your son loses his 
mittens, you suggest he retrace his steps; that’s back- 
tracking. At what point do you stop renting skis and 
buy yourself a pair?; that’s online algorithms. Which 
line do you stand in at the supermarket?; that’s per- 
formance modeling for multi-server systems. Why 
does your telephone still work during a power out- 
age?; that’s independence of failure and redundancy 
in design. How do Completely Automated Public 
Turing Test(s) to Tell Computers and Humans 
Apart, or CAPTCHAs, authenticate humans?; that’s 
exploiting the difficulty of solving hard AI problems 
to foil computing agents. 

Computational thinking will have become 
ingrained in everyone’s lives when words like algo- 
rithm and precondition are part of everyone’s vocab- 
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from computational thinking. Computer science’s 
contribution to biology goes beyond the ability to 
search through vast amounts of sequence data look- 
ing for patterns. The hope is that data structures 
and algorithms—our computational abstractions 
and methods—can represent the structure of pro- 
teins in ways that elucidate their function. Compu- 
tational biology is changing the way biologists 
think. Similarly, computational game theory is 
changing the way economists think; nanocomput- 
ing, the way chemists think; and quantum comput- 
ing, the way physicists think. 

This kind of thinking will be part of the skill set 
of not only other scientists but of everyone else. 
Ubiquitous computing is to today as computational 
thinking is to tomorrow. Ubiquitous computing was 
yesterday's dream that became today’s reality; com- 
putational thinking is tomorrow’s reality. 


WHAT IT Is, AND ISN’T 

Computer science is the study of computation— 
what can be computed and how to compute it. 
Computational thinking thus has the following 
characteristics: 


Conceptualizing, not programming. Computer sci- 
ence is not computer programming. Thinking 
like a computer scientist means more than being 
able to program a computer. It requires thinking 
at multiple levels of abstraction; 

Fundamental, not rote skill. A fundamental skill is 
something every human being must know to 
function in modern society. Rote means a 
mechanical routine. Ironically, not until computer 
science solves the AI Grand Challenge of making 
computers think like humans will thinking be 
rote; 

A way that humans, not computers, think. Computa- 
tional thinking is a way humans solve problems; 
it is not trying to get humans to think like com- 
puters. Computers are dull and boring; humans 
are clever and imaginative. We humans make 
computers exciting. Equipped with computing 
devices, we use our cleverness to tackle problems 
we would not dare take on before the age of com- 
puting and build systems with functionality lim- 
ited only by our imaginations; 

Complements and combines mathematical and engi- 
neering thinking. Computer science inherently 
draws on mathematical thinking, given that, like 
all sciences, its formal foundations rest on mathe- 
matics. Computer science inherently draws on 
engineering thinking, given that we build systems 
that interact with the real world. The constraints 
of the underlying computing device force com- 
puter scientists to think computationally, not just 
mathematically. Being free to build virtual worlds 
enables us to engineer systems beyond the physi- 
cal world; 

Ideas, not artifacts. It’s not just the software and 
hardware artifacts we produce that will be physi- 
cally present everywhere and touch our lives all 
the time, it will be the computational concepts 
we use to approach and solve problems, manage 
our daily lives, and communicate and interact 
with other people; and 

For everyone, everywhere. Computational thinking 
will be a reality when it is so integral to human 
endeavors it disappears as an explicit philosophy. 


Many people equate computer science with com- 
puter programming. Some parents see only a narrow 
range of job opportunities for their children who 
major in computer science. Many people think the 
fundamental research in computer science is done 
and that only the engineering remains. Computa- 
tional thinking is a grand vision to guide computer 
science educators, researchers, and practitioners as we 
act to change society's image of the field. We espe- 
cially need to reach the pre-college audience, includ- 
ing teachers, parents, and students, sending them 
two main messages: 


Intellectually challenging and engaging scientific prob- 
lems remain to be understood and solved. The prob- 
lem domain and solution domain are limited only 
by our own curiosity and creativity; and 

One can major in computer science and do anything. 
One can major in English or mathematics and go 
on to a multitude of different careers. Ditto com- 
puter science. One can major in computer science 
and go on to a career in medicine, law, business, 
politics, any type of science or engineering, and 
even the arts. 


Professors of computer science should teach a 
course called “Ways to Think Like a Computer Sci- 
entist” to college freshmen, making it available to 
non-majors, not just to computer science majors. We 
should expose pre-college students to computational 
methods and models. Rather than bemoan the 
decline of interest in computer science or the decline 
in funding for research in computer science, we 
should look to inspire the public’s interest in the 
intellectual adventure of the field. We'll thus spread 
the joy, awe, and power of computer science, aiming 
to make computational thinking commonplace. @ 


JEANNETTE M. WING (wing@cs.cmu.edu) is the President’s 
Professor of Computer Science in and head of the Computer Science 
Department at Carnegie Mellon University, Pittsburgh, PA. 
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SELF-MANAGED 
SYSTEMS AND SERVICES 


By JEAN-PHILIPPE MARTIN-FLATIN, 
JOE SVENTEK, aa? KURT GEIHS 


table and dependable IT services and infrastructures 
are of paramount importance for modern enterprises. 
Traditional solutions for managing and controlling the 
networked systems and services that sustain them appear to have reached their 
limits. As the number of hardware and software components to be managed 
increases, and as the dependencies between 
user-perceived services and the underlying 
networks and systems are ever more intricate and dynamic, management 
systems have become increasingly complex. They do not scale easily, are 
difficult to configure and use, and struggle to correlate service-level problems 
with problems in the underlying infrastructure. Even worse, the algorithms 
used in the management platforms (such as for event correlation) gradually 
shift from science to art. This trend brings into question the ability of existing 
management methodologies to cope with tomorrow's enterprise 

IT infrastructures and services. 


ILLUSTRATION BY JEAN-FRANCOIS PODEVIN 
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BIOLOGICAL AND SOCIOLOGICAL PHENOMENA 
OFTEN SERVE AS INSPIRATIONS AND GUIDELINES FOR THE 
DESIGN OF SELF-ORGANIZING SYSTEMS. 


To address these challenges, researchers have, for 
several years, experimented with alternate paradigms 
to organize and structure systems and services differ- 
ently to better facilitate their management. Since cen- 
tralized or weakly distributed solutions no longer 
work, we need to migrate to strongly distributed 
management solutions where management decisions 
(including resource allocations, security settings, or 
device reconfigurations) are highly decentralized and 
performed autonomously by network devices 
and systems [3, 4]. 

After spending several years wandering along the 
trail of agents (mobile or intelligent), which proved to 
be of limited interest for building scalable, flexible, 
and reliable management systems, the management 
community is now turning to self-management, 
which also raises considerable interest in the distrib- 
uted systems [1, 2] and software engineering [5] com- 
munities. This interest builds on the success already 
attained by self-organizing and self-adaptive systems 
in other disciplines, such as distributed artificial intel- 
ligence, material science, and thermodynamics. There 
is considerable controversy, however, regarding the 
exact definition of a self-managing system, and how 
such systems can be engineered. Biological and socio- 
logical phenomena often serve as inspirations and 
guidelines for the design of self-organizing systems. 

To investigate these issues and facilitate cross-polli- 
nation between different research communities, an 
interdisciplinary workshop was held in May 2005 in 
Nice, France. The goal of the First International 
Workshop on Self-Managed Systems and Services 
(SelfMan 2005) [6] was to inspire participants from 
different backgrounds to analyze and discuss the 
potential of se/f properties (for example, self-manage- 
ment, self-organization, self-adaptiveness, self-moni- 
toring, self-tuning, self-repair, self-configuration) for 
managing and controlling networked systems and ser- 
vices [1]. The articles in this special section are derived 
from Self-Man 2005, and offer a high degree of topi- 
cal diversity to better acquaint readers with this wide- 
ranging subject area. 

In the first article, Robertson and Williams 
describe a mechanism for increasing the robustness of 
software systems. To identify all possible failures of a 
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system and specify a response for each of them, they 
add dynamic fault awareness and recovery capabilities 
to existing systems. This makes it possible to identify 
unanticipated failures and find workarounds to these 
failures. To enable a software system to reason about 
its behavior, the authors complement it with models 
of the causal relationships between its components, 
models of intended behavior, and models of correct 
execution; when available, models of known failures 
are also used. By sensing its state, reasoning about the 
difference between the expected state and the 
observed state, and modifying its running software, 
the system is able to improve its dependability over 
time. The example presented in this article pertains to 
Mars rovers used in the MIT Model-Based Embed- 
ded and Robotic Systems testbed. 

Porter and Katz examine how to design self- 
adaptive Web services that can cope with transient 
overload. By using simple statistical techniques, they 
uncover the ripple effects of a given Web service 
request in multi-tier systems and identify the compo- 
nent in which the performance problem lies. Middle- 
ware components are monitored in a black-box 
manner, and the statistical findings are displayed 
using a visualization tool. The staff in charge of mon- 
itoring networks and systems can then use this tool to 
diagnose and pinpoint performance problems and 
make management decisions accordingly, for exam- 
ple, by activating a suitable admission control scheme. 
These ideas were benchmarked using an auction Web 
site. The results show a large increase in the number of 
pages served per second and a large decrease in the 
worst-case response time of the Web site. 

Rolia et al. propose a self-managing system for 
assigning resources from a shared and overbooked 
resource pool to different applications with diverse 
Quality of Service (QoS) requirements. To increase 
the chances that application QoS objectives are satis- 
fied, workload managers (containers that control 
access to shares of resource capacity) monitor their 
workload demands and dynamically adjust their allo- 
cation of resources to the current application work- 
loads. Each workload manager supports two classes of 
service (guaranteed service and best-effort service) 
characterized by different allocation priorities (high 


and low). Workload managers automatically divide 
the workload demands of a given application into 
these two classes of services to meet the application 
QoS requirements specified by the application owner. 
The ideas proposed in this article are validated by a 
case study comprising 26 applications from a large 
enterprise order entry system. 

Leibnitz et al. exploit a biological model known as 
Adaptive Response by Attractor Selection, which 
models how a specific type of cell adapts to changes in 
the availability of a nutrient in its environment, to 
route packets in a self-organized manner in packet- 
switched overlay networks. These networks are typi- 
cally used in peer-to-peer (P2P) computing, mobile 
ad hoc networks, and sensor networks. For each path 
between a given source and a given destination, the 
routing algorithm takes measurements of a metric 
(such as the round-trip time or the available band- 
width) as input and automatically adapts the packet 
transmission probabilities for each path. This algo- 
rithm is validated with simulation results that demon- 
strate fast recovery to path failures. 

Singh and Haahr generalize a model of self- 
organization devised almost 50 years ago for solving 
a sociological issue and use it to adapt the network 
topology in a pure P2P network. By performing 
topology adaptation, they adjust the overlay network 
topology to satisfy certain criteria when peers leave or 
join the network. For example, in file-sharing P2P 
applications, all the peers in a given group must have 
a high bandwidth capacity. The authors detail the 
algorithm initially proposed by Schelling (the 2005 


Nobel Prize winner in Economics), propose a gener- 
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alized algorithm, and finally validate their solution 
through simulation. 

We hope these articles illuminate the rather broad 
spectrum of the subject area and indicate the oppor- 
tunities for research and innovation in the area of self- 
management. As demonstrated in the section, it 
requires technologies and methodologies more 
advanced than are available today. We encourage read- 
ers to join us in addressing these challenges. @ 
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AUTOMATIC RECOVERY 


By PAUL ROBERTSON and BRIAN WILLIAMS 


A model-based approach to 
delf-adaptive software. 


n complex concurrent critical systems, such as autonomous 
robots, unmanned air vehicles, and space systems, every 
component is a potential point of failure. This is true not 
only of embedded systems but also of purely software systems such as 
distributed and cyber applications. Typical attempts to make such systems | 
more robust and secure are both brittle and incomplete due to reliance on | 
manual identification of and solutions to potential failures such as by using 

exception mechanisms. That is, the security is easily broken, and there are 

many possible failure modes that are not handled. Failures may be rare events 

so it is less easy to test for good coverage of fault scenarios. Techniques that 

expand to handling component-level failures are very expensive to apply, yet 

are still quite brittle and incomplete. This is not because engineers are lazy— 

the sheer size and complexity of modern information systems overwhelms the 

attempts of engineers, and myriad methodologies, to systematically investi- 


COMMUNICATIONS OF THE ACM March 2006/Vol.49,No.3 41 


WHATEVER THE REASON FOR THE SOFTWARE FAILURE, 
WE WOULD LIKE THE SOFTWARE TO BE ABLE TO RECOGNIZE 
THAT IT HAS FAILED AND TO RECOVER FROM THE FAILURE. 


Adding dynamic intelligent fault awareness and 
recovery to running systems enables the identification 
of unanticipated failures and the construction of 
novel workarounds to these failures. Our approach is 
pervasive and incremental. It is pervasive in that 
it applies to all components of a large, complex 
system—not just the “firewall” services. It is incre- 
mental in that it coexists with existing faulty, unsafe 
systems, and it is possible to incrementally increase 
the safety and reliability of large systems. The 
approach aims to minimize the cost, in terms of 
hand-coded specifications with respect to how to iso- 
late and recover from failures. 

There are many reasons why software fails, the 
most common include: 


¢ Assumptions made by the software turn out not 
to be true at some point. For example, if a piece 
of software must open a file with a given path 
name, it will usually succeed; but if the particular 
disk that corresponds to the path name fails, the 
file will not be accessible. If the program assumes 
that the file is accessible, the program will fail. In 
highly constrained situations, it is possible to enu- 
merate all such failures and hand code specific 
exception handlers—and such is the standard 
practice in the industry. In many cases, however, 
particularly in embedded applications, the num- 
ber of ways the environment can change becomes 
so large that the programmer cannot realistically 
anticipate every possible failure. 

Software is attacked by a hostile agent. This form 
of failure is similar to the first one except that 
change in the environment is done explicitly, 
with the intent to cause the software to fail. 
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* Software changes introduce incompatibilities. 
Most software evolves during its lifetime. When 
incompatibilities are inadvertently introduced, 
software that previously did not fail for a given 
situation may now fail. 


Whatever the reason for the software failure, we 
would like the software to be able to recognize that it 
has failed and to recover from the failure. There are 
three steps to doing this: noticing the software has 
failed; diagnosing exactly what software component 
has failed; and finding an alternative way of achieving 
the intended behavior. 


APPROACH 

In order for the runtime system to reason about its 
own behavior and intended behavior in this way, 
certain extra information and algorithms must be 
present at runtime. In our system, these extra pieces 
include models of the causal relationships between 
the software components, models of intended 
behavior, and models of correct (nominal) execution 
of the software. Additionally, models of known fail- 
ure modes can be very helpful but are not required. 
Finally, the system must be able to sense, at least par- 
tially, its state; to reason about the difference 
between the expected state and the observed state; 
and to modify the running software (for example, by 
choosing alternative runtime methods). 

Building software systems in this way comes with a 
certain cost. Models of the software components and 
their causal relationships, which might otherwise have 
existed only in the programmer’s head, must be made 
explicit; the reasoning engine must also be linked in 
to the running program, and the computational cost 


of the monitoring, diagnosis, and recovery must be 
considered. In some systems, the memory footprint 
and processor speed prohibit this approach. However, 
memory is increasingly becoming cheap enough for 
memory footprint not to be an issue; processor power 
is similarly becoming less restrictive. While the mod- 
eling effort adds an extra cost, there are benefits to 
doing the modeling that offset its cost. Making the 
modeling effort explicit can often cause faults to be 
found earlier than would otherwise be the case, and 
the developers can choose the fidelity of the models. 
More detailed models take more time to develop but 
allow for greater fault identification, diagnosis, and 
recovery. Finally, our approach to recovery assumes 
there is more than one way of achieving a task. The 
developer, therefore, must provide a variety of ways of 
achieving the intended behavior. 

The added costs of building robust software in this 
way are small when compared to the benefits. Among 
the benefits, it allows us to build software that: 


* Operates autonomously to achieve goals in 
complex and changing environments; 

¢ Detects and works around “bugs” resulting from 
incompatible software changes; 

¢ Detects and recovers from software attacks; and 

¢ Automatically improves as better software 
components and models are added. 


t the heart of our system is Reactive 

Model-based Programming Language 

(RMPL), a language for specifying cor- 

rect and faulty behavior of the system’s 

software components. The novel ideas 
in our approach include the use of method deprecation 
and method regeneration in tandem with an intelligent 
runtime model-based executive that performs auto- 
mated fault management from engineering models, 
and that utilizes decision-theoretic method dispatch. 
Once a system has been enhanced by abstract models 
of the nominal and faulty behavior of its compo- 
nents, the model-based executive monitors the state 
of the individual components according to the mod- 
els. If faults in a system render some methods inap- 
plicable, method deprecation removes them from 
consideration by the decision-theoretic dispatch. 
Method regeneration involves repairing or reconfig- 
uring the underlying services that are causing some 
method to be inapplicable. This regeneration is 
achieved by reasoning about the consequences of 
actions using the component models, and by exploit- 
ing functional redundancies in the specified meth- 
ods. In addition, decision-theoretic dispatch 
continually monitors method performance and 


dynamically selects the applicable method that 
accomplishes the intended goals with maximum 
safety, timeliness, and accuracy. 

Beyond simply modeling existing software and 
hardware components, we allow the specification of 
high-level methods. A method defines the intended 
state evolution of a system in terms of goals and fun- 
damental control constructs (iteration, parallelism, 
and conditionals). Over time, the more a system's 
behavior is specified in terms of model-based meth- 
ods, the more it will be able to take full advantage of 
the benefits of model-based programming and the 
runtime model-based executive. Implementing func- 
tionality in terms of methods enables method prog- 
nosis, which involves proactive method deprecation 
and regeneration, by looking ahead in time through a 
temporal plan for future method invocations. 

Our approach has the benefit that every additional 
modeling task performed on an existing system makes 
the system more robust, resulting in substantial 
improvements over time. As many faults and intru- 
sions have negative impact on system performance, 
our approach also improves the performance of sys- 
tems under stress. It provides a well-grounded tech- 
nology for incrementally increasing the robustness of 
complex, concurrent, critical applications. When 
applied pervasively, model-based execution can dra- 
matically increase the security and reliability of these 
systems, as well as improve overall performance, espe- 
cially when the system is under stress. 


FAULT-AWARE PROCESSES THROUGH MODEL-BASED 
PROGRAMMING 

To achieve robustness pervasively, fault-adaptive 
processes must be created with minimal program- 
ming overhead. Model-based programming elevates 
this task to the specification of the intended state 
evolutions of each process. A model-based executive 
automatically synthesizes fault adaptive processes for 
achieving these state evolutions, by reasoning from 
models of correct and faulty behavior of supporting 
components. 

Each model-based program implements a system 
that provides some service (such as secure data trans- 
mission) used as a component within a larger system. 
The model-based program in turn builds upon a set 
of services, such as name space servers and data repos- 
itories, implemented through a set of concurrently 
operating components that consist of software and 
hardware. 

Component Service Model. The service model rep- 
resents the normal behavior and the known aberrant 
behaviors of the program’s component services. 
Unknown aberrant behaviors are also supported by 
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the service model through the inclusion of unmod- 
eled failure modes. It is used by a deductive controller 
to map sensed variables to queried states. The service 
model is specified as a concurrent transition system, 
composed of probabilistic concurrent constraint 
automata. Each component automaton is represented 
by a set of component modes, a set of constraints 
defining the behavior within each mode, and a set of 
probabilistic transitions between modes. Constraints 
are used to represent co-temporal interactions 
between state variables and intercommunication 
between components. Constraints on continuous 
variables operate on qualitative abstractions of the 
variables, characterized by the variable’s sign (positive, 
negative, zero) and deviation from nominal value 
(high, nominal, low). Probabilistic transitions are 
used to model the stochastic behavior of components, 


[ 
c> 
such as failure and intermittency. Reward is used to 
assess the costs and benefits associated with particular 
component modes. The component automata oper- 
ate concurrently and synchronously. 
Self-Deprecation and Regeneration through Pre- 
dictive Method Dispatch. In model-based program- 
ming, the execution of a method fails if one of the 
service components it relies upon irreparably fails. 
This in turn can cause the failure of any method that 
relies upon it, potentially cascading to a catastrophic 
and irrecoverable systemwide malfunction. The con- 
trol sequencer enhances robustness by continuously 
searching for, and deprecating, any requisite method 
whose successful execution relies upon a component 
that is deemed faulty by mode estimation, and 
deemed irreparable by mode reconfiguration. 
Without additional action, a deprecated method 
causes the deprecation of any method that relies upon 
it. Model-based programmers specify redundant 
methods for achieving each desired function. When a 
requisite method is deprecated, the control sequencer 
attempts to regenerate the lost function proactively by 


selecting an applicable alternative method, while ver- 
ifying overall safety of execution. 
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More specifically, predictive method selection first 
searches until it finds a set of methods that are con- 
sistent and schedulable. It then invokes the dis- 
patcher, which passes each activity to the deductive 
controller as configuration goals, according to a 
schedule consistent with the timing constraints. If the 
deductive controller indicates failure in the activity’s 
execution, or the dispatcher detects that an activity’s 
duration bound is violated, the method selection 
component is re-invoked. The control sequencer then 
updates its knowledge of any new constraints and 
selects an alternative set of methods that safely com- 
plete the RMPL program. 

Self-Optimizing Methods through Safe, Deci- 
sion- Theoretic Dispatch. In addition to failure, com- 
ponent performance can degrade dramatically, 
reducing system performance to unacceptable levels. 
To maintain optimal performance, 
predictive method dispatch utilizes 
decision-theoretic method  dis- 
patch, which continuously moni- 
tors performance and selects the 
currently optimal available set of 
methods that achieve each requisite 
function. 


RESULTS 

Initial testing of the described sys- 
tem has been performed by aug- 
menting the MIT Model-Based 
Embedded and Robotic Systems 
rover testbed. The rover testbed 
consists of a fleet of all-terrain 
robot vehicles within a simulated 
Martian terrain. By way of example, we describe one 
mission whose robustness has been enhanced by the 
system. 

Two rovers must cooperatively search for science 
targets in the simulated Martian terrain. This is done 
by having the rovers go to the selected vantage points 
looking for targets of interest using the rover’s stereo- 
scopic cameras. The rovers divide up the space so 
they can minimize the time taken in mapping the 
available science targets in the area. The paths of the 
rovers are planned in advance, given existing terrain 
maps. The plan runs without fail. Between them, the 
rovers successfully find all of the science targets that 
we have placed for them to find. The scenario is 
shown in Figure 1. 

In the test scenario, two faults are introduced by 
placing a large rock that blocks Roverl’s view of one 
of the designated areas. When Roverl reaches its ini- 
tial position to look for science targets, its cameras 
detect the unexpected rock obscuring its view. This 


Figure 1. Rover 
testbed experimental 
platform. 


Rovert .findTargets Rover1.goto(p2) Rover1 .goto(p3) 


Start 2) © @® @ Q 
v Rover1 .goto(p1) Rover1.goto(p2) Rover .findTargets Rover1 .goto(p3) 


Rover2.goto(p5) oyerzrratigs Rover2.goto(p6) Rover2.goto(p3) 
»——_——_> ¢ O © © 


Rover2.goto(p6) Rover2.goto(p3) Rover2.findTargets 


Figure 2. (left) The temporal planning 
ork fc wo-rover exploration 
© ra) ron o-»e . Failure due to an obscuration 
) results in automatic replanning 
ie) ro) that t ission can continue. 
® io) 
‘, o ° 


below) Deep Space 1: 
rent (May 1999). 


COMMUNICATIONS OF THE ACM March 2006/Vol.49,No.3 45 


SELF-ADAPTIVE SOFTWARE HAS BEEN SUCCESSFULLY APPLIED 
TO A VARIETY OF TASKS, RANGING FROM ROBUST IMAGE 
INTERPRETATION TO AUTOMATED CONTROLLER SYNTHESIS. 


results in an exception that disqualifies the current 
software component from looking for targets. 
Because the failure is external to the rover software, 
the plan itself is invalidated. The exception is resolved 
by replanning, which allows both rovers to modify 
their plans so that Rover2 observes the obscured site 
from a different vantage point. The rovers continue 
with the new plan but when Rover2 attempts to scan 
the area for science targets, the selected vision algo- 
rithm fails due to the deep shadow being cast by the 
large rock. Again an exception is generated, but in this 
case a redundant method is found—a vision algo- 
rithm that works well in low light conditions. With 
this algorithm, the rover successfully scans the site for 
science targets. Both rovers continue to execute the 
revised plan without further failure (see Figure 2). 


RELATED WORK 
Self-adaptive software has been successfully applied 
to a variety of tasks, ranging from robust image 
interpretation to automated controller synthesis [4]. 
Our approach builds on a successful history of hard- 
ware diagnosis and repair [7]. In May 1999, the 
spacecraft Deep Space 1, shown in Figure 3, ran 
autonomously for a period of one week [1]. During 
that week, faults were introduced that were detected, 
diagnosed, and resolved by reconfiguring the 
(redundant) hardware of the spacecraft. Subse- 
quently, another satellite (Earth Observer 1) has 
been flying autonomously, planning and executing 
its own missions. Extending these technologies to 
software systems involves extending the modeling 
language to deal with the idiosyncrasies of software 
such as its inherently hierarchical structure [5]. 
Model-based Programming of Hidden States. 
RMPL is similar to reactive embedded synchronous 
programming languages such as Esterel. In particular, 
both languages support conditional execution, con- 
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currency, preemption, and parameter-less recursion. 
The key difference is that in embedded synchronous 
languages, programs only read sensed variables and 
write to controlled variables. In contrast, RMPL spec- 
ifies goals by allowing the programmer to read or 
write “hidden” state variables. It is then the responsi- 
bility of the language’s model-based execution kernel 
to map between hidden states and the underlying 
system’s sensors and control variables. 

Predictive and Decision-theoretic Dispatch. 
RMPL supports nondeterministic or decision-theo- 
retic choice, plus flexible timing constraints. Robotic 
execution languages such as RAPS [2], ESL [3], and 
TDL [6] offer a form of decision-theoretic choice 
between methods and timing constraints. In RAPS, 
for example, each method is assigned a priority. A 
method is then dispatched, which satisfies a set of 
applicability constraints while maximizing priority. 
In contrast, RMPL dispatches on a cost that is asso- 
ciated with a dynamically changing performance 
measure. In RAPS, timing is specified as fixed 
numerical values. In contrast, RMPL specifies timing 
in terms of upper and lower bound on valid execu- 
tion times. The set of timing constraints of an RMPL 
program constitutes a Simple Temporal Network 
(STN). RMPL execution is unique in that it predic- 
tively selects a set of future methods whose execution 
is temporally feasible. 

Probabilistic Concurrent Constraint Automata. 
Probabilistic Concurrent Constraint Automata 
(PCCA) extend Hidden Markov Models (HMMs) 
by introducing four essential attributes. First, the 
HMM is factored into a set of concurrently operat- 
ing automata. Second, probabilistic transitions are 
treated as conditionally independent. Third, each 
state is labeled with a logical constraint that holds 
whenever the automaton marks that state. This 
allows an efficient encoding of co-temporal 


processes, which interrelates states and maps states to 
observables. Finally, a reward function is associated 
with each automaton. 

Constraint-based Trellis Diagram. Mode estima- 
tion encodes Probabilistic Hierarchical Constraint 
Automata (PHCA) as a constraint-based trellis dia- 
gram, and searches this diagram in order to estimate 
the most likely system diagnoses. This encoding is 
similar in spirit to a SatPlan/Graphplan encoding in 
planning. 


CONCLUSION 
We have extended a system capable of diagnosing 
and reconfiguring redundant hardware systems so 
that instrumented software systems can likewise be 
made robust. Software systems lack many of the 
attributes of hardware systems to which the 
described methods have traditionally been applied; 
they tend to be more hierarchical and have more 
complex and numerous component interactions. 
Software components and their interconnections 
represent a significantly higher modeling burden. 
Our approach differs from other similar techniques 
in the following ways: 


* Models specify program behavior in terms of 
abstract states, which simultaneously makes the 
models easier to read and think about and some- 
what robust to changes in low-level software 
implementation decisions. 

Modeling covers a wide spectrum of software con- 

siderations from a high-level storyboarding of the 

software to temporal considerations, if any, to the 
causal relationships between components. 

* Robustness and recovery derives from a collection 
of complex and highly tuned reasoning algo- 
rithms that estimate state, choose contingencies, 
and plan state trajectories. The programmer is 
largely shielded from this complexity because the 
mechanism is hidden behind the intuitive unified 
modeling language. 


n interesting feature of our approach 

is the ability to add robustness incre- 

mentally. More modeling leads to 

greater runtime robustness because it 

allows the system to detect, diagnose, 

and repair more fault situations. This means the effort 

devoted to modeling can be managed in much the 

same way that is done for test suite development in 
conventional software development projects. 

Modeling errors can result in a number of undesir- 

able outcomes such as failure to detect fault condi- 

tions and subsequent failure to recover from the fault, 


incorrect diagnosis of the fault, and attributing faults 
to components that are operating correctly. In this 
sense an incorrect model is no different from any 
other bug in the software. It is somewhat easier to deal 
with, however, because the models are written at a 
more abstract level than the program itself, making 
them easier to read. There is a problem with making 
changes to the software definition and neglecting to 
update the models of the software. In time we expect 
tools to evolve to address this kind of problem. 

The nature of the models developed for a software 
system vary depending upon the nature of the soft- 
ware itself. Some programs, especially those involved 
in embedded and robotic applications, have critical 
timing considerations that must be modeled as such 
whereas other programs have no timing of synchro- 
nization considerations. 

Developing model-based reconfigurable software 
systems is a relatively new endeavor, but results of our 
early experiments are encouraging. Much work 
remains to extend the current experimental system to 
cover the full range of software practice. @ 
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By GEORGE PORTER and RANDY H. KATZ 


Identifying the correlated effects between 
components to unprove response to overload. 


eb services are increasingly used for deploying 
Web-based application portals such as eBay and 
Amazon.com. They are commonly built using 
middleware, that is, composable building blocks 
such as HTTP containers, Java-based appli- 
cation beans, and persistent state management. These components are 
distributed across tiers of servers—Web, application, and database. As Web 
services offer newer and more sophisticated functionality, the underlying 
realization of those services in the middleware becomes more complicated. 
Today’s Web services can consist of dozens or hundreds of request types and 
middleware components. 
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ILLUSTRATION BY JEAN-FRANCOIS PODEVIN 


WE NEED A MORE SOPHISTICATED WAY OF LOOKING THROUGH 
THE LARGE AMOUNT OF DATA COLLECTED AT EACH POINT TO 
DISCERN CORRELATIONS BETWEEN COMPONENTS. 


his separation and replication of compo- 

nents allows Web services to scale in 

response to new resource demands. This 

is accomplished by introducing new 

servers hosting the particular, needed 
component. Despite this scalability, flash traffic pat- 
terns can drive a Web system’s middleware compo- 
nent (or components) into | 
overload. This leads to poor 
performance as the system — 
is unable to keep up with 
the demands placed on it, © 
and users see increased, 
response times for their 
requests (see Figure 1). 
Experiments have indicated | 
that users can tolerate © 
roughly eight seconds of | 
delay before they either 
retry their request or leave 
the site [2]. 

While the need for an admission control scheme is 
clear, formulating an effective system is daunting and 
error-prone. This is due to the large number of 
request types and middleware components. Different 
requests to a Web service stress different middleware 
components [1, 3]. It is advantageous to preferentially 
throttle those requests most correlated with the bot- 
tleneck. To do that, better visibility into the relation- 
ship between requests and their effects is necessary. 
Unfortunately, current system software and site-mon- 
itoring tools do not provide the operator with this vis- 
ibility. For Web services to be more self-adaptive, they 
need to be more introspective, identifying correlated 
effects between internal components, so that the 


Request type 
i sa: 
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___ Admission control effect on request latency 


_ Request latency (in ms) 


operator can act to shed load from overloaded com- 
ponents without penalizing all users of the Web site. 

To design such self-adaptive Web services able to 
gracefully respond to overload, we propose four 
design mechanisms: simple statistical techniques for 
uncovering request effects in multi-tier systems; a 
black-box approach to middleware component mon- 
itoring; a visualization 
tool summarizing statis- 
tical findings to facilitate 
human decision making; 
and efficient techniques 
for operators to invoke 
admission control deci- 
sions based on those 
findings. We will also 
argue that including 
humans in the loop 
complements, rather 
than detracts from, self- 
adaptive design goals. 
Figure 1. Selectively applying We present ongoing 


admission control to those k Web : 
requests correlated with the system WOIK ON a WED Service 


bottleneck substantially reduces based on the open 
average request latency for the source RUBiS auction 
Web service. ; ? : 

site (see rubis.objectweb. 
org) that embodies these mechanisms. RUBiS is a 
Web-service benchmark designed to profile the per- 
formance of an auction site like eBay. Our approach 
leads to a Web service that is able to serve 70% more 
requests per second. Additionally, the maximum 
request latency seen by the user is reduced by 78%. 
These initial results show promise that middleware- 
based Web services can greatly benefit from more 
self-adaptive design. 


== Baseline 


== Admission control 


1500 2000 2500 3000 


RELATED WorK 

We can study the performance and operation of 
Java-based middleware systems using the RUBiS sys- 
tem. The authors of RUBiS showed that the mixture 
of requests—the workload—plays a significant role 
in determining system bottlenecks [1, 3]. 


ur approach differs from previous 

attempts to apply control theory to 

operating systems and three-tier sys- 

tems, which have assumed that 

requests to the system are homoge- 
neous (affect the system in the same way). The 
SWIFT system [6, 7] is a systematic approach to 
introducing input/output interfaces to operating sys- 
tem components, which 
matches well with the well- 
defined interfaces between 
middleware components. 
The ControlWare system 
[10] is a toolkit for auto- 
matically mapping QoS 
requirements into simple 
control loops in three-tier 
systems. 

Considerable work has 
been applied to correlation analysis of Web services 
both in research literature and in industrial best prac- 
tices. The SLIC project at HP Labs [4] attempts to 
identify which components are responsible for Web 
service violations of Service-Level Operations (SLOs) 
by using fine-grained monitoring and instrumenta- 
tion. The Performance Management project at IBM 
has explored using control theory and statistical mon- 
itoring to detect and adapt to unexpected traffic 
surges [8, 5]. Techniques for visualizing structured 


data are described in [9]. 


Web Tier 


OVERLOAD AVOIDANCE IN SELF-ADAPTIVE WEB SERVICES 
Overload occurs when the load placed on a Web ser- 
vice exceeds its ability to serve requests. Flash traffic 
and sudden load spikes operate at timescales faster 
than operators can upgrade their systems. Web ser- 
vice operators can manage load in a number of ways. 
One way is to direct load to spare servers that can 
handle the surge. This technique is an example of 
load balancing. Complex Web services are often 
built in multiple layers of interconnecting compo- 
nents (see Figure Zhe Applying a load- balancing strat- 
egy in this environment is non-trivial, since detailed 
instrumentation of the internal components is usu- 
ally not available. 

High-level overload mitigation strategies can be 
used, at least temporarily, during this time (such as 


Application Tier 


HTTP 503 TOO BUSY responses). However, this 
adversely affects all traffic to the site, even when the 
bottleneck is driven by a small population of requests 
(about 15%, in our RUBiS emulation). This moti- 
vates the desire for a less disruptive, selective admis- 
sion control. 


n selective admission control, we first throttle 
back requests contributing to the overload, 
while leaving all other requests unaffected. In 
our implementation, the bottleneck was the 
database’s CPU, and the two contributing 
requests involved searching for items. In general, it is 
quite difficult to determine the runtime connections 
between components in a distributed system. Often 
these are determined by 
the workload, and can 
change over time. In 
addition to the lack of 
visibility into these con- 
nections, it is non-trivial 
to map those connec- 
tions from a request to a 


Database bottleneck(s). We seek to 
Tier make use of measure- 
ment data in this 
Figure 2. A complex Web service process. 


consisting of Web, application, 


and database components. Problem Statement: 


Given a system bottle- 
neck component C, identify those requests correlated 
with C. The data used for that purpose should be col- 
lected with minimal disruption to the system. Once 
identified, reduce the number of correlated requests 
until the system is no longer overloaded. 

We now outline the four mechanisms of our 
approach in more detail. 


UNCOVERING REQUEST EFFECT THROUGH 
CORRELATIONS 
When a request arrives at the Web server, it may 
invoke processing in one or more Java components 
in an application tier. In turn, these either access 
the database or return a result directly to the user. 
While logging and status information is available 
on each of the servers hosting these tasks, there are 
no good system tools for understanding crosscuts 
through the layers. Given the large number of pos- 
sible crosscuts, we need a more sophisticated way of 
looking through the large amount of data collected 
at each point to discern correlations between com- 
ponents. 

To find which requests are correlated with our bot- 
tleneck, we make use of the Apache Web logs col- 
lected from the Web tier and the CPU load average as 
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reported by the sysstat tool. We chose to use Pear- 
son’s Correlation Coefficient to find the relationship 
between request type and CPU load, because it is effi- 
cient and simple to calculate, and gives good results in 
practice. For that statistical technique, we processed 
the logs as follows: 


1. Divide the Apache Web log into time intervals 

t;,, (we chose ¢;,,= 1s). 

2. For each interval, count 
the number of each 
request type. 

3. Form a 2X m matrix MW 
where 7 is the number of 
time intervals, and m is 
the number of request 
types. Element (47) of MZ 
represents the number of ars 
requests of type / that P 
arrived in time period 2. utComment.php 

php 


Request Type 


BrowseCategories.php 


SellltemForm.php 


We then find the correlation 
between columns of this 
matrix and the vector of CPU 
load from the database (this 
technique can be used for 
other bottlenecks such as disk 
I/O). The result is shown in 
Table 1. The request types 
highlighted in bold are those 
significant (to the a = 0.05 
level) and positive. These are 
the candidate request types 
that should undergo admis- 
sion control. We found the 
results surprising, since before 
performing the analysis we expected more of the 
requests to be correlated with database CPU load, for 
example BrowseCategories.php (which returns more 
results than SearchItemsByCategory. php). In fact, 
the requests identified by our algorithm represent a 
small fraction of the total requests, yet account for a 
large load on the database. One issue in large sys- 
tems is uncovering “uninteresting” correlations. 
Given a large number of systems metrics, many will 
be correlated with almost any system component or 
request workload. These cases can managed by 
training the model, however this is outside the scope 
of this work. 


BuyNow.php 


Vie 


Table 1. Request 

effects on the system 
bottleneck as discovered by 
Pearson’s correlation coeffi- 
cient. Highlighted entries 
are statistically 

significant and have 
positive correlations. 

We choose these requests 
as candidates for selective 
admission control. 


BLAcK-Box COMPONENT MONITORING 

Self-adaptive systems rely on sufficient self-moni- 
toring to drive statistical inference algorithms, 
while monitoring should be as minimally invasive 
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as possible. There are at least three motivations dri- 
ving this requirement: 


° Fear of disrupting a running service. When we 
discussed implementing our approach on a large, 
political Web log, the operator responded by say- 
ing: “My concern, obviously, is that (the site) isn’t 
a laboratory project, but a real-world application 
that must maintain as high an uptime as possible. 

So I'd be wary of experimenting 

in a way that would potentially 

compromise service.” Thus, we 
based our statistical analysis on 
data that was easily accessible 
and routinely collected (Web 
logs and sysstat measure- 
ments). Additionally, instru- 
menting operating systems 
components like file systems 
and system call interfaces is very 
system-specific and requires 
expert knowledge. Since hard- 
ware and software changes are 
neo often frequent events, such low- 

ROE 0008 level instrumentation code 

would need to be rewritten each 

time a component is upgraded or changed. 

Rapidly changing services. A fact of the Web 

today is that it undergoes rapid changes: the 

capabilities of the site change, as well as the pat- 
terns of traffic arriving at the site. A large Web 
site likely upgrades hardware and software com- 
ponents on a regular basis. Operators will resist 
invasive monitoring and instrumentation that 
must be replicated whenever system components 

are upgraded. By treating each component as a 

black box, we do not modify individual system 

components (such as the file system, operating 
system calls, or other hooks). This makes our 
approach more portable as well as less invasive. 

Distributed ownership of components. Depend- 

ing on the nature of the service, responsibility 

for the site might be partitioned between several 
system operators. Coordinating monitoring oper- 
ations between these can be difficult. By focusing 
on high-level component monitoring, different 
groups do not have to coordinate software 
upgrades and system modifications. Additionally, 
it may be impossible to instrument components 
that are not open source. 


P-value Coefficient 
0.1747 0.035 


0.0034 


As our results will show, high-level measurements are 
often sufficient for identifying correlations and request 
effects that can greatly improve running systems. 


A VISUALIZATION TOOL FOR AUTOMATIC OVERLOAD 
MITIGATION 

We advocate an approach for building self-adaptive 
Web services in which the operator plays an impor- 
tant role and remains “in the loop.” By better visual- 
izing underlying connections between components 
and load, we claim that 
operators can become bet- 
ter decision makers. An 
example of the type of 
visualization we advocate is 
given in Figure 3, in which 
the pie chart shows the 
percentage of traffic that is 
correlated to our bottle- 
neck. Within the corre- 
lated slice, specific request 
types are enumerated. 
From this simple graph, an 
operator can see which requests would be affected by 
selective admission control, as well as what percent- 
age of the total traffic they represent. 

Revising the three motivations from the previous 
section, we see that the visualization component 
reduces the disruption fear by providing a point for 
the operator to see information needed to diagnose 
and pinpoint performance problems. Once operators 
feel more comfortable 


85% 


@ Uncorrelated 
SearchltemsByRegion.php 


Correlated vs. Uncorrelated Requests 


did not involve modifying the Web tier. Correlated 
requests were sent over a bandwidth-limited network 
path. The effect on the end user for such requests is 
they take longer than they used to. This means that 
sessions, which consist of multiple, individual 
requests, might take longer than before. 

To tie together the 
visualization tool and the 
actuators for admission 
control, we envision an 
interface in which each 
request type is listed, 
along with its likelihood 
“| 49% of relieving the noticed 
bottleneck based on our 
statistical findings. Such a 
display resembles a “top 
talkers” graph. In Figure 
3, they would be able to 
select requests identified 
by the bar graph. Once 
selected, new filters could 
be sent to the Web server 
(in the case of HTTP- 
based throttling), or to the network appliance (for net- 
work-level throttling). In either case, the operator 
would have a tactile way to see the effect of their choice 

on both the bottleneck 


11% 


@ SearchltemsByCategory.php 


Figure 3. This visualization 
shows the requests identified by 
our system as candidates for 
selective admission control. 
Additionally, the graph shows 
their percentage of the total 
number of requests. 


with the tool, it can be 
made more automatic. 
Secondly, to cope with 
rapidly changing services, 
visualization tools allow 
operators to choose 
whether to implement 
throttling depending on formal or informal business 
rules that are known to the operator. Again, as the tool 
is used more often, some admission control decisions 
might be programmed to take effect automatically 
without operator involvement. Lastly, we address the 
distributed ownership of components. By visualizing 
request effect through the system, observations across 
different components (often in different parts of the 
enterprise) can be correlated into one display that 
gives more insight to the system’s operation. 


Total 


Scenario | Requests 


EFFECTIVE ACTUATORS FOR ADMISSION CONTROL 

Once a subset of the requests are identified as candi- 
dates for selective admission control, the operator 
needs a way to reduce the rate at which they arrive. 
This can be done at the HTTP level through 503 
TOO BUSY status messages, or at the network level 
through bandwidth shaping. We chose to imple- 
ment the throttling at the network level because that 


Correlated | Requests/ 


Average [Maximum | and the arriving traffic. 
Session | Request 


Second | Time(s) | Time (s) 


RESULTS 

We have deployed a Web 
service based on the 
RUBiS auction site that 
embodies the four mech- 
anisms outlined in this 
article. Our testbed con- 
sists of an IBM Blade- 
Center with two Nortel 


Table 2. Performance 


measurements for a stock 
deployment and one that utilizes 
selective admission control. 
Both measurements represent 


30 minutes of elapsed time with Layer 2.7 Gigabit 
3,500 concurrent clients. A session } 

represents a series of operations switches. The Nortel 
on the auction site. switches can perform 


deep packet inspection to identify HTTP request 
types (based on URL pattern matching) at gigabit 
rates and assign VLAN tags to packets that should be 
subject to admission control. To perform the band- 
width throttling, we use the Linux Traffic Control 
(tc) extensions to reduce the rate of correlated 
requests from 3.5Mbit/s (the baseline rate) to 
I Mbit/s. 

As Figure 1 and Table 2 show, performing this 
selective admission control greatly improves the per- 
formance of the Web service for users who are not 
causing bottlenecks. In our deployment, the number 
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SELF-ADAPTIVE SYSTEMS RELY ON SUFFICIENT SELF-MONITORING 
TO DRIVE STATISTICAL INFERENCE ALGORITHMS, WHILE 
MONITORING SHOULD BE AS MINIMALLY INVASIVE AS POSSIBLE. 


of requests per second went from 462 to 782. This 
gain is possible because the number of heavy requests 
(those correlated with the bottleneck) allowed per 
unit time is reduced. Therefore, it will take longer to 
search for a series of several items. This is highlighted 
in the longer average session time (872 seconds vs. 
670 seconds), as each session consists of a set of sub- 
sequent searches, among other operations. As demon- 
strated by the positive effect on the number of 
requests per second and the maximum request time, 
such a reduction provides a great benefit for many vis- 
itors of the Web site. 


CONCLUSION 

We have proposed an approach to building self- 
adaptive Web services based on four design mecha- 
nisms: simple statistical techniques for uncovering 
request effects in multi-tier systems; a black-box 
approach to component monitoring; a visualization 
tool for summarizing statistical findings; and effi- 
cient techniques for invoking admission control 
decisions. We are in the process of building an auc- 
tion Web service embodying these mechanisms, and 
preliminary results are promising: we achieved a 
70% increase in the number of pages served per sec- 
ond, and a 78% decrease in the maximum latency 
seen by users accessing the Web site. We are encour- 
aged by these results, as they show the promise 
in building and deploying more self-adaptive Web 


services. @ 
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SUPPORTING APPLICATION 
QUALITY OF SERVICE IN 


By JERRY ROLIA, LUDMILA CHERKASOVA, MARTIN ARLITT, 
and V\JAY MACHIRAJU 


Dividing an applications workload 


demands to better manage resource capacity. 


any enterprises are beginning to 
exploit large shared resource pools in 
data center environments to lower their 
infrastructure and management costs. 
These environments may have tens, hundreds, or even thousands of server 
resources. Capacity management for resource pools decides how many 
resources are needed to support a given set of application workloads, which 
applications must be assigned to each resource, and per-application schedul- 
ing parameters to ensure appropriate sharing and isolation for the applica- 
tions. Capacity management is a challenging task for shared environments 
that currently requires significant manual effort and tends to overprovision 
resources. Here, we describe our approach to automate the steps of a capacity 
self-management system that best matches resource supply with demand. 


COMMUNICATIONS OF THE ACM March 2006/Vol. 49, No. 3 55 


ADJUSTMENTS TO ALLOCATIONS IN RESPONSE TO 
CHANGING WORKLOADS CAN GREATLY INCREASE THE EFFICIENCY 
OF THE RESOURCE POOL WHILE PROVIDING A DEGREE OF 
PERFORMANCE ISOLATION FOR THE CONTAINERS. 


Resource pools are collections of resources, such 
as clusters of servers or racks of blade servers, which 
offer shared access to computing capacity. Virtual- 
ization and automation technologies support the 
life-cycle management (creation, relocation, termi- 
nation) of resource containers (virtual machines or 
virtual disks [1, 2, 11, 12]). Workload managers for 
resources [3, 5, 6] provide containers with access to 
shares of resource capacity. Application workloads 
are associated with the containers; the containers are 
then assigned to resources in the pool. 

Applications can make complex demands on such 
pools. For example, many enterprise applications 
operate continuously, have unique, time-varying 
demands, and have performance-oriented Quality of 
Service (QoS) objectives. Objectives express per- 
application requirements for responsiveness. 
Resource pool operators must decide which work- 
loads share specific resources and how workload 
managers should be configured to support each 
application. This is a challenge because the capacity 
of resource pools are generally overbooked (the sum 
of per-application peak demands are greater than the 
capacity of the pool), and because different applica- 
tions can have different QoS requirements that are 
affected by the applications’ ability to obtain capac- 
ity when needed. 

To address these challenging issues, we propose to 
replace the standard capacity management process 
with a self-managing system that governs access to 
capacity for resource pools. This article describes the 
system with a focus on a method for ensuring appli- 
cation QoS objectives. The method exploits work- 
load manager allocation priorities to achieve an 
application’s QoS objectives. Allocations are time- 
varying shares of resource capacity that become ded- 
icated to each application. When demand exceeds 
supply, higher-priority allocation requests are dedi- 
cated capacity first. The method takes as input a 
characterization of the application’s workload 
demands, its QoS requirement, and a measure of 
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resource access QoS for resources that governs over- 
booking (statistical multiplexing) within the pool. 
As output, the method automatically specifies how 
to divide an application’s workload demands across 
two workload manager allocation priorities in a 
manner expected to realize the application’s QoS 
requirement. 


CAPACITY MANAGEMENT ACTIVITIES 

Figure 1 illustrates capacity management activities 
for resource pools at different timescales. Long-term 
management corresponds to capacity planning; the 
goal here is to decide when additional capacity is 
needed for a pool so that a procurement process can 
be initiated. Over a medium timescale (weeks to 
months), groups of resource containers are chosen 
that are expected to share resources well. Each group 
is then assigned to corresponding resources. Assign- 
ments may be adjusted periodically as service levels 
are evaluated. Capacity management tools can be 
used to automate such a process. For example, our 
capacity management tool [8] takes into account 
detailed workload interactions and the overbooking 
of resources via statistical multiplexing to automati- 
cally decide which containers should share resources. 
Once resource containers are assigned to a resource, 
a workload manager for the resource [5, 6] adjusts 
workload capacity allocations over short timescales 
based on time-varying workload demand. Finally, 
resource schedulers operate at the time-slice (sub- 
second) granularity according to these allocations. 
Adjustments to allocations in response to changing 
workloads can greatly increase the efficiency of the 
resource pool while providing a degree of perfor- 
mance isolation for the containers. 


WoRKLOAD MANAGERS 

We assume that each resource in the pool has a 
workload manager. The manager monitors its work- 
load demands and dynamically adjusts the alloca- 
tion of capacity (for example, the CPU) to the 


workloads, aiming to pro- 
vide each with access only 
to the capacity it needs. 
When a workload demand 
increases, its allocation 
increases; similarly, when a 
workload demand decreases, 
its allocation decreases. Such 


managers can control 
the relationship between 
demand and _ allocation 


using a burst factor; a work- 
load resource allocation is determined periodically by 
the product of some real value (the burst factor) and its 
recent demand. The burst factor addresses the issue that 
allocations are adjusted using utilization measurements. 
Utilization measurements over any interval are mean 
values that hide the bursts of demand within the inter- 
val. The product of mean demand for an interval and 
this burst factor estimates the true demand of the 
application at short time 
scales and is used for the 
purpose of allocation. In 
general, the greater the 
workload variation and 
client population, the 
greater the potential for 
bursts in demand, the 
greater the need for a larger 
allocation relative to mean 
demand (utilization), and 
hence the greater the need 
for a larger burst factor. 
Further, let us assume 
that the workload manager 
implements two allocation 
priorities. Demands associated with the higher priority 
are allocated capacity first; they correspond to the 
higher class of service. Any remaining capacity is then 
allocated to satisfy lower-priority demands; this is the 
lower class of service. 


APPLICATION QOS-AWARE CAPACITY 

MANAGEMENT 

Our process for supporting application QoS in 
resource pools is shown in Figure 2. A resource pool 
operator decides on resource access QoS objectives 
for two classes of service for resources in the resource 
pool [8]; these are described further here. For each 
application workload, the application owner speci- 
fies its application’s workload QoS requirement as a 
range for the burst factor. The range spans from 
ideal to simply adequate application QoS. This 


range and the resource access QoS objectives are 


used to map the applica- 
tion’s workload demands 
onto the two classes of 
service. Finally, over the 
medium term, the 
capacity manager [8, 10] 
assigns application 
workload resource con- 
tainers to resources in 
the pool in a manner 
expected to satisfy the 
resource access QoS 
objectives for the pool. 
Application workload 
monitoring maintains 
up-to-date views on application resource usage as 
feedback for this self-managing approach. 

The resource access QoS objectives specified by 
the resource pool operator govern the degree of over- 
booking in the resource pool. We assume the first 
class of service offers 
guaranteed service. For 
each resource, the capac- 
ity manager ensures the 
sum of per-application 
peak allocation require- 
-ments associated with 
this higher class of ser- 
vice does not exceed the 
capacity of the resource. 
The second class of ser- 
vice offers a lower QoS. 
It is associated with a 
resource access probabil- 
ity, O, that expresses the 
probability that resources 
will be available for allo- 
cation when needed. 
The capacity manager 
finds workload place- 
ments such that both constraints are satisfied. Thus 
it manages overbooking for each resource (statistical 
multiplexing). Deciding on resource access QoS 
objectives is a long-term capacity planning task that 
takes into account the economics of providing 
resource pool capacity as a service and the resource 
access risk that application owners are willing to 
incur. 


level 
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Figure 1. Capacity management 
activities and time scales. 


Figure 2. Application QoS-aware 
capacity management process for 
resource pools. 


PARTITIONING AN APPLICATION’S DEMANDS ACROSS 
Two CLASSES OF SERVICE 

We now describe our technique for mapping an 
application’s workload demands across two classes of 
service (CoS) to realize its application QoS objec- 
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tives. The proposed method is motivated by portfo- 
lio theory [4], which aims to construct a portfolio of 
investments, each having its own level of risk, to 
offer maximum expected returns for a given level of 
risk tolerance for the portfolio as a whole. The anal- 
ogy is as follows. The resource access QoS commit- 
ments quantify expected risks of resource sharing for 
the two CoS. These CoS correspond to potential 
investments with the lower CoS having a greater 
return because the resource pool operator can pro- 
vide a lower-cost service when permitted to increase 
overbooking. The application demands represent 
investment amounts. They are partitioned across the 
CoS so that application QoS remains in the toler- 
ated range, which corresponds to the risk tolerance 
for the portfolio as a whole. By making greatest use 
of the lower CoS we offer the resource pool operator 
the greatest opportunity to share resources and 
hence lower the cost to the application owner. 

Our method takes as input a characterization of 
an application’s workload demands on the resource, 
the resource access QoS objectives for resources in 
the resource pool, and the application-level QoS 
requirements (expressed using a range for the burst 
factor). As output, it describes how the application’s 
workload demands should be partitioned across the 
pool’s two classes of service. 

Trace-based Characterization of Workload 
Demand. We utilized a trace-based approach to 
model the sharing of resource capacity for resource 
pools [8]. Each application workload is character- 
ized using several weeks to several months of 
demand observations (for example, with one obser- 
vation every five minutes). The general idea behind 
trace-based methods is that traces capture past 
demands and that future demands will be approxi- 
mately similar. Though we expect demands to 
change, for most applications they are likely to 
change slowly (such as over several months). By 
working with recent data, we can adapt to such a 
slow change. Significant changes in demand, due for 
instance to changes in business processes, sales for e- 
commerce systems, or modified application func- 
tionality, are best forecast by business units; they 
must be communicated to the operators of the 
resource pool so their impact can be reflected in the 
corresponding traces. New applications, those with- 
out historical traces, need estimates for capacity. 
They may be placed in overprovisioned sand-box 
environments and observed until their workloads 
and demands are reflected in demand traces. We 
have found the trace-based techniques to be suffi- 
ciently accurate for ongoing capacity management 
in an enterprise environment [8]. 
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Resource Access QoS Constraints and Applica- 
tion QoS. The resource access probability for a 
capacity attribute is defined in [9]. For each class of 
service of the resource pool, an operator specifies a 
threshold for the resource access probability. Appli- 
cation workloads that use a given CoS can thus 
assume they will receive resources with a given prob- 
ability. Furthermore, we define a QoS constraint as 
the combination of a threshold value for the 
resource access probability and a deadline such that 
those demands that are not satisfied immediately are 
satisfied within the deadline. 

Supporting application QoS by managing 
resource provisioning requires an understanding of 
how application QoS requirements relate to resource 
usage. The relationship is complex because it 
requires detailed knowledge of numerous applica- 
tion requests and transactions that is rarely known 
to people involved in capacity management. Fur- 
thermore, system measurements are typically col- 
lected at a coarse timescale, such as five minutes. 
These hide bursts in application activity that happen 
within measurement intervals. We employ empirical 
approaches to discover the relationship and express 
the relationship as a range for burst factors that 
relate demands to allocations. 

We suggest two empirical approaches. As a first 
approach, a stress-testing exercise may be used to 
submit a representative workload to the application 
in a controlled environment [7]. Within the con- 
trolled environment, we vary the burst factor that 
governs the relationship between application 
demand and allocation. We then search for the value 
of the burst factor that gives the responsiveness 
required by application users (that is, good but not 
better than necessary). Next, we search for the value 
of a second burst factor that offers adequate respon- 
siveness (worse responsiveness would not be accept- 
able to the application users). These define an 
acceptable range of operation for the application on 
the resource. The utilization of the allocation for a 
given workload must remain within this range. An 
alternative approach is to adjust the burst factors in 
an operational environment to find those values that 
support required and adequate responsiveness. 

Portfolio Approach. We aim to partition an 
application’s workload demands across two classes of 
service, CoS, and CoS), to ensure the application’s 
burst factor remains within its acceptable range. 
CoS, offers guaranteed access to capacity. By associ- 
ating part of the demands with CoS,, we limit the 
resource access risk to the demands associated with 
CoS,. The resource access probability of CoS, is 
chosen by the resource pool operator. Consider 
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Figure 3a. Sensitivity: 
Resource access probability, 
range for utilization of 
allocation, and percentage 
of demand for CoS,. 


three operating scenarios for 
a resource: it has sufficient 
capacity to meet its current 
demands; demand exceeds 
supply but the resource is sat- 
isfying its resource access 
constraint; and demand exceeds supply and the 
resource is not satisfying its resource access con- 
straint. We consider the first two scenarios here; 
workload placement techniques can be used to avoid 
and react to the third scenario [8]. 

When the system has sufficient capacity, each 
application workload gets access to all the capacity it 
needs. In this case, the application’s resource needs 
will all be satisfied and the application’s utilization of 
allocation will be ideal. In the case where demands 
exceed supply, the allocations associated with CoS, 
are all guaranteed to be satisfied. However, the allo- 
cations associated with CoS, are not guaranteed and 
will be offered with at worst the operator-specified 
resource access probability. We aim to divide work- 
load demands across these two classes of services 
while ensuring the utilization of allocation remains 
in the acceptable range defined previously to satisfy 
the application’s QoS requirements. 

Let p be a fraction of peak demand D for the CPU 
attribute for the application workload that is associated 
with CoS,. The product of p and D gives a breakpoint 
for the application workload such that all demand less 
than or equal to this value is placed in CoS, and the 
remaining demand is placed in CoS. We solve for p 
such that in the second scenario the burst factor 
offered to the application is bounded by the value 
deemed to give adequate application QoS [9]. 


Case STUDY 

Next, we present some results regarding the portfolio 
approach and the implications of these results on 26 
application workloads from a large enterprise order 
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entry system [8]. Figure 3a 
es [8] 8 workload usage of CoS,. 


shows the relationship between 
resource access probability, 
denoted as O, for CoS, and the fraction of an appli- 
cation’s peak demand that is associated with CoS). 
Four curves are shown. Each corresponds to a par- 
ticular utilization of allocation range with a lower 
bound of 50% and upper bounds of 60% through 
90%, respectively. The range [0.5, 0.6] corresponds 
to the highest application QoS, whereas [0.5, 0.9] 
corresponds to the lowest application QoS. The fig- 
ure shows that even a low resource access probability 
of O=0.6 permits between 40% and 100% of appli- 
cation demands to be associated with CoS, for the 
highest and lowest application QoS scenarios, 
respectively, thereby increasing opportunities for 
sharing. 

Figure 3b illustrates the impact of this approach 
on the number of CoS, CPUs needed by the 26 
applications for an application utilization of alloca- 
tion range of [0.5, 0.6]. The figure has three curves: 
the top curve shows the peak number of CPUs 
needed by each application; the bottom two curves 
show the number of CPUs needed for the scenarios 
with the resource pool resource access probability of 
O=0.7 and O=0.8, respectively. As expected, a 
higher value for O means a lower breakpoint so that 
less demand is associated with CoS, and more with 
CoS,. For greater values of O, the use of the shared 
portion of each resource increases, which may 
increase the utilization of resources in the pool. 
From more detailed results [9], we found that a value 
of O=0.9 puts virtually all application workload 
demands in CoS). 

Finally, we expect that through the automation of 
capacity management practices, planned application 
demands will rarely exceed the capacity of a resource. 
Most often a resource pool will provide a resource 
access probability that is greater than the value spec- 


COMMUNICATIONS OF THE ACM March 2006/Vol. 49, No. 3 59 


THIS APPROACH CAN SUPPORT THE CONFIGURATION 
OF A SELF-MANAGING SYSTEM FOR MANAGING THE 
CAPACITY OF RESOURCE POOLS. 


ified by the resource pool operator. As a result, most 
applications will operate toward their ideal applica- 
tion QoS, that is, lower utilization of allocation, 
much of the time. 


CONCLUSION 

We have presented a method for dividing an appli- 
cation’s workload demands across two workload 
manager allocation priorities. This can be used to 
satisfy application QoS objectives in shared resource 
environments. Application owners specify applica- 
tion QoS requirements using a range for a workload 
manager burst factor for the CPU demand attribute. 
This range, along with resource pool resource access 
QoS, determines how much of the application’s 
demands must be associated with a guaranteed allo- 
cation class of service and how much with a second 
class of service that offers resources with a given 
probability defined by a resource pool operator. The 
more workload that is associated with the second 
class of service, the greater the opportunity for the 
resource pool to overbook resources. 

Experimental results validate our technique. This 
approach can support the configuration of a self- 
managing system for managing the capacity of 
resource pools. In the future, we plan to complete 
the characterization of application risks of sharing, 
based on aggregate application demands on a 
resource, and to use this information to further 
improve the management of the resource pool. @ 
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BIOLOGICALLY INSPIRED 
SELF-ADAPTIVE 
ULTI-PATH ROUTING IN 
OVERLAY NETWORKS © 


By KENJI LEIBNITZ, NAOKI WAKAMIYA, 
and MASAYUKI MURATA 


Using randomness to find optimal solutions 
in selecting network paths. 


echanisms found in biological systems 

are in general robust and adapt well to 
changes in the environment. Therefore, 

many techniques that mimic certain 
behaviors found in nature have been imple- ILLUSTRATION BY JEAN-FRANCOIS PODEVIN 
mented in computer science. Some of these 
techniques (artificial neural networks, simulated annealing, or genetic 
algorithms) perform well as optimization techniques for certain problem 
types, especially in the presence of incomplete or fuzzy input data. 

In order to foster research on new information technology based on biologi- 
cally inspired approaches, a project entitled “New Information Technologies for 
Building a Networked Symbiosis Environment” was initiated in 2002 at Osaka 
University in Japan.’ Close interdisciplinary collaboration with researchers from 
the fields of information science, bioinformatics, and applied mathematics made 


'The technique presented in this article was inspired by the work of Tetsuya Yomo of the Department of Bioinformatics Engineering at Osaka University [6]. 
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SELF-ADAPTIVENESS IS AN IMPORTANT ISSUE IN MANY 
FIELDS OF INFORMATION TECHNOLOGY, ESPECIALLY IN 
TELECOMMUNICATIONS WHEN WE CONSIDER THE 
INTEROPERATION OF HETEROGENEOUS NETWORKS. 


it possible to find abstractions of behavioral models of 
various living organisms and apply them to new con- 
trol methods for communication networks, especially 
for peer-to-peer (P2P) networks, mobile ad hoc net- 
works (MANETs), and sensor networks. 

In nature, living organisms continuously face a 
fluctuating environment. Adaptation to such chang- 
ing conditions is essential for their survival. However, 
due to the high dimensionality of the habitat, each 
environmental change rarely repeats itself during the 
lifetime of an individual organism. As a result, the 
development of adaptation 
rules is not always feasible 
because learning and evolu- 
tionary processes require 
multiple occurrences of oe 
events to which the organ- Kites: 
isms adapt. Pattern-based 


. > 
learning (commonly used o 
t=) 
: Wa P 
in artificial neural networks, en at" 
for instance) is only possible _ influence 
if there exist input patterns 
and a desired target value. continuous 
input space 


When there are no input 
patterns available or no 
desired target value, the 
adaptation to new situations is performed in a more 
self-organized manner. For example, cells in a gene 
network can switch from one state to another 
depending on the availability of a nutrient [6]. These 
strategies are not necessarily optimal in terms of over- 
all performance, but their main advantages lie in 
robustness and sustainability. This is very important 
for surviving in an unpredictable and fluctuating 
environment. 

Self-adaptiveness is an important issue in many 
fields of information technology, especially in 
telecommunications when we consider the interoper- 
ation of heterogeneous networks. In this article, we 
propose to solve the problem of multi-path routing in 
overlay networks [3] by adapting the transmission of 
data packets to changes in the metrics of each path. 
The end-to-end route selection schemes typically 
employed in overlay routing are of a highly selfish 
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nature, as they greedily choose paths that offer the 
highest performance, regardless of the implications on 
the performance and stability of the whole system. 
Several publications have investigated selfish routing 
using a game theoretical approach [9]. However, rout- 
ing optimization is often performed with a global 
view of the network, using for example linear pro- 
gramming methods to find the best network configu- 
ration. In the solution proposed here, we only 
concentrate on the limited scope of information that 
a node can obtain from measurements of its links. As 
suggested by Seshadri 
and Katz [10], we 
improve the overall sta- 
bility of the system by 


attractors imposing some con- 
pe os straints on the degree of 
a random _ Selfishness. 
a 
ie walk User-optimal or self- 
a7 . . . 
7 ish routing achieves 


Wardrop equilibrium, 
which states that users 
do not have the incen- 
tives to unilaterally 
change their routes. Xie 
et al. [12] constructed a 
routing scheme that 
takes into account user- 
optimal routing and network-optimal routing; the 
former converges to the Wardrop equilibrium, the lat- 
ter to the minimum latency. Su and de Veciana [11] 
propose an analytical model for multi-path routing, 
which leads to an optimal number of links over which 
dynamic multi-path routing should be conducted. 
They specify a policy for routing the traffic to a set of 
the least-loaded links and show that this is especially 
suitable for high-speed networks carrying bursty traf- 
fic. Another adaptive multi-path routing algorithm is 
proposed by Gojmerac et al. [5]; it operates with sim- 
ple data structures and is independent of the underly- 
ing routing protocol. This is achieved by using local 
signaling and load balancing, and results in a reduc- 
tion of the signaling overhead. 

Another well-known, biologically inspired tech- 


discrete 
output space 


Figure 1. Principle of adaptive 
response by attractor selection. 


nique that is very efficient for routing is AntNet [4], 
which uses mobile agents that mimic the behavior of 
ant colonies. It operates by sending forward ants to 
probe routes and backward ants to update the routing 
tables at each intermediate node. Traffic is then routed 
along the paths with certain probabilities. The prob- 
lem considered here differs from that approach, in 
that it focuses on the adaptive selection of already 
determined paths. 


ADAPTIVE RESPONSE BY ATTRACTOR SELECTION 
The biological model of Adaptive Response by 
Attractor Selection (ARAS) was proposed by Kashi- 
wagi et al. [6] to model how E. coli cells adapt to 
changes in the availability of a 
nutrient for which no molecular 
machinery is available for signal 
transduction from the environ- 
ment to the DNA. The appealing — s 
feature of this mechanism is that may 
it is highly noise-tolerant and can 
even be stimulated by noise. 
Basically, ARAS works as fol- 
lows. Like all dynamic systems, 
the behavior of the system is char- 
acterized by a set of differential 
equations. Since the underlying method is very math- 
ematical, it is easiest described with a simplified equa- 
tion as shown in Equation 1. 


primary path 
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secondary paths 


Figure 2. Reaction to 
failure of primary path. 
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The state of the system is given by the vector over all 
m; values and its dynamic behavior is influenced by 
the two functions fand g. When the system evolves 
over time, it converges to certain equilibrium points 
that are defined by the product of functions fand g 
in Equation 1. Additionally, the equilibrium points 
are constructed in such a way that they are stable 
attractors causing the system state to be automatically 
drawn to one of these attractors. 

Furthermore, each of the differential equations 
has a random component 1; that corresponds to an 
inherent noise term found in the original gene expres- 
sion model. This random noise term causes the sys- 
tem to be constantly in motion; however, once it has 
converged to an attractor, it remains there as long as 
the attractor is stable. In our approach, we control the 
selection of the appropriate attractor by an activity 
term &, which indicates how well the current system 
state corresponds to the considered influencing factors 


link or node failure 


(nutrients) from the environment. The activity 
directly influences the differential equation system by 
causing attractors to become instable if the current 
system state is not suitable for the environmental con- 
ditions. In such a case, g(a) would become 0 causing 
the right-hand side of Equation 1 to be dominated by 
the random noise term and essentially a random walk 
is performed. In the course of this random search, the 
activity value increases again as soon as a better solu- 
tion is approached and the influence of the random 
term is reduced (see Figure 1). 

To further illustrate how this works, we can make 
an analogy with a set of electromagnets (attractors) to 
which the system state (metal ball) is drawn. Each 


primary path is switched 


new primary path 


magnet can be activated independently. At any time, 
only one magnet is active. The dynamic behavior of 
the activity corresponds to deciding whether the cur- 
rently activated magnet reflects the current environ- 
ment conditions. Thus, the abstract formulation of 
attractor selection can be seen as mapping a continu- 
ous input space to a discrete output space, as depicted 
in Figure 1. 


MuttI-PATH ROUTING WITH ARAS 
The technique proposed here is intrinsically applica- 
ble to the routing infrastructure of packet-switched 
networks. However, trying to enhance the IP routing 
algorithm currently used for the Internet is unrealis- 
tic. Instead, a more realistic scenario is to consider 
overlay routing over an underlying IP network, as for 
example in the Resilient Overlay Network (RON) 
[2] architecture. Andersen et al. [2] showed that 
RON can improve the loss rate and throughput over 
conventional Border Gateway Protocol (BGP) rout- 
ing due to its faster reaction to path outages. 
Applying the attractor selection scheme to the over- 
lay routing problem can be performed in the follow- 
ing manner. Assume that each node has no exact 
knowledge of the topology and obtains all informa- 
tion by measurements of its links. For a certain 
{source, destination} pair with / transmission paths 
in an overlay network, one path is chosen as the pri- 
mary path depending on the current environment 
conditions. This is the path with the best metric 
(smallest latency or highest available bandwidth) and 
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over which most of the traffic of this flow is trans- 
ported. The other paths are secondary paths; packets 
are transmitted over them with a low probability. If 
the situation changes, such that the current primary 
path is no longer the best choice, the attractor selec- 
tion method decides which path to choose as the new 
primary path. In our model, we evaluate the current 
system state by mapping the measured input metrics 
to the activity value. 

The desired behavior is shown in Figure 2. There 
are M paths between source s and destination d, one 
of which is the primary path. If a link or node fails 
along this path, the primary path is automatically 
switched to the best secondary path. The path switch- 
ing should not only occur in such drastic conditions 
as link failures, but also when one of the secondary 
paths becomes more appropriate than the primary 
path due to changes in the net- 
work load. The basic operation 
of the routing algorithm con- 
sists of two phases: route setup 
and route maintenance. 


1.0 


0.8 


RouTE SETUP PHASE 

In the route setup phase, we 
use a decentralized method 
similar to that found in Ad 
hoc On-Demand Distance 
Vector (AODV) routing [8]. 


0.6 


transmission probability for each path 


mission request to an unknown node arrives at the 
source. After that, the route maintenance phase 
begins; the scheme operates in this phase most of the 
time. However, if certain paths are lost and a thresh- 
old for the minimum number of paths is reached, the 
route setup phase is entered again. 


ROUTE MAINTENANCE PHASE 
Once the first path from source to destination has 
been established, the route maintenance phase is 
entered. In this phase, the attractor selection model is 
used to choose the path for transmitting packets. 
This selection is done according to metric values 
associated with each path. One example of a metric 
is the transmission delay, obtained by measuring the 
round trip time of each packet, which can be cap- 
tured by inline measurements (in general, active 
delay measurements excessively 
increase network overhead). 
The main problem in over- 
lay network routing is that the 
best path is often chosen in an 
entirely selfish manner, and as a 
result the overall system perfor- 
mance is not considered. This 
may lead to undesired oscilla- 
tions and instability in the net- 
work load. Seshadri and Katz 
[10] suggest imposing three 


When a request for a new § °? constraints on this greedy 

route to a destination arrives behavior to improve the overall 

at the source node, it broad- 6 systemwide stability and_per- 

casts route request messages to 0 2000 4000 6000 8000 10000 formance: randomization in 

the network. When a neigh- ; the route selections; route 
time steps 


boring node receives such a 
message and has no route to the destination, it con- 
tinues broadcasting the packet to its neighbors. 
However, when it receives a route request message 
that it has already processed, it discards it. In case 
the route request message arrives at the destination 
node, or another node that already has a route to the 
destination stored in its table, this node replies with 
a route reply message to the source node requesting 
the route. As soon as the first route reply message 
arrives at the source, this source node knows a route 
to the destination node and can start using this 
route for packet transmission. In this way, up to M 
routes are collected gradually and the route mainte- 
nance phase can proceed with these M paths. Other 
methods for establishing disjoint routes, such as 
routes that do not share common links (link- 
disjoint) or common nodes (node-disjoint), can 
be used as well. 

The route setup phase is initiated when a trans- 
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changes performed with a hys- 
teresis threshold; and increasing 
the time interval between route 
changes. The randomization of 
path selections can easily be 
added to our model by using a probability for select- 
ing each path. Furthermore, a hysteresis threshold is 
considered when mapping the changes of the path 
metrics to the activity term. This is included in the 
differential equation describing the dynamics of activ- 
ity. Detailed equations as well as a comparative dis- 
cussion with other randomized approaches can be 
found in [7]. 

The implementation of our approach is quite 
straightforward in spite of the rather complex mathe- 
matics involved. The differential equations are evalu- 
ated iteratively with the numerical Euler-Maruyama 
method for stochastic differential equations. The 
resulting terms are then normalized to yield probabili- 
ties according to which a path is selected. The only fur- 


Figure 3. Transmission 
probabilities from 
proposed model. 


ther interaction is to manage the active paths by adding 
and removing them after comparing them to threshold 
levels. Apart from that, no explicit rule is used and the 
system can operate completely autonomously. 

An example of the time-dependent behavior of our 
model with M = 6 paths is given in Figure 3. In this 
case, we assume that, unless otherwise stated, all path 
metrics are equal. As a result, there is no specific pref- 
erence for one path and the primary path is chosen 
randomly. Between 2,000 and 4,000 time steps, and 
after 8,000 steps, path 1 (the blue line) has the best 
metric and the selection is performed accordingly. In 
order to illustrate the resilience of our approach, path 
2 (the green line) has the best metric after 4,000 time 
steps. However, the path fails after 6,000 steps and a 
new primary path is found immediately. Figure 3 
shows that our proposed technique can continue 
operation without any difficulties even when the pri- 
mary path fails. We also see that due to the random 
walk phase when searching for a new primary path, 
there is sometimes a slight transition phase necessary 
before a new solution is found. Additionally, the reac- 
tion delay is influenced by the time window sizes for 
measurements and route updates. 


CONCLUSION 

We have introduced a new biologically inspired 
approach for multi-path routing based on adaptive 
response by attractor selection. The proposed solu- 
tion takes measurements of the path metrics as input 
and automatically selects the appropriate packet 
transmission probabilities for each path. The selec- 
tion of the paths is done without any application of 
explicit rules by letting the system converge to an 
attractor solution. As it uses randomness to find the 
optimal solutions, it is tolerant of the influence of 
noise and capable of robust operation under varying 
environmental conditions. The approach can easily 
compensate for outages and temporary path losses. 
Another important advantage is that by appropri- 
ately setting the target activity level, it is possible to 
tune the degree of randomization in path selection. 
The proposed method showed good performance 
and high flexibility when compared to other ran- 
domized techniques (see [7] for details). 

While this first study shows the behavior of a sin- 
gle {source, destination} pair, it can easily be extended 
to consider the symbiosis of interacting connections. 
In this case, we must consider an activity term that 
reflects the state of all interacting flows or a hierarchi- 
cal structure of activity layers. However, this modifi- 
cation would make our approach less distributed, and 
the impact on scalability and performance remains to 
be investigated. 


The application of the basic attractor selection 
method is not restricted to the problem of multi-path 
routing, but can also be considered as a generic opti- 
mization technique capable of adapting to a dynamic 
environment. The main problem is then the selection 
of appropriate input parameters. In our experiments, 
we considered the available bandwidth of packets; but 
the method is in fact more accurate when we define 
the system state by evaluating combinations of differ- 
ent metric values. @ 
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CREATING AN ADAPTIVE 
~ NETWORK OF HUBS 
USING SCHELLING’S 
MODEL 


By ATUL SINGH and MADS HAAHR 


Adjusting the overlay network topology in a 
peer-to-peer network to satisfy performance criteria. 


he term peer-to-peer (P2P) refers to distributed 
systems without any central control, where all the 
nodes (called peers) are equivalent in functionality. In 
a P2P system, peers can collaborate and communicate with each other without 
the need for centralized components. P2P systems organize the peer computers 
in a virtual communication network called an overlay network. Overlay 
networks generally have self-organizing characteristics, which means they are 

| established and maintained by P2P software without any human intervention 
and that P2P software manages events such as peers joining and leaving the 
network. This self-organizing nature of P2P helps reduce the management cost 
| of the computer infrastructure. However, the decentralized nature of P2P 

| networks makes it difficult to develop efficient algorithms for tasks such as 
clustering and search, which are required by many P2P applications. 
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The topology of the overlay network is a graph 
whose vertices are the peers in the network, and whose 
edges are the connections between the peers. In this 
article, the term topology adaptation refers to adjust- 
ing an overlay network topology to satisfy certain cri- 
teria when peers leave or join the network. This article 
describes an abstract algorithm based on a sociological 
model, which can be used to create a family of topol- 
ogy adaptation algorithms. We present one such 
topology adaptation algorithm that can be executed by 
the peers to create a network of hubs (super-peers) in 
a P2P overlay network. 

On the basis of the overlay network architecture, 
P2P applications can be divided 
into three major categories: cen- 
tralized, decentralized  struc- 
tured, and __ decentralized 
unstructured (the latter is also 
called pure P2P) [3]. The algo- 
rithm presented here is only use- 
ful for pure P2P networks. In a 
decentralized structured net- 
work, the location of a peer is 
determined by the key space for which it is responsi- 
ble, thus making topology adaptation difficult. 

In existing P2P overlay networks (such as Gnutella; 
www.gnutella.com), there is typically no control over 
the type of peers that are connected as neighbors. This 
leads to a suboptimal grouping of peers. For example, 
ina file-sharing application, peers with high bandwidth 
capacity may be grouped together with peers with low 
bandwidth capacity, which may lead to degradation in 
performance. P2P applications can benefit by connect- 
ing peers on the basis of their characteristics to use the 
capabilities of all the peers more efficiently. For exam- 
ple, in file-sharing applications, it is beneficial if peers 
with similar properties (bandwidth, geographic loca- 
tion, or contents) are connected to each other. 

In 1960, Thomas Schelling, an economist, pro- 
posed a model to explain the existence of segregated 
neighborhoods in the U.S. [5, 6]. He observed that 
the appearance of such segregated neighborhoods is 
caused neither by a central authority, nor by the desire 
of people to stay away from dissimilar people; instead, 
it is the cumulative effect of simple actions (moves) by 
individuals who want at least a certain proportion of 
their neighbors to be similar to themselves. 

Schelling’s model is decentralized and self-main- 
taining in nature, making it attractive for topology 
adaptation in dynamic environments such as pure 
P2P networks, which lack a central authority. Here, 
we present an abstract algorithm (called abstract 
Schelling algorithm) based on Schelling’s model, 
which can be used to create a family of topology 


count(property) 


add (peer) 


drop(peer) 


search(property) 
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Return the number of neighbors of a 
peer matching the given property. 


Drop the given peer as a neighbor. 


neighbor(property) Return a neighbor with a given property. 


Search for a peer in the overlay 
network with the given property. 


adaptation algorithms for P2P networks. The algo- 
rithms can be executed by the peers to create a P2P 
topology satisfying certain criteria. The topologies 
developed using this approach can adapt to the con- 
tinuous arrival of new peers in the network. This arti- 
cle describes one such algorithm, which can be 
executed by the peers to create a network of hubs 
within a decentralized unstructured network. 


SCHELLING’S MODEL 

In Schelling’s model, the world is modeled as a 
m x n grid. Approximately two-thirds of the cells in 
the grid are populated by blue or red turtles. The 
remaining cells are empty. Each 
cell can host a maximum of 
one turtle. In the beginning, a 
random number of blue and 
red turtles are randomly dis- 
tributed on the grid. All the 
turtles desire at least a certain 
percentage of their neighbors 
to be of the same color. If a tur- 
tle is not satisfied with 
neighbors, it moves to an adja- 
cent empty cell (if available) 
chosen randomly. The simula- 
tion goes on until all the turtles 
are satisfied with their neigh- 
bors. As the simulation pro- 
gresses, segregation can be observed on the grid. 
Such segregation is an emergent behavior caused by 
the desire of the turtles to ensure a certain minimum 
percentage of their neighbors are the same color as 
themselves. In Schelling’s model, the turtles act using 
their awareness of the local network topology. This 
model is interesting for P2P systems because the peers 
lack a global picture of the network topology. In the 
model, grouping is maintained even when turtles join 
or leave the system, which makes it attractive for the 
dynamic environments of P2P networks. 


s a neighbor. 


Table 1. Some operations 
that can be executed by 
peers. The operations 
are used to describe the 
satisfaction criterion and 
the topology adaptation 
steps. 


ABSTRACT SCHELLING ALGORITHM 

We used the 7émplate Method [2] design pattern to 
create an abstract Schelling algorithm. In this design 
pattern, the skeleton of an algorithm is defined in an 
operation, delegating the steps that may change to a 
subclass. The subclasses implement the steps that 
vary. The abstract Schelling algorithm makes it pos- 
sible to create a family of topology adaptation algo- 
rithms that share the same structure. In Schelling’s 
model, the steps that may vary are the satisfaction 
criteria, the actions to be performed if a peer is not 
satisfied, and the frequency at which the satisfaction 


state should be checked. 


In the abstract Schelling algorithm, a peer calcu- 
lates its satisfaction state at predefined intervals. Satis- 
faction state is a Boolean value 
indicating whether a peer is sat- 
isfied with its local view of the 
overlay network topology. If a 
peer is not satisfied with i 
neighbors, it performs topology 
adaptation steps. The satisfac- 
tion criteria, the topology adap- 
tation steps, and the time delay 
after which a peer calculates its 
satisfaction state, will vary with 
the application and the topol- 
ogy desired. Table 1 shows some 
operations that can be used to describe satisfaction cri- 
teria and topology adaptation steps. Table 2 presents 
an example of satisfaction criteria and topology adap- 
tation steps. We used them to create a topology adap- 
tation algorithm that can cluster peers with similar 
bandwidths in a pure P2P network to utilize the band- 
width available in the network efficiently [7]. By using 
the criteria shown in Table 2 and topology adaptation 
steps in which peers drop a dissimilar neighbor self- 
ishly, another topology adaptation algorithm can be 
created to cluster peers. 


AbapTive NETWORK OF 
Huss 
Existing pure P2P overlay 
networks tend to be inef- 
ficient when it comes to 
performing a search on the network. Pure P2P sys- 
tems (such as Gnutella) flood the network with 
query messages. Considerable research has been 
done to improve the efficiency of search in a pure 
P2P network. Two prominent approaches are cur- 
rently employed: use random routes to propagate the 
search query [1] or use super-peers that maintain a 
directory of resources in the network to resolve a 
query. In super-peer systems (such as Kazaa; 
www.kazaa.com), a client sends search requests to its 
super-peer, which replies to the query. This reduces 
the need for expensive broadcasts on the overlay net- 
work. In a super-peer topology, ordinary peers are 
connected to only one super-peer and are not con- 
nected to each other. The super-peers are in turn 
connected to each other to form a pure P2P system. 
In a super-peer system, the failure of a super-peer 
can have catastrophic consequences, causing complete 
communication failure for the cluster of nodes 
attached to that particular super-peer. To resolve this 
problem, a variation (see Figure 1) of the super-peer 
topology can be used in which the ordinary peers are 
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connected to each other and can be connected to more 
than one super-peer (called a /ub). In this topology 
(called the hub-based topology in 
this article), the failure of a sin- 
gle hub is not catastrophic 
because the connections 
between the peers can be used 
for communication in case of 
hub failure. This topology is 
similar to the topology used in 
JXTA [8]. In JXTA, each super- 
peer maintains a list of all the 
other super-peers of which it is 
aware. At regular time intervals, 
the super-peer passes this list to 
all other known super-peers. 
Over time, JXTA expects each 
super-peer will discover all the 
other super-peers in the net- 
work. 

In a hub-based topology, the 
hubs are connected to each 
other to form a network. Hubs are high-availability 
and high-capacity peers. They are used in the overlay 
network to perform resource-intensive tasks such as 

maintaining a directory of 
Pi ee | resources in the network, 
as ~ which can be used to 
p(neigl Heiner 30 ™)) process search requests. A 
peer examines its capacity 
to decide whether it will 
act as a peer or a hub. 
Here, we present an algo- 
rithm (the Aub algorithm, 
based on the abstract 
Schelling algorithm) that 
can be used to create an adaptive network of hubs 
within a pure P2P network. The hub algorithm uses 
the topology adaptation steps and the satisfaction cri- 
teria shown in Table 3. 


Figure 1. In a hub-based 
topology, a network of hubs 
is created within the PaP 
overlay network. In this 
topology, the ordinary peers 
are connected with each 
other and can be connected 
to more than one hub, 
unlike typical super-peer 
topologies. 


Table 2. Satisfaction criteria and 
topology adaptation steps that 
can be used to bring together 
peers with similar properties 
(such as bandwidth). 


SIMULATIONS 

We have performed simulations to study the effect of 
applying the hub algorithm to a static overlay net- 
work and a dynamic overlay network with a constant 
inflow of peers. All the peers are within the same 
process in the simulator. All the simulations were 
performed on networks with small-world character- 
istics, which is typical of P2P overlay networks. In 
the networks 90% of the peers (chosen randomly) 
are ordinary peers and 10% are hubs. The maximum 
number of connections is 5 for an ordinary peer and 
20 for a hub. The percentage of hubs and the maxi- 


mum number of connections are chosen so the con- 
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nection slots available with the hubs are more than 
double the number of peers. Each peer is initially 
connected to three randomly chosen peers from the 
overlay network. By design, the generated random 
topology is guaranteed to 
be connected. The search 
operation is performed 
using a Depth First 
Search [4] on the overlay 
network. Our first set of where 
simulations was  per- Ree 
formed on astaticrandom 
network created from 
scratch. H,,,, is defined as 
the maximum number of 
hubs desired as neighbors 
by a hub. The simulations were done on four differ- 
ent random networks (created by using different seed 
values for the random network generator on Linux) of 
100 to 1,000 peers, each using H,,,,, values from 1 to 
10. The simulations go on until all the peers are sat- 
isfied or the simulator reaches 1,000 iterations. For a 
random network of 100 peers, less than 400 messages 
are exchanged for the hub algorithm to converge. For 
a random network of 1,000 peers, less than 10,000 
messages are exchanged 


for the hub algorithm to 


4 


converge. 
A critical value of H,,,. 
(called HF inaxCritical) was 


observed below which all 
the peers were not satis- 
fied, even after 1,000 
iterations. The value of 
HymaxCritica! 18 different for 
different random _ net- 
works. A typical value of 
HyaxCrities! Observed in the 
simulations is 5. When 


Ha is below H 
the simulations do not 
converge, because some of 
the hubs are unable to find 
another hub to establish a 
connection and therefore 
remain unsatisfied. When 
Hinax iS greater than or 
equal to Hyyacritica all the peers are satisfied and 
the simulations converge within five iterations. The 
simulations converge when all the peers are satisfied, 
which means each hub in the overlay network is con- 
nected to at least one other hub and at most to H,,,. 
hubs, and all the ordinary peers are connected to at 
least one hub. 


maxCritical? 


100 200 300 400 


Figure 2. Hub-hub, hub-peer, 
peer-peer, and peer-hub degree 
against the number of iterations 
performed by the simulator. The 
random network initially has 100 
peers, and 5 nodes are added at 
every iteration. 
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is the maximum Step 2: 
of hubs desired as 


500 600 700 800 900 


Simulator Iterations—> 


The second set of simulations was performed on a 
random network where new peers joined the system 
at every iteration of the simulator, to demonstrate 
that the approach can be used in dynamic environ- 
ments. The simulations 
start with a small random 
network of 100 peers, and 
_ five new peers are added at 
every iteration until the 
- number of nodes reaches 
5,000. The simulations 
were made using H,,,,=5 
because this is a typical 
value for HyraxCriticals Lhe 
simulations go on until 
there are 5,000 peers in 
the overlay network and 
all the peers are satisfied, 
or until the simulator 
reaches 1,500 iterations. 

We use four metrics to 
study the topology of the 
overlay network: hub-hub degree, hub-peer degree, 
peer-peer degree, and peer-hub degree. The hub-hub 
degree is defined as the total number of hub-to-hub 

connections in the overlay 
network divided by the 
~ total number of hubs. The 
_hub-peer degree is defined 
as the total number of 
hub-to-peer connections 
in the overlay network 
divided by the total num- 
ber of hubs. The peer-hub 
degree is defined as the 
total number of hub-to- 
peer connections in the 
overlay network divided 
by the total number of 
peers. The peer-peer degree 
is defined as the total 
number of peer-to-peer 
connections in the overlay network divided by the 
total number of peers. 

Figure 2 shows plots of these four metrics against 
time (simulator iterations) for simulations performed 
on one of the random networks using the hub algo- 
rithm. Throughout the simulations, each peer is on 
average connected to approximately two hubs (peer- 
hub degree of 2). When the simulations start, each 
hub is on average connected to approximately two 
other hubs (hub-hub degree of 2). However, within 
100 iterations, the hub-hub degree reaches 3 and stays 
at this value throughout the simulations. In an exactly 


if (count(hub) ==0) 
add(search(hub)) 


Table 3. Satisfaction criteria and 
topology adaptation steps that 
will be executed by the hubs and 
the ordinary peers to create a 
backbone network of hubs within 
the overlay network. 


sees hub-hub degree 
w= hub-peer degree 
==" peer-peer degree 
s=e== peer-hub degree 


1000 


similar simulation where 
the only change was that 
we did not use the hub 
algorithm, the hub-hub 
degree remained constant 
at about 2. 

Figure 3 shows a plot of 
the number of messages 
exchanged to perform 
topology adaptation 
against time (simulator 
iterations) for the random 
network of Figure 2. The 
total number of messages 0 
(120,000) may seem to be 
on the high side. Whether 
this cost is acceptable 
depends on the improve- 
ment in performance 
obtained via topology 
adaptation during the 
operation of the network. 
For long-lived overlay networks with significant com- 
munication, we expect topology adaptation to be 
worth the cost in most cases; but for short-lived net- 
works with little communication, it is probably not. 
Even so, there is still room for optimizing the scheme 
presented here. For example, in our simulations, the 
search operation was implemented without any 
caching. Caching could be used to improve the effi- 
ciency of the search operation, thereby reducing the 
total number of messages exchanged. 

In a hub network, the hubs are expected to be con- 
nected to each other to form a connected network. 
Our simulations show the hub algorithm presented 
here does not ensure the hub graph (the graph whose 
vertices are the hubs of the overlay network) remains 
unpartitioned. The hub network is normally used by 
the peers to search for resources in the overlay network, 
using the directory maintained for this hub network. 
In a partitioned hub network, the directory of each 
hub network partition is incomplete; searching within 
this incomplete directory yields unreliable results. The 
hub network may also be used to locate other peers in 
the overlay network. In a partitioned hub network, the 
peers connected to a hub in one partition will not be 
able to use the hub network to locate the peers con- 
nected to hubs in other partitions. However, they may 
use their connections to the ordinary peers to try to 
locate other peers in the overlay network. 

The hub network is unpartitioned in only about 
50% of the simulations, a percentage that may 
appear to be small. However, in all our simulations, 
the vast majority (more than 99%) of the hubs were 


Messages Exchanged-> 


300 400 


Figure 3. Number of messages 
exchanged against the number of 
iterations performed by the 
simulator. The random network 
initially has 100 peers, and 5 
nodes are added at every iteration. 


Simulator Iterations—> 


members of the single 
largest graph component 
(portion of a graph after 
partitioning). In addition, 
the peer-hub degree is 1.8, 
which means many peers 
are connected to more 
than one hub. This 
reduces the adverse impact 
of the hub network parti- 
tioning as some of the 
peers affected by the parti- 
tioning are connected to 
more than one hub net- 
work partition. While 
there is room for improve- 
ment, partitioning affects 
only a small number of hubs in most cases. 


Messages Exchanged === 


500 600 700 800 900 1000 


CONCLUSION 

The hub algorithm presented here is useful for 
adapting the network topology in a pure P2P net- 
work, as demonstrated by an adaptive network of 
hubs created within a pure P2P network using 
Schelling’s model. In the future, we wish to dynam- 
ically determine the value of the satisfaction criterion 
that a peer can use, instead of using simulations. The 
hub algorithm must also be improved to prevent the 
partitioning of the network of hubs. @ 
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Mobile 


Web Surfing 
is the SAME ae 


Web Surfing 


Even in the new contexf, uderd 
surf in the usual way. 


Several statistical laws have been proposed to help characterize 

strong regularities in the use and nature of the Web, including connectivity 
patterns and user surfing behavior [1, 2, 6, 7, 12]. One of them, the Universal 
Law of Web Surfing [7], maintains that surfing patterns for users are quite 
regular, manifesting a preference for shorter surfing sessions over longer ones. 
Here, we assess whether these regularities extend to surfing on the mobile Web, 
specifically through Wireless Application Protocol (WAP) portals, where many 
aspects of the user environment are quite different from the conventional Web. 
We report our analysis of a large sample of mobile Web user data —3.7 million 
sessions involving 0.5 million users of a European portal—to determine whether 
the same laws apply to mobile Web surfing on WAP phones. 
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The results confirm the generality of the Universal 
Law of Web Surfing. As WAP is a precursor of future 
3G telecom systems (from which we will be able to 
access Web content from mobile devices with 
restricted interface features), these results have impor- 
tant implications for our understanding of future 
mobile Web surfing behavior, as well as how to design 
Web-content-access interfaces. 

Today, most mobile 
phone users readily access 
Internet-provided services 
from their handsets. But this 
mobile Web revolution has ~ 
had a slow start, largely due , 
to such problems as unsta- 
ble handsets, limited con- 
tent, low bandwidth, and — 
high cost to the end user. 
However, significant device-, 
bandwidth-, and charging- — 
model improvements have © 
led to a dramatic increase in 
use over the past 12-18 months. Here, we consider 
the underlying characteristics of the mobile Web and 
its usage patterns, comparing them to those of the reg- 
ular Web. 

The mobile Web represents a fundamentally dif- 
ferent information medium from the traditional Web 
in terms of access devices used, content availability, 
bandwidth, and cost to the end 
user. These differences suggest 
there may be little to learn about 
mobile Web usage from observa- 
tions of regular Web use. In fact, 
the reverse is the case; irrespective 
of these differences, the same 
Universal Law of Web Surfing 
applies in both Web and mobile 
Web surfing. 


One obvious difference 
between the mobile Web and the 
regular Web concerns the devices 
employed by end users. There are 
fundamental differences between 
the WAP phones designed to 
access the mobile Web and PCs 
designed to access the regular 
Web. Screen real estate is an obvi- 
ous difference, with PCs offering 
display sizes many orders of mag- 
nitude larger than a typical 
mobile phone screen. In addition, there is much 
greater diversity in the capabilities of mobile phones 


Figure 2. Frequency dis- 
tribution of surfing on 
log-log scales. We used 
the same data set as in 
Figure 1 for the calcula- 
tions and the plot. 
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in terms of display resolution, color capability, oper- 
ating system features, and browser functionality com- 
pared to the standardized world of PC-based Internet 
access. Mobile phones also have limited input capa- 
bility; their numeric keypads allow only minimal text 
entry compared to the mouse/keyboard entry on PCs. 
In addition to these device differences, the content 
base of the mobile Web is much more limited in 
scope and _ diversity. 
Moreover, mobile Web 
users must also contend 
with slow download 
- times and incremental 
billing costs [8]. 
These differences 
have led to differences 
_ between the way users 
access information on 
: the mobile Web and the 
_ way they access informa- 
_ tion on the regular Web. 
For example, mobile 
users generally adopt a 
browsing model of infor- 
mation access [1, 2, 4, 6, 
12], locating informa- 
tion and __ services 
through the menu hier- 
archies of operator por- 


—— Inverse Gaussian 


= Experimental ' 


Figure 1. Cumulative distribution 
frequency for WAP users as a 
function of the number of surfing 
clicks. The observed data was 
collected in a four-week period in 
September 2002 from a sample of 
350,635 users representing 
3,006,385 sessions. The inverse 
Gaussian distribution has a mean 
of m = 3.6576 and | = 2.69. 


10,000. 


1,000 
~ Log(Clicks) 


tals, a type of access for which mobile phones are well 
adapted. In contrast, the primary mode of access on 
the Web today is via search engines. However, the 
input and output limitations of mobile handsets 
make it difficult for users to specify queries or sift 
through long lists of results. 

Several recent studies [1, 2, 4, 6, 12] have identi- 
fied several universal laws that appear to characterize 


The surfing patterns of WAP portals 
reflect the same strong regularities found in Web 


surfing; the Universal Law of Web Surfing is also 
the Universal Law of Mobile Web Surfing. 


the structure of the Web and its usage patterns. For 
example, [2] found that, though the Web remains 
essentially uncontrolled and dynamic, it reflects well- 
defined large-scale properties. For example, it is char- 
acterized by scale-free link distribution, and its highly 
connected structure results in a surprisingly small 
“diameter” (approximately 19 links or clicks), thereby 
limiting the click-distance between isolated informa- 
tion sources to just a few clicks. 

Web pages were shown in [6] to be distributed 
among sites according to a universal power law, mean- 
ing that many sites have only a few pages, while a few 
have hundreds of thousands of pages. The Web, 
according to [1], is an example of a small-world net- 
work (see [12]) and how this property is leveraged by 
search engines. Indeed, many of these properties are 
exploited by Google and other global search engines 
[4, 12]. 

In addition to these topological characteristics of 
the Web, fundamental usage properties govern the 
way Web users access information. For example, [7] 
found that Web-user surfing patterns reflect strong 
statistical regularities that can be described through a 
universal power law that explains the Zipf-like distri- 
butions in page hits commonly observed at Web sites. 
These regularities have been characterized by an 
inverse Gaussian distribution of surfing behavior that 
helps determine the probability a user will click 
through a succession of pages (search to a given depth) 
in a given surfing session. This analysis shows that 
most users are likely to have only very short sessions in 
terms of the number of links they select, that most 
users select only two or three links in a session, and 
that few users are likely to surf any deeper than these 
few links. 


A key question is whether these regularities also 
exist in mobile Web usage, in light of the fundamental 
differences with respect to devices, content, and infra- 
structure. Here, we focus on the surfing behavior of 
mobile Web users by analyzing a large corpus of surf- 
ing data (more than 3.75 million sessions by almost 
421,000 users in a large European mobile portal). 
Worth noting is that previous analysis (such as [7]) of 
Web searching often relied on much smaller samples of 
usage data involving at most thousands of users. 

Following the methodology of [7], we start by 
deriving the probability, P (L) , that a user will select 
L links in a WAP portal. We assume that each visited 
portal page (initial page) holds some value for the user 
and that by clicking on a link from that page, the user 
proceeds to another page (the next page) that also 
holds some value for the user. The value of the next 
page is in some way related to the value of the initial 
page; that is, the value of the next page V1 is the value 
of the previous (initial) one Vu-1 plus or minus a ran- 
dom term, as in 


te 


Vy . Me I L (1) 


where the values €x are independent and identically 
distributed Gaussian random variables. A particular 
sequence of page valuations is the realization of a ran- 
dom process and is thus different for each user. 
Within this formulation, an individual surfs until the 
expected cost of continuing is perceived to be greater 
than the discounted expected value of the information 
that might be found in the future. This trade-off can 
be thought of as similar to an option in financial mar- 
kets for which it is well known that a threshold value 
exists for exercising the option [5]. Even if the current 
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It may be possible to reorganize 
the structure of a WAP site to obtain a desired 
usage pattern by motivating the 
appropriate behaviors. 


value of a page is negative, it may be worthwhile to 
proceed if there is some likelihood that a collection of 
high-value pages may be found later. If the value is 
sufficiently negative, however, the risk associated with 
continuing to surf may rise to an unacceptable level; 
that is, when Vu falls below some threshold value, it 
is optimal for the person surfing the Web to stop. 
The number of links a user follows before the page 
value reaches the stopping threshold is a random vari- 
able L. For a random walk of Equation 1 the proba- 
bility distribution of first passage times to a threshold 
is given asymptotically by the two-part inverse Gauss- 
ian distribution [9], as in 
with mean E(L) = wand variance Var (L) = 3/A 


r “M(L - 9)? 
“exp 


P(L) := ; 
2a? 2uok 


(2) 


where J is a scale parameter. This distribution has two 
characteristics worth stressing in the context of surf- 
ing patterns. First, it has a very long tail, extending 
much farther than that of a normal distribution with 
comparable mean and variance. It implies a finite 
probability for events that would be unlikely if 
described by a normal distribution. Consequently, 
large deviations from the average number of user 
clicks computed in a session will be observed. Second, 
because of the asymmetry of the distribution func- 
tion, the typical behavior of users will not be the same 
as the average behavior. Thus, because the mode is 
lower than the mean, care must be exercised with 
available data on the average number of clicks, as the 
average overestimates the typical depth surfed. This 
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distribution was shown in [7] to accurately character- 
ize Web surfing patterns, producing the so-called 
Universal Law of Web Surfing. 

To test the generality of Equation 2 we applied it 
to our corpus of mobile Web surfing sessions. This 
data corresponds to four weeks of browsing activity— 
during September 2002—for the almost 421,000 
unique European users across more than 3.75 million 
sessions in the portal. In the analysis, we discarded all 
sessions of length one, because they were not repre- 
sentative of a true browsing session.' This reduced our 
sample to 3,006,385 sessions by 350,635 users. A 
measured cumulative distribution frequency (CDF) 
of depth L for the four weeks is outlined in Figure 1; 
superimposed on the plot is the predicted function 
from the inverse Gaussian distribution. Using the chi- 
squared-goodness-of-fit test, we found a fit of 0.99, 
accounting for 99% of the data. 

Performing a similar experiment in 1998, [7] 
found similar distributions for users surfing a variety 
of Web sites, as well as for users surfing within a large 
Web site. In each case, the fit between the CDF and 
the inverse Gaussian distribution was found to be sig- 
nificant. As distributions of user hits on the regular 
Web and on the mobile Web are almost identical, we 
found that, despite the device and other differences, 
users surf in similar ways in either context. Each com- 
munity tends to favor short regular browsing sessions. 

An interesting implication of this surfing law is 


‘Sessions of length 1 correspond to a user opening a browser, then closing it (account- 
ing for 76.73% of such sessions) or to a user visiting bookmarked pages (accounting 
for the other 23.27% of such sessions). These sessions tell us little about surfing behav- 
ior. This lack of information also means that for the remainder of our calculations a ses- 
sion said to have contained t clicks actually contains t + 1 clicks. 


obtained by taking the logarithms on both sides of 
Equation 2 to yield 


log (P(L)) = log (L) - po D+ toe pA 
2 Ga In 


As a log-log plot, the equation presents as a 
straight line with a slope of approximately 3/2 for 
small values of L and large values of the variance. As 
L gets larger, the second term provides a downward 
correction. Thus, Equation 3 implies that, up to a 
constant given by the third term, the probability of 
finding a group surfing at a given level scales inversely 
in proportion to its depth P(L). We verified this 
Pareto scaling by plotting the available data on a log- 
arithmic scale; Figure 2 shows that the inverse pro- 
portionality holds over a range of depths. Although 
the graph in Figure 2 essentially shows a Pareto plot it 
can be viewed as a Zipf Distribution, Pareto, or Power 
Law, as all three can be considered to contain the same 
information but stated in different ways [3, 11]. A 
similar experiment in [7] found patterns similar to 
those demonstrated for WAP users, further strength- 
ening the hypothesis that mobile Web and regular 
Web users browse the same way. 

These results indicate that the surfing patterns of 
WAP portals reflect the same strong regularities found 
in Web surfing, and that the Universal Law of Web 
Surfing [2, 7] is also the Universal Law of Mobile Web 
Surfing. Even though WAP and Web both offer 
ostensibly different paradigms of information access, 
users tend to surf and browse for information in 
essentially the same way in both contexts. 

This law demonstrates the regularity with which 
users surf the Web and is useful for predicting mobile 
behavior. For example, there should be attendant ben- 
efits to using this model to aid user surfing, boot- 
strapping intelligent systems that aid users surfing 
WAP pages [10] by aggressively promoting links to 
aid user navigation or prefetching pages to combat 
slow download times [8]. As outlined in [7], this law 
may also be used in conjunction with spreading acti- 
vation to predict expected usage of WAP sites; that is, 
it may be possible to reorganize the structure of a 
WAP site to obtain a desired usage pattern by moti- 
vating the appropriate behaviors. 

The Universal Law of Web Surfing [2, 7] has 
proved to be the Universal Law of Mobile Web Surf- 
ing, affording more tools to help overcome the short- 
comings of the mobile Web and aid development of 
new and novel techniques in user navigation in the 


mobile domain. These findings also augur well for 
understanding surfing in future 3G systems that will 
share similar device properties with WAP devices 
while offering more Web-like surfing opportunities to 
even casual cell phone users. @ 
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MAINTAINING 


DISTRIBUTED 
RELATIONSHIPS 


Electronic communication works beat when 
it increased tnteraction and collaboration 
through a variety of media. 


The terrorist attacks of September 11, 2001, against the U.S. instantly changed 


the role of face-to-face meetings for businesses and governments, as well as for 
individuals, worldwide. Ironically, in plotting their crimes, the airplane hijackers 
themselves illustrated the crucial need for at least some face-to-face interaction 
among the members of any distributed team (despite their use of a variety of 
electronic media). Can businesses compensate for the diminished capacity of 
face-to-face communication mandated by the increased risks and time costs of air 
travel during the war on terrorism? “Even after the recession ends and terror fears 
abate,” said Jaclyn Kostner, a consultant on virtual workgroups who teaches long- 
distance teams to collaborate, “businesspeople are never going to travel as much 
as they did. Technology wont replace travel, but it will reduce travel” [6]. 
Here, we report on a survey of 233 individuals selected from organizations 
involved in interorganizational relationships, all pioneers in virtual teams from a 
variety of industries (see the first sidebar “Study Respon- 
dents”). From their experience we have derived three 
main guidelines for maintaining distributedditional 


relationships: mix and vary communication media; 
build on prior traditional relationships; and overcome 
the complexity of distributed tasks through technology 
that increases overall interaction, collaboration, and 
communication flow. 

Despite the fact that almost 20% of the respondents 
reported they initially felt coerced into relationships 
with their counterparts in partnering organizations, 
they strongly agreed with two statements: “the [distrib- 
utive] relationship was beneficial to their company” 
(98%) and “the [distribu- 
tive] relationship should be 
continued” (99%). A major- s.c.e mean 


ity of them trusted both the = 


Richness Electronic Media 


partnering organization and 3 
the safeguards built into the i 
system. Although — they 3 
viewed face-to-face commu- #7 
nication as significantly 3 
richer than other media, 3 
videoconferencing was al 


viewed as the second richest 
media and positively related with face-to-face commu- 
nication. However, perceived richness for both email 
and fax contact is negatively related to face-to-face 
communication; the richer one perceives face-to-face 
communication, the poorer one perceives email and fax 
contact. Thus, businesses are advised to supplement 
decreased face-to-face communication with videocon- 
ferencing rather than with email and fax alone. 
Maintaining distributed 
relationships is not a new 
issue but one that needs 


FOF 
continuous attention in any Video | 
business relationship. Dis- Phone 
tributed teams face new Email : 
communication challenges Letters 


yet must still deal with tradi- Fax 
tional team challenges (such Bee _ 1 os ea =i0 
as creating bonds and man- 
aging politics). The impact 
of recent terrorist events on 
the distributed team sce- 
nario has yet to play out completely, but additional dis- 
tributed relationships have become a cost-effective 
strategic alternative to address economic and security 
issues. For example, both PeopleSoft (a subsidiary of 
Oracle, Inc.) and Ernst & Young doubled their global 
use of videoconferencing in the six months following 
9/11 [6]. Coerced by the times, those who resist distrib- 
uted relationships may no longer be spared from having 
to participate in e-mediated communication. 

When contracts are used to govern relationships, 
organizations may feel secure in undertaking distrib- 


Significant media richness 
correlations; *** a = 0.01, 
a2 a = 0.05, * a= 0.10: 
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Connecting Media 


uted relationships, even though the contracts do not 
guarantee successful business partnerships. Because 
relationships must be managed, they require commu- 
nication among the parties involved. 

Communication media can be categorized as tradi- 
tional, electronic, or connecting (see the figure here). 
Traditional media include established means of busi- 
ness communication, face-to-face communication, and 
letters. Electronic media include videoconferencing 
and email. Connecting media refer to the media intro- 
duced between the tradi- 
tional and the electronic 
media, phone conversa- 
tion, and fax. The left 
vertical scale in the figure 
measures the mean per- 
ceived richness for each 
medium. The actual sam- 
ple mean calculated from 
the survey’s results (in the 
ellipse) ranges from a 
high of 34.65 for face-to- 
face communication 
(maximum possible score 
40) to a low of 20.28 for 
letters (minimum possi- 
ble score eight). Thus, face-to-face communication was 
perceived by survey respondents as substantially richer 
than any other media; videoconferencing, the next rich- 
est, is clearly ahead of the phone and email, which are 
statistically equivalent. 
However, phone and 
email communications 
are themselves substan- 
tially richer than letters 
and fax, which are practi- 
cally (though not statisti- 
cally) equivalent. For 
distributed relationships, 
videoconferencing is an 
important complement to other media when face-to- 
face communication is constrained. 

Perhaps more interesting than the means for per- 
ceived richness is the pattern of correlations among 
media. The strongest relationship is between letters and 
fax. If one likes letters, one is more inclined to like 
faxes, and, conversely, if one does not like letters, one is 
unlikely to like faxes. 

The second strongest and a more important rela- 
tionship, as reported by the survey respondents, is 
between the perceived richness of face-to-face commu- 
nication and the perceived richness of videoconferenc- 
ing (see the table here). Respondents rating face-to-face 
communication high also perceive videoconferencing 


Traditional Media 


Media richness means. Solid 
lines represent significant positive 
relationships and dashed lines 
significant negative relationships. 


and the phone as rich (see the second sidebar “Measur- 
ing Communication Richness”). These results indicate 
videoconferencing should be used to enrich communi- 
cation when face-to-face communication is restricted. 
Also of interest, respondents who perceive face-to-face 
as particularly rich tend to perceive email and fax as rel- 
atively poor in terms of richness. 

Survey participants reported they compensate for 
the lack of face-to-face communication by varying the 
media they use. Email or fax alone cannot replace the 
richness associated with face-to-face conversation. 
However, by combining phone conversation with 
videoconferencing, collaborators perceive the same 
richness as face-to-face conversation. By managing and 
varying communication media, collaborators achieve 
the desired level of richness needed from the long- 
distance communication process. 


PREFER FACE-TO-FACE COMMUNICATION 

Communication richness theory provides an under- 
standing of what managers achieve when mixing 
media, which in turn depends on the richness needed 
to complete the desired task [7]. What communication 
richness does not explain is why managers still feel face- 
to-face communication is so valuable or why Al Qaeda 
endorses meeting in person in the interests of mission 
success [5, 8]. 

Media naturalness theory maintains that “modern 
humans are not optimally designed for e-communica- 
tion technologies, because these technologies often sup- 
press too many of the elements found in face-to-face 
communication” [4]. Humans by nature favor the flu- 
ency, reduced ambiguity, and emotional aspects of face- 
to-face communication over newer e-mediated media. 
The majority of the managers in the study had estab- 
lished relationships with their counterparts in other 
companies and the familiarity needed to use the less-rich 
media effectively [4]. Less-rich media did not replace the 
natural human preference for social presence provided 
through face-to-face communication [1]. 

Media naturalness also helps explain why videocon- 
ferencing, as rated by the survey respondents, ranks sec- 
ond in richness to face-to-face communication. “To be 
sure, teleconferencing won't provide the satisfaction of 
closing a deal with a firm handshake. But managers are 
finding that today’s high-quality videoconferencing 
allows them to look clients in the eye and read body 
language—sometimes more clearly than they could in 
person. The technology is disarming because partici- 
pants sometimes forget they are being watched” [6]. 

The preference for email and phone conversations 
over fax and letters is also explained by media natural- 
ness; timing is controlled, providing degrees of fluency. 
However, the negligible preference for the phone over 


Study Respondents 

This article explores insights derived from a U.S. study that exam- 
ined communication in geographically distributed teams. We 
conducted interviews and surveyed decision makers involved in 
interorganizational relationships requiring parties from multiple 
companies to work together electronically to achieve common 
business goals. Respondents in these relationships played sev- 
eral roles: electronic data interchange, inventory control, product 
redesign, and new product development. 

Interviews were conducted with 41 decision makers from the 
defense, financial, manufacturing, transportation, professional 
sports, and telecommunications industries. All interviews were 
taped and transcribed for analysis by three researchers. 

Questionnaires were distributed by a company representative 
and returned by 192 respondents from five defense contractors. 
Defense contractors, early pioneers of virtual teams, are a partic- 
ularly fruitful industry for research in distributed relationships. 

Respondents indicated they had been employed at their cur- 
rent employer an average of 11 to 22 years; 28% of them with 
military experience indicated they had held their current posi- 
tions and participated in the distributed relationships with the 
contact person referenced for an average of 3.5 to four years; 
and men outnumbered women almost nine to one. & 


email is not explained by media naturalness since ambi- 
guity and lack of immediate feedback can be experi- 
enced with email but managed during a phone 
conversation. Moreover, according to media richness 
theory [2], since email is an asynchronous medium, its 
expected score should be comparably much lower than 
for the phone. This surprising result may signal that fre- 
quent email use and technologies (such as instant mes- 
saging, automatic messaging, and voice mail) may blur 
the perceived differences in the richness of email and 


the phone. 


PRIOR RELATIONSHIPS 

A prior traditional relationship is a shared characteris- 
tic of many distributed relationships. In the five com- 
panies included in the survey, 84% of the respondents 
indicated they had relationships with partnering com- 
panies prior to utilizing electronic links. One manager 
said, “What we are finding is electronic partnerships 
work extremely well as long as there has been a rela- 
tionship built in advance.” Characteristics important 
to consider when selecting electronic partners, revealed 
in our interviews, include “trustworthiness,” “a high 
degree of trust,” “reputations,” “past experiences,” and 
“comfort level.” 

Defense companies are notable for initiating their 
interest in transitioning to electronic relationships. A 
majority of the decision makers in four of the five com- 
panies surveyed indicated they initiated the relation- 
ship. Interestingly, almost 20% of their surveyed 
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Measuring Communication Richness 
Participants completed the communication 
richness scale for each of the six media in the survey. 
Their responses to the five-point Likert scale, 
developed in [7], were summed to complete the 
richness scores for each participant, then for the 
entire survey. 

To what extent would you characterize [Media 


Name] as being able to support the following: 


« Give and receive timely feedback; 

+ Transmit a variety of (nonverbal) cues beyond 
the spoken message; 

* Tailor messages to your own or to other personal 
circumstances; 

- Use rich and varied language; 

+ Provide immediate feedback; 

+ Convey multiple types (verbal and nonverbal) of 
information; 

+ Transmit varied symbols (such as words, 
numerals, and pictures); and 

* Design message to your own or to others’ 


requirements. LC | 


decision makers felt coerced by competitive pressure 
into participating in distributed relationships. 

From a strategic business perspective, the greatest 
contribution of telecommunication technology to a 
distributed relationship is in how it reduces the costs of 
communicating over distances. Longer-term relation- 
ships lead to the perception of greater cost reductions 
and trust between collaborating companies. Strategi- 
cally, telecommunication technology was perceived by 
survey respondents as an ineffective means of differen- 
tiating one’s products from the competition. 

We were surprised by the lack of distrust between 
partners, perhaps due to prior relationships being rein- 
forced by contractual agreements. Overall, the majority 
of survey respondents viewed electronically connected 
partners as truthful in negotiations and reliable. They 
reported that being able to agree on how to handle 
issues and deal fairly with one another were important 
factors in distributed relationships. 


DISTRIBUTED TASK, INCREASED INTERACTION 
Interestingly, the survey respondents viewed all distrib- 
uted tasks as complex and in need of specialization, 
regardless of the nature of the role played by the elec- 
tronic link. As with traditional face-to-face tasks, man- 
agers involved in roles requiring innovation feel greater 
uncertainty and ambiguity concerning their business 
environments and tasks than managers involved in 
routine roles. 

One manager said, “The one fear a lot of people 
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have is that it gets rid of interactions with people. I’ve 
seen the opposite. What I’ve seen is the technology ... 
helps us do our jobs better and actually gives us more 
time to work on things that are important.” Increased 
interactions require more discussion, since teams are 
encouraged to solve problems together. Lack of clarity 
in job tasks often results in further discussion. Com- 
munication is a critical tool for managing uncertainty 
and ambiguity. 

Another manager said, “In addition to the tangible 
benefits as rapid access to development and design, 
data and metrics, report documentation, and so forth, 
we really found out that there is a lot of intangible 
information gained. People that you've never met face- 
to-face or just ultimately met them down the road 
really had a sense of camaraderie because you were in 
daily contact with them.” 


CONCLUSION 

The study found decision makers in successful distrib- 
uted relationships still have a fairly traditional view of 
communication media, along with an updated view of 
videoconferencing and email. Parties with prior face- 
to-face relationships have a head start when distributed 
technology-mediated relationships are established later. 
The main lesson is that distributed relationships 
involving complex tasks can be maintained by increas- 
ing the frequency and flow of communication. 


REFERENCES 

1. Carlson, J. and Zmud, R. Channel expansion theory and the experiential 
nature of media richness perceptions. Academy of Management Journal 42, 2 
(1999), 153-170. 

2. Daft, R., Lengel, R., and Trevino, L. Message equivocality, media selection, 
and managerial performance: Implications for information systems. MIS 
Quarterly 11 (1987), 355-366. 

3. Fulk, J., Schmitz, J., and Steinfield, C. A social influence model of technol- 
ogy use. In Organizations and Communication Technology, J. Fulk and C. 
Steinfield, Eds. Sage Publications, Newbury Park, CA, 1990, 117-140. 

4. Kock, N. Evolution and media naturalness: A look at e-communication 
through a Darwinian theoretical lens. In Proceedings of the 23rd International 
Conference on Information Systems (Barcelona, Spain, 2002), 373-382. 

. Olofon, C. So many meetings, so little time. Fast Company (Jan.—Feb. 
2000), 48. 

6. Philadelphia, D. Virtual traveler. Time (Feb. 2002), Y2-Y4. 

7. Webster, J. and Trevino, L. Rational and social theories as complementary 
explanations of communication media choices: Two policy-capturing stud- 
ies. Academy of Management Journal 38, 6 (1995), 1544-1572. 

8. Zernike, K. and Van Natta, D. A nation challenged: The plot; hijackers’ 
meticulous strategy of brains, muscle and practice. New York Times (Nov. 4, 
2001), Al. 


WwW 


Vicki R. MCKINNEY (vmckinney@walton.uark.edu) is an assistant 
professor in the Department of Information Systems in the Sam M. 
Walton College of Business at the University of Arkansas, Fayetteville, AR. 
Mary M. WHITESIDE (whiteside@uta.edu) is a professor in the 
Department of Information Systems and Management Science at The 
University of Texas at Arlington, Arlington, TX. 


© 2006 ACM 0001-0782/06/0300 $5.00 


By ZHIPING WALTER and GEORGE SCOTT 


MANAGEMENT ISSUES 
of Internet/Web Systems 


Both rapt development and the ways they are used make 


managing Internet/Web systems drfferent from managing 


tradttional computer systems. Understanding the differences ts 


important for developing and managing these systems. 


Internet technologies, and especially Web technolo- 
gies, have developed extraordinarily rapidly, result- 
ing in Internet/Web systems that differ significantly 
from traditional systems. By Internet/Web systems, 
we mean systems that business, government, or con- 
sumer clients of a company can interact with 
through Internet connections, or that a company’s 
own functional areas can interact with through 
intranets. The most common Internet systems are 
those with Web interfaces. By traditional systems we 
mean systems without such interfaces. 

The difference between Internet/Web and tradi- 
tional systems lies in their differing information con- 
tent, development practices, who the developers are, 
and who the users are. In a Web system, graphic 
artistry is an important form of system content, and 
information content is embodied in the structure of 
the system even though it may be the result of data 
processing within a traditional system. Web systems 
development is characterized by “Internet time” 
development activities that involve rapid and frequent 
beta releases before final completion, and by continu- 
ous rather than periodic system revisions. These 
rapid-fire Web systems often are developed by end 


users in particular functional areas, such as marketing, 


procurement, finance, or human resources. Many of 
these developers have no training in formal systems 
development methodologies. As Sherrell and Chen 
note, “with the help of easy-to-use Web products, the 
end users can develop most of a conventional Web 
site by themselves” [11]. In addition to functional 
area end users, other potential end users of a Web sys- 
tem include anyone with Internet access. For exam- 
ple, the New York Times Web site had over 21.3 
million unique visitors in September 2005 (www.cor- 
porate-ir.net/ireye/ir_site.zhtml?ticker=NYT &script= 
410&layout=-6&item_id=770997), most of whom 
were not employees or other people with close associ- 
ations with the 7imes. End users of traditional systems 
tend to be more closely associated with the enterprise, 
and often all work for the same organization. 

These differences have prompted speculation that 
management issues for Internet/Web systems are sub- 
stantially different from management issues for tradi- 
tional systems. For example, Web content 
management has become an issue for content 
providers such as the newspaper industry, as managers 
must decide what content to provide online and 
whether and how to charge for it. In software devel- 
opment practices, agile software development is 
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becoming increasingly popular. Although this para- 
digm values the traditional development concepts, it 
values “individuals and interactions over processes 
and tools, working software over comprehensive doc- 
umentation, customer collaboration over contract 
negotiation,” and “responding to change over follow- 
ing a plan” [1]. We believe the emergence of these val- 
ues for software development, though not limited to 
the development of Web systems, is greatly influenced 
by the nature of Web systems development. 

The emergence of functional area Web developers 
also poses significant management problems. 
Whereas conventional systems builders engage in sys- 
tematic, step-by-step development that emphasizes 
rigorous controls and conformance to standards, end 
user developers tend to be document-oriented (that 
is, they are oriented toward the Web pages they are 
creating), focused on the Web site’s look and feel, and 
perhaps not at all knowledgeable about software engi- 
neering [10]. These developers lack the experience in 
formal systems analysis and development. Moreover, 
sites developed by different users within a firm do not 
comply with a corporate standard; this situation 
increases the likelihood of a lengthy process of inte- 
grating the sites into a common Web strategy, infra- 
structure, and identity in the future [11]. 

The ubiquity of the users presents yet another 
management challenge. Since clients or consumers 
now have direct contact with corporate enterprise 
databases and data warehouses through Web-based 
applications, end user experience and satisfaction 
have become a pressing management issue; this issue 
is much less important for traditional systems. Any 
Web system problem becomes highly visible to these 
users and can cause inconvenience or damage to a 
large number of customers or clients. For example, 
when AOLS server systems could not scale up to meet 
demand that was drastically greater than expected, 


many users were inconvenienced, and some were out- 
raged. As another example, virus attacks can cause 
worldwide interruptions to e-commerce. 

These new or aggravated management issues asso- 
ciated with the Internet and the Web have stimulated 
discussions and debates in both industry and acade- 
mia concerning whether management issues of Inter- 
net systems are fundamentally different from those of 
traditional information systems [2, 4]. We take a step 
toward answering this question by identifying top 
management issues of Internet systems that are 
unique or much more significant than they are for 
traditional systems. In conducting the study, we used 
a three-round Delphi questionnaire survey in which 
participants were asked to first rate the importance of 
each of a set of management issues associated with 
Internet systems, and then to comment on the impor- 
tance of each issue as compared to traditional systems. 
The survey was initialized in Round I with 139 issues. 
The highest-ranked 45 were continued to Round II, 
and the top 26 of those constituted the Round III 
issues. We then compared the results for the Round 
III issues to the top management issues identified in 
published Delphi studies of traditional information 
systems. 

The study participants were mostly IT and Inter- 
net practitioners from Fortune 500 companies, Inter- 
net consultants, academics in MIS, and 
acknowledged Internet leaders. Also included were 
authors of Internet-related articles in academic and 
trade journals and members of professional informa- 
tion systems associations. 

The rank order result for the 26 issues in Round III 
is listed in Table 1. This final rank order is based on 
each issue's mean score in Round III. The rankings 
suggest that important management issues associated 
with Internet systems are dominated by two areas: the 
big-picture issues involving strategic thinking and 
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WHEREAS CONVENTIONAL SYSTEMS BUILDERS ENGAGE IN SYSTEMATIC, 
STEP-BY-STEP DEVELOPMENT THAT EMPHASIZES RIGOROUS CONTROLS AND 
CONFORMANCE TO STANDARDS, END USER DEVELOPERS TEND TO BE 
DOCUMENT-ORIENTED, FOCUSED ON THE WEB SITE'S LOOK AND FEEL, AND 
PERHAPS NOT AT ALL KNOWLEDGEABLE ABOUT SOFTWARE ENGINEERING. 


planning, and __ issues eal rite 


and personal privacy. Of Rena eerie 
the 26 Round III issues, 

12 of the top 15 are 
closely related to one of 
these two general areas. 


involving data security ™ ase 


PRIVACY/SECURITY: 
ELEVATED IMPORTANCE 
COMPARED WITH 
TRADITIONAL SYSTEMS 

Six of the 15 top-rated 
issues (numbers 1, 6, 8, 
11, 12, and 15) are related 
to personal privacy and 
data security, making it a 
high importance area (see 
Table 2). These issues 
span consumer concerns 
(numbers 1 and 6), corpo- 
rate data security concerns 
(numbers 8, 11, and 12), 
and intellectual property — 
rights (number 15). Com- 
pared to top management 
issues associated with tra- 
ditional information  sys- 
tems identified in four 
previous Delphi studies 
[5-7, 9], the present 
study’s result highlights a major difference in manage- 
ment issues facing the two types of systems. Two of 
the previous four studies did not identify privacy and 
data security related issues as top management issues 
at all. The other two identified “Security and Con- 
trol” at a low importance level of 14th [7] and 18th 
[5], respectively. In those studies, privacy- and secu- 
rity-related issues were much less important than in 
our Internet/Web study. 

To understand whether this difference was due to 
the systems studied (traditional versus Web) or to the 
passage of time, we examined the respondents’ com- 
ments concerning privacy and security issues. Many 
commented to the effect that “many organizations 
have a false sense of security with regards to Web sys- 
tems,” or that “any Web site can be penetrated.” One 
person commented that liability from loss associated 
with Web transactions would bring an “endless num- 
ber of personal tragedies and lawsuits related to [loss 
of private information through hacking].” It is evident 
from respondent comments that, although some secu- 
rity issues are the same as those associated with tradi- 
tional systems, others are unique to or greatly 


Table 1. Final evaluations from 
Round II of the top 26 issues. 


amplified by Web systems. 
For example, consumer 
privacy and security con- 
cerns as a result of insecure 
Internet transactions are a 
non-issue for traditional 
systems simply because a 
traditional system nor- 
_ mally does not offer con- 
sumer access to the data 
files, or limits such access 
to phone access using a 
password, which is not 
regarded as hacking-prone. 
We thus conclude that pri- 
~ vacy and security issues 
represent important and 
unique management chal- 
lenges for Internet/Web 
systems when compared 
with traditional systems. 


STRATEGIC CONCERNS: 

OLD AND New Issues 
CompareD WITH 
TRADITIONAL SYSTEMS 
Another six of the 15 top- 
rated issues (numbers 
2-5, 13-14) in our study 
are related to Internet strategic thinking and plan- 
ning. When comparing these issues to those identi- 
fied in Delphi studies for traditional systems, we 
found a close correspondence for issues relating to 
planning and strategic alignment. However, one 
aspect of strategic planning is more evident in Inter- 
net systems than in traditional systems: the rapidity 
of technology change and its effects on Internet 
planning, and how Internet systems play a role in 
achieving a company’s long-range strategies and 
goals. Here, we discuss these issues and their corre- 
spondence to those identified by the Delphi studies 
for traditional systems. 

#2 Ranked: Holistic Thinking about Company 
Activities. The managers of many companies need to 
carefully think through long-term implications of the 
Internet/Web for the entire range of company activities. 

There is a close correspondence between this issue 
and those identified in the past four Delphi studies. 
The first of those studies (1984) ranked “Long Range 
Planning and Integration” as the number-one issue. 
The second (1987) placed “Strategic Planning” in the 
top position. The third study (1991) ranked “Improv- 
ing Strategic Planning” as third in importance. The 


fourth study (1996) ranked it 10th. 
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The next Internet strategy 
issues continue the big picture 
and strategic thinking concerns. 
These two are related to alignment and linkage. 

#3 Ranked: Linking Internet Strategic Planning 
with Corporate Strategic Planning. [nternet strategic 
planning should be linked to corporate strategic plan- 
ning. 

#4 Ranked: Aligning Internet Development 
Projects with Corporate Strategies. When developing 
Internet development projects, managers should carefully 
consider how these projects should or would be linked to 
company strategies. 

A close correspondence is found between these two 
issues and those found for traditional systems. The 
second study (1987) ranked “Alignment in Organiza- 
tion” as fifth in importance, the third study ranked it 
as seventh, and the fourth ranked it as ninth. 

The following three issues, although related to the 
proceeding three, were not identified as important for 
the traditional systems in the past four studies. 

#5 Ranked: Prioritizing Company’s Internet 
Objectives. The managers of many companies should 
fully think through which Internet systems benefits are 
most important and should have development priority. 

The high rank of this issue indicates concern that 
the objectives of Internet systems are not being prop- 
erly thought through prior to developing applica- 
tions. One participant commented that establishing 
objectives is a particularly acute problem for tradi- 
tional companies that only now are establishing a 
Web presence. The elevated importance of this issue 
points to the rapidity of change associated with Inter- 
net technologies. The next two issues also arise from 
the changing nature of Internet technologies. 

#13 Ranked: The Site Objective Requires Defin- 
ition. A carefully defined objective of a Web site can 
serve as a design guideline that specifies the nature and 


scope of the problem or opportunity being pursued. 


Table 2. Privacy and 
data security issues. 


Privacy and Privacy and 
Security Category Security Issues 
= tyisg si 
13 


#14 Ranked: Recognizing Potential Benefits 
Available from the Internet. More of the activities and 
processes that could be dramatically improved with 
Internet systems should be considered during the design 
of Internet systems. 

Many sites are developed in a quick-and-dirty way 
before the site objective is carefully established. The 
rapidly evolving nature of the technologies also makes 
it difficult to evaluate and judge the potential benefits 
of Internet systems. 

To understand whether this difference was due to 
the systems studied or to the passing of time since the 
previous four studies, we again examined respondent 
comments. One person said, “The holistic thinking 
was an important problem but also very hard to tackle 
given the pace of development in the field.” Another 
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MANY SITES ARE DEVELOPED INA QUICK-AND-DIRTY WAY BEFORE 
THE SITE OBJECTIVE IS CAREFULLY ESTABLISHED. THE RAPIDLY EVOLVING 
NATURE OF THE TECHNOLOGIES ALSO MAKES IT DIFFICULT TO EVALUATE 
AND JUDGE THE POTENTIAL BENEFITS OF INTERNET SYSTEMS. 


commented, “It was not uncommon that a company 
throws money to be on the Net as if that were its goal 
per se.” Other participants commented, “Because 
Web systems development results were on the Web so 
evident to the public, it became too easy to enter e- 
commerce as a goal, not as a means to achieve com- 
pany goals, to buy into fashionable, and grossly 
overpriced, solutions, or to cause resource allocations 
that are out of kilter with organizational needs.” Tak- 
ing participants comments together, we conclude 
that, although some of the strategic issues are the same 
as those associated with traditional systems, the rapid- 
ity of change in Internet technologies poses unique 
challenges for the management of these systems. 


CONCLUSION 

This article explores the differences in the top man- 
agement issues between Internet/Web systems and 
traditional information systems by comparing the 
findings of our Delphi study of Internet/Web sys- 
tems management issues with the findings of four 
previous Delphi studies of traditional systems man- 
agement issues. 

Our study reveals that two themes are dominant in 
Internet/Web systems management: strategic plan- 
ning and related strategic activities, and personal pri- 
vacy and data security. Comparing the importance of 
these issues to their importance in previous studies, 
we conclude that strategy and strategic activities are 
dominant management issues for both types of sys- 
tems, and that privacy and security have attained an 
importance unparalleled in traditional systems. 

For strategic management-related issues, a new 
challenge is presented by the rapid technology 
change related to Internet-based systems. This is evi- 
denced by the proliferation of publications and 
books by practitioners [3, 8] who attempt to 
enlighten Internet/Web systems developers about 
Internet strategy, setting objectives, and strategic 
linkages. Examination of these publications shows 
that there is almost no agreement with respect to 
Internet/Web planning processes and that nothing 
approaching best practices has yet emerged for Inter- 
net strategy development. This suggests that a 
change in the fundamental concepts of systems plan- 
ning and development may be called for and that 
more research into new systems development 
methodologies for Internet-based systems may be 
warranted. 

For privacy- and security-related issues, more sys- 
tems development and management attention needs 
to be devoted to improving and monitoring the pri- 
vacy and security of Internet/Web systems. This 
appears to be happening. For example, C/O magazine 


has recently published the results of a large-scale study 
focused on information security best practices with 
respect to companies around the world [12]. Accord- 
ing to that study, one characteristic of best-practice 
companies is that they spend more of their IT budget 
on information security (14% versus 9% for other 
companies). While this does not necessarily indicate a 
restructuring of system development practices, it does 
indicate that IT resource allocation is shifting toward 
an increased focus on information security [12]. @ 
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ARGUMENTATION SUPPORT: 
FROM TECHNOLOGIES TO TOOLS 


A plethora of technologies extst that are not 


necessarily tools. For technologies to become a tool, we contend, 


argumentation routines and design must coevolve. 


Argumentation is a crucial communicative activity in society. Many technologies exist 
that support argumentation, such as mailing lists, group decision-support systems, co- 
authoring, and negotiation support systems. However, many of these technologies do 
not work very well in practice; they often support discussions that do not sufficiently 
contribute to the purposes of their users. An important question therefore is: How to 
select or design information technologies that better support the argumentative practices 
of their community of use? In other words, how do technologies that support argumen- 
tation become real argumentation tools? ——_.._— 


Two research areas that have an interest in argu- 
mentation support are Computer Supported Cooper- 
ative Work (CSCW) and argumentation theory. 
CSCW has mainly focused on designing, building, 
and experimenting with ICT systems, such as group 
decision-support systems or issue-based information 
systems (IBIS). Often, the underlying communicative 
interaction models are rather simple. Argumentation 
theory, on the other hand, has mostly concentrated on 
designing human procedures and methods. Although 
this field has developed subtle models for the design of 
argumentative interactions, the rigorous implementa- 
tion and testing of these models in real systems is often 


lacking. To productively bring together the insights of 
these two domains of theory and practice, we draw 
upon the Language-Action Perspective (LAP). 

LAP takes the fundamental position that language 
is not only used for exchanging information as in 
reports or statements, but also to perform actions, for 
example, promises, orders, and declarations [12]. The 
conventional perspective on information systems 
stresses the contents of messages rather than the way 
they are exchanged and the effects they have. In con- 
trast, LAP emphasizes what people do by communi- 
cating, how language is used to create a common basis 
for communication partners, and how their activities 
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are coordinated through language. As such, LAP 
reveals practical ways to improve coordination and 
effective action, using three types of conversations for 
accomplishing goals: conversations for action, focus- 
ing on the commitments made between participants, 
conversations for possibilities that create a context for 
action, and conversations for disclosure, which reveal 
the concerns and world views that help achieve better 
alignment between participants [5]. Each of these con- 
versations involves argument. 

LAP suggests that arguments are not just messages 
carrying content with truth claims but that argument 
is an interaction, a form of activity, to be coordinated 
through language use. The argumentative aspect of 
conversations for accomplishing goals presents one of 
the deep challenges to CSCW—that is, how to enable 
people to cooperate at conflict. Argumentation theo- 
rists have dealt directly with this issue in a variety of 
ways [11]. One common starting point in argumenta- 
tion theory corresponding to LAP is the distinction 
between making arguments and having arguments [9]. 
Making arguments involves using reasoning, evidence, 
and claims to put forward a case. Having arguments 
involves the interactive pursuit of disagreement and 
controversy. Having an argument does not necessarily 
involve the making of arguments. Indeed, an ideal 
form of argument activity is the making-of-arguments 
in the process of having-an-argument so that people 
resolve their differences on the merits. This kind of 
argument, which is called critical discussion, has been 
extensively modeled in argumentation theory [10]. 

Critical discussion is an activity to be achieved that 
calls for support. While argumentation theorists have 
identified rules and strategies, less is known about how 
communities of people develop practices and tools that 
enable them to carry out critical discussions as a means 
for handling their differences of opinion and managing 
their conflicts. Here, we address this issue common to 
the theoretical and practical interests of the CSCW and 
argumentation fields. We focus on describing how 
technologies that support argumentation become tools 
that members of a community use to handle their dif 
ferences and manage their conflicts. In so doing, we put 
forward the prospects for a theory of the coevolution of 
social and technical dimensions of communities from a 
LAP perspective. Such a theory has implications for 
diagnosing the argumentation support a community 
needs and the argumentation support a technology 
affords. Effective and efficient argumentation, embed- 
ded in the collaborative practices of a community, is 
essential to its success. Having a diagnostic instrument 
to tailor argumentation support to communal needs is 
a necessary condition: diagnosis is crucial to select— 
from the bewildering variety of partially overlapping 
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communication technologies available—those func- 
tionalities that are most useful to a community. With- 
out such socio-technical diagnosis, complex and 
evolving communal argumentation requirements will 
often be only partially satisfied. 


ARGUMENTATION TECHNOLOGY IN THE 

Community: A Socio-TECHNICAL SYSTEM 

Each community has customary—often unarticu- 
lated—argumentation routines: the expected argu- 
mentative practices that define who is allowed to 
speak, who may listen in, what types of arguments are 
admissible, how to resolve conflicts, and so on. On the 
other hand, a technology used by a community has a 
set of well-defined functionalities that enable its users 
to conduct some interactions, while constraining or 
preventing other behavior. A town hall meeting is a 
very good way of assessing the emotions and sincerity 
of various stakeholders, but provides a poorly struc- 
tured record of the precise arguments made. Decision 
exploration software is highly capable of recording, 
organizing, and providing access to the arguments 
advocating or refuting a particular issue, but makes it 
very difficult for participants to evaluate the personal 
motivations of participants. So, selecting the right 
argumentation technology that, through its function- 
alities, maximizes its contributions to communal argu- 
mentation goals, while minimizing the undesired 
limitations it puts on the argumentation process, is 
essential, but not trivial. 

Each technology has a technical functionality 
design, which consists of all functions that operate on 
the information objects that the technology can 
process. The technical functionality design is made 
explicit in the manuals and tutorials associated with the 
technology. For instance, an IBIS allows its users to cre- 
ate issues, take positions on these issues, and make 
arguments pro and contra positions. One well-known 
IBIS grounded in this paradigm, QuestMap, translates 
these concepts (which it calls questions, ideas, and 
arguments, respectively) into such technical functions 
as “create root question,” “respond with idea to ques- 
tion,” “specialize idea,” and “add argument pro/con 
idea” [3]. Such a functionality design theoretically sup- 
ports a wide range of argumentation behaviors. How- 
ever, the actual quality of the support a technology 
provides is determined by more than just the technical 
support for selecting a file, adding a comment, and ask- 
ing or replying to a question. In argumentation terms, 
it is not sufficient to look at the technical functions that 
enable particular low-level argumentation moves. 

Implicit in the technology is also an argumentation 
design that comprises— often subtly—the interrelated 
functionalities, procedures, checks and balances, and 


connotations that shape the practical range of argu- 
mentation behavior [1]. However, the argumentation 
design often remains implicit. This can lead to break- 
downs when the technology is applied in a real-world 
situation, as unexpected behaviors emerge during use, 
requiring a conversation for possibility in LAP terms. 

To give a much simplified example: The function- 
ality design of the well-known GroupSystems elec- 
tronic meeting room software includes many 
components, such as Brainstorming for eliciting ideas 
from all participants, Categorizer for classifying these 
loose ideas, Topic Commenter that can be used to add 
further remarks to, for 
instance, brainstormed 
ideas, and Vote to assess 
positions of participants 
[6]. This is powerful func- 
tionality, but which com- 
ponent should be used in a 
particular situation? 
GroupSystems is well 
suited for meetings of 
peers, who often remain 
anonymous. Many situa- 
tions, however, assign par- 
ticular argumentation 
privileges to specific com- | 
munity roles. If GroupSys- 
tems were to be used for 
electronic journal review, 
the Topic Commenter 
could be used as a way of 
gathering various review- 
ers comments on an article. However, its argumenta- 
tion design would not fit well with the subtle 
argumentation routines prevailing in an open, distrib- 
uted scholarly review process. 

Argumentation theory would suggest that in a 
review process, different functionalities may be needed 
to support the different stages of a critical discussion 
within a broader review process: Confrontation, Open- 
ing, Argumentation, and Conclusion [10]. For the initial 
Confrontation stage, in which various standpoints, 
doubts, and objections are first surfaced, Topic Com- 
menter could be fine. For the Conclusion stage, in 
which the final decision is to be made, it could provide 
too many degrees of freedom, however. In that case, 
Vote could be a more appropriate functionality, as 
Topic Commenter basically supports divergent discus- 
sion and Vote convergent discussion into a final deci- 
sion (see Figure 1). 

One solution to deal with the difference between 
the implicit argumentation design of a technology and 
the argumentation routines it is to support is to stress 


Joint Review Process 


Figure 1. A simplified 
socio-technical analysis of 
GroupSystems for joint review. 


the role of the human facilitator, capable of dealing 
with such contingencies [4]. Our approach, however, 
is to clearly diagnose the socio-technical gap between 
the argumentation routines prevailing in the commu- 
nity and the argumentation design emerging from the 
functionality design of a specific argumentation tech- 
nology. Understanding this gap between what must be 
supported socially and what can be supported techni- 
cally has become a central challenge in the field of 
CSCW [2], to which argumentation theory can pro- 
vide at least a partial answer. This is not to say that 
human facilitation is unnecessary. Rather, our 
approach is to diagnose the 
socio-technical gap in 
order to design technolo- 
gies and practices that 
reduce the gap. The aim is 
to provide more systematic 
ways to match preferred 
argumentation routines 
with available technologi- 
cal designs. Thus, the need 
for human facilitation may 
be reduced and its effec- 
tiveness increased, while 
opportunities for better 
technological designs may 
be more easily recognized. 


TECHNOLOGY BECOMING A TOOL: COEVOLUTION OF 
ARGUMENTATION ROUTINES AND DESIGN 

We have defined what it means that a technology isa 
tool for argumentation. We now shift our attention to 
the process in which a technology becomes such a tool. 
Understanding this coevolutionary process is crucial if 
proper support is to be provided for the continuous 
sensemaking process of both communal argumenta- 
tion requirements and specifications of the supporting 
technological functionality. 

The BCFOR Case. In 1993, at the height of a con- 
flict about a government decision to allow for clearcut 
logging in the Clayoquot Sound watershed, the mail- 
ing list-mediated British Columbia Forests and 
Forestry Group (BCFOR) was formed to discuss issues 
related to forests and forestry in the Canadian province 
of British Columbia. To dissolve the conflict, the gov- 
ernment appointed a Scientific Panel to write a series 
of reports defining new land-use policies. 

The group, however, was dissatisfied with the pub- 
lished reports, as they did not reveal important differ- 
ences of opinion that might contribute to further 
policy deliberation and decision-making about land- 
use policy. The group therefore decided to write its 
own group reports to accurately identify the points 
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where consensus existed, but also 
the points where differences pre- 
vailed. Their choice to create a dif- 
ferent kind of policy report 
entailed foreseen and unforeseen 
choices about transforming their 
interaction with each other into an 
argumentation process that would 
produce the desired report. There 
were many conflicting interests 
and points of view among the 
members of BFCOR. The group 
therefore required that the argu- 
mentation central to their collabo- 
rative report authoring be neutral 
and transparent, in the sense that 
all opinions would be represented 
in the final report and that all 
authoring processes leading up to 
the final report elements would be 
completely visible. In essence, 
what was required was functionality to produce dia- 
logic texts, in which multiple authorial voices could be 
recognized [7]. 

Entailed in matters of developing effective and 
appropriate argumentation were issues about the tech- 
nological support required to enable such argumenta- 
tion among the participants. After initial experiments 
with the mailing list and the Web-based threaded dis- 
cussion technology HyperNews, the customized 
Group Report Authoring Support System (GRASS) 
tool was designed. At the time of the conflict, the 
required Web technology was not available yet. The 
current implementation, however, allows for different 
stakeholders in a societal debate to get involved in a 
process of collaborative report authoring.' Using 
GRASS, positions and arguments on focused research 
questions can be developed, and consensus of partici- 
pants on issues more easily assessed than in traditional 


forms of Internet-mediated discussion, such as mailing 
lists [8]. 


Stage | 


by group 
members 


Stage 3. HyperNews 


coordinators 


Table 1. Coevolution of 
argumentation routines 
and designs in the 
BCFOR case. 


AN ANALYSIS OF THE EVOLVING SOCIO-TECHNICAL 
SYSTEM 

The challenge faced by both the Scientific Panel and 
the BCFOR group, like by many groups, organiza- 
tions, and communities, lies in making critical discus- 
sion a viable part of the conversations for action, 
possibilities, and disclosure that produce desired out- 
comes (for example, plans, agreements, contracts, and 
reports). Increasingly, (Internet-based) information 
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Mailing list set up 


installed by group 


Argumentation Argumentation Socio- 
Routines Design Technical Sap 


Mailing list provides 
minimal structure and 
allows for ad hoc 
procedures 


Small gap, mailing 
‘list works well for 
intended purpose 


Free discussion; 
informal sharing of 
opinions and 
information 


Reduces access gap, 
still no authoring — 

_ support, lack of ad hoc 
discussion functionality 


HyperNews gives better 
access to and overview 
of discussion threads 


Authoring (same 
as in Stage 2) 


and communication technologies are used to support 
these interactions. However, the mere presence of a 
technology does not mean it will prove to be a viable 
tool for people to craft conversations that include crit- 
ical discussion. 

In BCFOR, the coevolution of the social and the 
technical system was an achievement of incorporating 
critical discussion into its conversation. The argumen- 
tation requirements of the group emerged and changed 
as they made choices about how to interact and what 
technology to use in support of their argumentation. 
The incorporation and rejection of these technologies 
involved the group in recognizing aspects of argumen- 
tation they valued, such as assessing consensus while 
simultaneously having maximum opportunities for the 
expression of disagreement, and incorporating means 
to articulate those aspects over other possible aspects of 
interaction among the participants. 

In making these choices, the group was not merely 
adopting or appropriating technology into precon- 
ceived ideas about argumentation but was also recreat- 
ing and refining its capacity for argumentative 
communication and collaborative interaction. In 
other words, a clear coevolution of argumentation 
routines and argumentation design took place. This 
evolutionary struggle is summarized in the four stages 
outlined in Table 1. Each stage was initiated by a par- 
ticular intervention, such as a change in routine or 
design. As a consequence, the socio-technical gap fluc- 
tuated considerably, but ultimately became smaller. 

In the first, informal stage of the BCFOR group, 
free discussion was the norm. The argumentation 
design implicit in the mailing list used quite closely 
matched the informal discussion routines. As a result, 
the socio-technical gap was very small, and the socio- 
technical system was close to optimal. However, in 
Stage 2, the community decided to become produc- 
tive by writing joint reports. Thus, the argumentation 


Pragma-dialectical 
Analysis 


Argumentation 
lex Models 


Define Community 
Arg. Routines 


Argumentation 
Routines 


Socio-Technical 
Gap 


Define Technology 
Arg. Designs 


Arg. Design 
of Technology 


Identify 
Socio-Technical 
Gap 


Make 
Recommendations 


routines became much more com- 
plex, and no longer matched the 
existing mailing list design. In 
Stage 3, a Web-based threaded dis- 
cussion tool, HyperNews, was used to better match the 
focused discussion needs of the community. However, 


although the socio-technical gap 


Figure 2. A method 
for argumentation 
support diagnosis in 
communities. 


of opinion in the group. The analysis of the coevolution 
of argumentation routines and design in the BCFOR 
case was informal. We are working on a diagnostic 
method in order to more systematically perform such 
analyses. Here, we summarize this method. 

One subfield of argumentation theory, Pragma- 
Dialectics, provides the advanced argumentation 
designs required to reconstruct discourse by capturing 
the subtleties of the pragmatics of argumentative inter- 
action [10, 11]. In our method, the theory-grounded 
argumentation designs act as reference models used to 
classify both argumentation routines and designs iden- 
tified in actual communities. We refer to these refer- 
ence designs as argumentation models. The diagnostic 
method consists of five main steps shown in Figure 2: 
create a knowledge base of argumentation models; 
define the implicit argumentation routines of the com- 
munity; define the implicit argumentation designs of 
the technologies available to the community; match 
both now explicit models to identify the socio-techni- 
cal gap; and make recommendations to reduce the 
socio-technical gap. Such recommendations may 
include changing the argumentation routines, the 


was reduced in this respect, it was [J 
enlarged in the sense that valuable 


functionality—the informal com- Habvarltke 
munication allowed by the mailing Examples: 

list—was lost. In Stage 4, the gap _, panee 
finally narrowed by building the — - Questa 


- Compendium 


customized GRASS tool, with its 


<a 7 Funneling 
sensitivity to the particular argu- Examples: 
mentation needs of this type of Shoacn 
community.” - SAMM 
- Other GDSS 
- Voting tools 
TOWARD A Diacnostic METHOD 
We've shown that argumentation — Reputation 
technologies have an explicit func- Examples: 


tional design, resulting in an 
implicit argumentation design, in 


- Experts-Exchange 
- Slashdot.com 


A clash of claims 
where the interaction 
is organized into a web 
of issues with relevant 
Positions and reasons 
developed for 

each issue. 


Treat argumentation 
as active consensus 
formation where 
interaction is 
organized into a flow 
from broad differences 
toward an acceptable 
conclusion. 


Create a knowledge 
base for action by 
pooling and refining 
the expertise among 
a community of 


aay 
Leah diab ate: 
A situation calls for 
Participants to share, 
explore, and learn about 
each others’ positions and 
reasons and where these 
will be held accountable 
to the doubts of others. 


Enables a full exploration of the 
agreements, disagreements, and 
rationales for position but 
typically provides no 
functionalities for settling 
differences. 


A situation calls for a 
commitment by all 
participants to a particular 
course of action. This 
stands in contrast to 
issue-networking, which 
aims primarily at 
self-correction, 

not at consensus 


Sequences interaction into a 
series of activities that 
successively narrow a dispute or 
decision toward the most 
acceptable conclusion. The 
functionalities such as 
brainstorming, categorizing, and 
voting provide means to remove 
resistance to collective action. 


A situation calls for 
discovering and cultivating 
trustworthy experts. It 
stands in contrast to both 
funneling, because it does 


Provides means like ratings for 
individual participants to 
compete with each other over 
who provides the best answers 
to the questions the community 


- Weblogs participants. most wants answered. The not aim at consensus, and 
rerms of support for both argumen- Seer eee 
tation moves and the design or craft- snc lesen pelle 
ing of the process in which these 
moves are embedded. We also Table 2. — technologies used, or the roles these technologies play 


Pragma-dialectical 
analysis identifying 
argumentation designs. 


described how in the BCFOR case 
the socio-technical gap between 
this argumentation design and the 
routines adopted by the commu- 
nity of use coevolved in a way that the argumentation 
technology became a tool for producing a dialogic text 
and managing the social conflict around the differences 


2. . a . . 
The BCFOR community is no longer operational. However, the analysis is similar for 
contemporary communities. 


in the community. 

Argumentation models are classified using three 
argumentation design dimensions: purpose, means of 
orchestration, and the systemic rationality designed 
into the procedures enabled by technology [1]. The 
purpose refers to the aim of the procedure, which is to 
transform a given mode of social interaction into a pre- 
ferred one (for example, from dispute to negotiation). 
Orchestration refers to what affordances a procedure’s 
design provides for this transformation. Systemic ratio- 
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In sum, we need a 
paradigm shift away 
from building static 


nality refers to how the 
orchestration warrants the 
process and outcome of the 


Argumentation 
Models 


Pragma-dialectical 
Analysis (theory and 
practice) 


* Issue Networking 
* Funneling 
+ Reputation 


interaction. Using these con- 
cepts, Table 2 describes three 
argumentation models identi- 
fied in pragma-dialectics: issue 
networking, funneling, and 
reputation argumentation [1]. 
Figure 3 shows an example of 
how the diagnostic method 
can be used in analyzing the 
support provided to a 
BCFOR-type community by 
the current (Stage 4) proto- 
type of GRASS. The gap 
mainly concerns the limited 
activation of participants; lack 
of technical support for argu- 
mentation resolution; and the 
limited support for publica- 
tion of (parts of) written reports. To address these 
issues, recommendations include defining more 
explicit norms (what may/must/may not participants 
in their various roles do at specific stages of the author- 
ing process) and notification of report authoring 
actions (funneling); discovering dependencies between 
positions and arguments (issue networking), to be 
used in activation; and publishing parts of report find- 
ings on blogs related to that topic (reputation). Future 
versions of GRASS will incorporate these recommen- 
dations. 


Define Community 
Argumentation Routines 


Argumentation 
Routines 

+ IBIS 

+ Consensus evaluation 
+ Activation 
* Resolution 
+ Publication 


Socio-Technical 
Gap 

+ Activation 

* Technical resolution 
+ Publication 


Figure 3. Applying the 
diagnostic method to Stage 4 
of the BCFOR case. 


CONCLUSION 

Traditional IS modeling approaches no longer suffice 
to design the sophisticated tools satisfying contempo- 
rary communication needs. LAP provides a better way 
of matching communication needs with technological 
designs, as it is concerned with the way language can be 
used to coordinate and accomplish evolving 
(inter)actions. We outlined a diagnostic method 
grounded in LAP that elaborates traditional CSCW 
designs with argumentation theory. It may contribute 
to more successful collaboration by systematically tai- 
loring technological argumentation designs to commu- 
nal argumentation routines. The proposed approach 
gives a fuller account of argumentation support than 
provided by many traditional CSCW perspectives that 
mainly look at the direct support of conversational 
moves. The approach may also contribute to the evo- 
lution of argumentation theory, as it allows for sophis- 
ticated argumentation models to be better tested in 
actual technologies, thus closing the theoretical- 


empirical cycle. 
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Socio-Technical 


Recommendations 


information systems to 


designing rapidly evolv- 

Define Technology Ing communication 

Argumentation Designs sys tems in which 
> 


change is the rule, not 
the exception. Here, we 
have only scratched the 
surface of a rich and 
exciting field of inquiry 
governed by a perspec- 
tive that can help rede- 
fine the models, 
methods, and systems 
urgently needed by an 
ever more complex and dynamic global society. By 
adding a language-action perspective to current systems 
development models and techniques, the vast potential 
of information technology could become much better 
realized in practice. @ 


GRASS 
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+ Consensus evaluation 
+ Informal resolution 


Identify 
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+ Norms, notification... 
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< By JUAN E. GILBERT > 


APPLICATIONS QUEST: 
COMPUTING DIVERSITY 


It helps admissions officers review 


college applicants holistically. 


ecently, two landmark cases chal- 
lenged the University of Michigan’s admissions poli- 
cies. In Grutter v. Bollinger, which focused on 
admissions to the university’ law school, the U.S. 
Supreme Court ruled 5—4 in favor of the law school’s 
admissions policy, which was designed to enhance 
the diversity of the student body. However, in Gratz 
v. Bollinger, by a vote of 6-3, the court reversed, in 
part, the university's undergraduate admissions pol- 
icy of awarding points for race/ethnicity. Here, the 
court decided that although race could be consid- 
ered in admission decisions, it cannot be the decid- 
ing factor. Although this decision appears to support 
affirmative action efforts, it severely limits how race 
can be used to achieve diversity goals. The Supreme 
Court thus ruled that diversity could be used in uni- 
versity admissions, but did not specify how this 
should be achieved. 


Rather than simply excluding any consideration of 


race/ethnicity from the admissions process, the route 
taken by many educational institutions, the Univer- 
sity of Michigan has chosen to implement an expen- 
sive and labor-intensive holistic evaluation process 
that incorporates race/ethnicity as a factor. In Michi- 
gan’s holistic review process, every application is read 
by different admissions counselors. Counselors rate 
each application as outstanding, excellent, good, aver- 
age/fair, or below average/poor. Additionally, the 
counselors give each application a recommended 
decision: high admit, admit, admit with reservation, 
deny with reservation, or deny [6]. Even though this 
process adheres to the Supreme Court’s rulings, there 
are no metrics in place to compare large numbers of 
applications. Counselors subjectively rate applica- 
tions. Therefore, when applications must be com- 
pared, there are no methods in place to effectively 
compare applications to determine the extent to 
which applications are alike or different. 


De 
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APPLICATIONS QUEST was developed to perform 
holistic comparisons between applications, yielding 
clusters of similar applications. 


In general, a holistic evaluation uses race as one of 
many attributes being considered by the university as 
part of its decision, yet all attributes play a role and no 
single attribute is the determining attribute. This 
raises several interesting questions regarding holistic 
application evaluation: How does holistic evaluation 
translate into practice? What techniques could best be 
employed to compare large numbers of applications? 
Can holistic evaluations be performed economically 
without sacrificing quality? In an attempt to address 
these and other issues associated with holistic evalua- 
tion, we have developed a new computer algorithm, 
Applications Quest, a dynamic software tool that 
clusters applications, thereby giving admissions pro- 
fessionals a new perspective on holistic evaluation. 
This new approach includes race/ethnicity as one of 
the factors considered, but does not assign a numeri- 
cal value to it and thus complies with the Supreme 
Court decision. 


CLUSTERING FOR DIVERSITY 

University admissions offices use applications to 
gather the same information about each applicant, 
ensuring that all applicants can be evaluated based 
on the same attributes. As the application represents 
every potential student, each university application 
is expected to contain pertinent information con- 
veying the most important details about each appli- 
cant. Following this principle, it is possible to define 
diversity using a holistic view of an application. 
From this perspective, diversity is observed when the 
selected group of applications is holistically diverse. 
This level of diversity can be obtained through clus- 
ter analysis. 

Clustering is the grouping of similar objects for the 
purpose of classification or categorization. Clustering 
is one of the most basic abilities of humans [1]. An 
intelligent being cannot treat every object as a 
unique entity unlike anything else in the universe. 
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Instead, he or she must put objects in categories so 
as to apply hard-won knowledge about similar 
objects encountered in the past to the object at 
hand. 

Clustering algorithms can be divided into two cat- 
egories: hierarchical and non-hierarchical. Hierarchi- 
cal clustering methods create clusters or groups by 
merging or dividing. These actions may occur in one 
of two forms: agglomeration or division [1, 2]. 
Agglomerative clustering methods form clusters by 
merging individuals and begin by assuming each 
instance in the collection population is an individual 
cluster. In the course of each processing cycle, two 
clusters are merged. This process continues until 
either there is only one cluster remaining that con- 
tains all instances in the population, or some other 
predefined stopping point has been reached, such as a 
specified number of clusters. The divisive clustering 
approach works in the opposite direction. It starts by 
assuming that all instances belong to one cluster. In 
each step of the process, a cluster is split into two clus- 
ters, until all clusters contain a single instance, or 
some other predefined stopping point has been 
reached, such as a specified number of clusters. 

Non-hierarchical clustering methods result in 
faster execution times compared to hierarchical meth- 
ods. The most common non-hierarchical method is 
k-means [1, 2, 7]. Before the k-means algorithm can 
be executed, the number of clusters is typically speci- 
fied, which is k. Initially, k-means begins by selecting 
k instances as centroids. A centroid is the most repre- 
sentative instance within a cluster. It is the instance 
within a cluster that has the shortest distance from all 
the other instances within the cluster. The centroid 
instances are typically selected at random, or this 
process may utilize some heuristic. Much like the 
divisive approach, all the remaining non-centroid 
instances are compared to each centroid. The non- 
centroid instances are placed in the cluster with the 
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Auburn University Graduate School Pilot Application Summary (754 applications and 75 clusters) 


Applicant Selection 


Run Chisters 


Run AQ 


Difference Index for all Applications 49.90% Standard Deviation 14 
Difference Index for Recommended Applications 2 per chister 52.96% Standard Deviation of 13 


INST1i_GPA: 
GRE_V: 433.981432 
GRE_Q: 624.376658 
GRE_A: 464.814324 
GMAT_M: 3.222812 

GMAT_TOTAL: 

TOEFL_SCORE: 


1.078276 


47.281167 
228.694960 


1 (259) 


CITY: Auburn (93), Chennai (27), Beijing (26) 


GMAT_V: 2.797082 
APP_TYPE: O (495), 
PROVINCE: (391), 
STATE: (410), 
COUNTY: (498), 
ZIP: 


CITIZENSHIP: 


Race: O (376), 


IN (191), 
IN (257), US (201), CH (164) 
GENDER: M (539), F (214), 
W (170), 


Andhra Pradesh (43), 
AL (128), 
NA (134), 41 (63) 

36830 (51), 36832 (41), 100083 (6) 
COUNTRY: US (397), 


NULL (59) 


CH (119) 


v(2) 
N (89) 


DEGREE: Master (537), Doctoral (216), 


MAJOR: COMP2 (494), 


Maharashtra (32) 


Docto (1) 
ELEC1i (85), COMP1 (5S) 


INST1: AUBURN UNIVERSITY (96), University of Madras (17), Jacksonville State University (8) 


INST1_MAJOR: Computer Science (289), 


Computer Science and Engineering (96), 


‘ A, 


Computer Engineering ( 


most similar centroid. At the end of each cycle, the 
centroids are recalculated for each cluster and the 
instances are redistributed until the centroids do not 
change. There are several variations of k-means, such 
as bisecting k-means [7], but they all follow this basic 


approach. 


ll 
clustering algorithms 
must utilize some dis- 
tance, or similarity, 
measure. Distance 
measures determine 
the distance or similar- 
ity between instances 
within a given popula- 
tion. These measures 
can be calculated using 
several methods, but 
the Euclidean distance 
is the most commonly 
used distance measure 
[2]. Euclidean distance 
is based on Pythagoras’ 


theorem, where instances are represented as points in 
an n-dimensional space. The distance between any 


Sample graduate school applications. 


Application 146 details 


INSTI_GPA: 3.30 
GRE_V: 550.00 
GRE_Q: 710.00 
GRE_A: 690.00 
GMAT_M: 0.00 
GMAT_TOTAL: 0.00 
TOEFL_SCORE: 0.00 
GMAT_V: 0.00 
APP_TYPE: 1 
CITY: Auburn 
PROVINCE: 
STATE: AL 
COUNTY: 41 

ZIP: 36830 
COUNTRY: US 
CITIZENSHIP: US 
GENDER: M 

Race: W 

DEGREE: Master 
MAJOR: ELECI 
INST1: Auburn 
University 
INST1_MAJOR: 


Electrical and Computer 


Engineering 


between the two points along 
each dimension. Euclidean dis- 
tance measures are used by clustering algorithms to 
determine distance or similarity, yielding a basis for 
comparison between instances, or objects, with the 


Figure 1. Applications 
Quest summary page. 


same attributes/characteristics. As a result, clustering 
algorithms can be applied to admissions applications. 


When holistic clustering is applied to admissions 


applications, the results yield clusters or groups of 


Application 59 details 


INST1_GPA: 3.90 
GRE_V: 490.00 
GRE_Q: 740.00 
GRE_A: 600.00 
GMAT_M: 0.00 
GMAT_TOTAL: 0.00 
TOEFL_SCORE: 0.00 
GMAT_V: 0.00 
APP_TYPE: 1 
CITY: Auburn 
PROVINCE: 
STATE: AL 
COUNTY: 41 

ZIP: 36830 
COUNTRY: US 
CITIZENSHIP: US 
GENDER: M 

Race: W 
DEGREE: Master 
MAJOR: ELECI 
INST1: Auburn 
University 
INST1_MAJOR: 


Electrical and Computer 


Engineering 


Application 477 details 


INST1_GPA: 0.00 
GRE_V: 540.00 
GRE_Q: 800.00 
GRE_A: 0.00 
GMAT_M: 0.00 
GMAT_TOTAL: 0.00 
TOEFL_SCORE: 637.00 
GMAT_V: 0.00 
APP_TYPE: 0 

CITY: Hangzhou 
PROVINCE: Zhejiang 
STATE: NULL 
COUNTY: 

ZIP: 310027 
COUNTRY: CH 
CITIZENSHIP: CH 
GENDER: F 

Race: O 

DEGREE: Doctoral 
MAJOR: COMP2 
INST1: Zhejiang 
University 
INST1_MAJOR: 
Computer Science and 
Engineering 


similar applications. The 
table here gives an illustra- 
tion of three graduate school 
applications. Using holistic 
clustering, it is easy to see 
that applications 146 and 59 
are more similar by compar- 
ing each attribute, such as 
INST1_GPA, and GRE_V, 
GRE_Q, across each appli- 
cation. Comparing the three 
applications is fairly easy. 
However, when hundreds or 
thousands of applications 
have to be compared or 
when the similarity between 
applications is not so appar- 
ent, this task becomes physi- 


cally impossible for a human admissions counselor. 


Consequently, Applications Quest was developed to 


two points in an n-dimensional space is calculated as 


the square root of the sum of the squared sides 
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perform holistic comparisons between applications, 
yielding clusters of similar applications. 

Applications Quest is a software tool that uses 
hierarchical clustering approaches to holistically com- 
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attributes are those that do 

not have a numeric base but exist in name only, such 
as race/ethnicity, gender, first-generation student, and 
major. Before processing, all numeric attributes are 
scaled to values between 0 and 1. Opinion attributes 
are assigned ratings by the admissions counselors 
between 1 and 10, which are later scaled to values 
between 0 and 1. This scaling provides a basis for 
comparison between attributes and ensures that all 
values are on the same numerical base. The nominal 
attributes are not assigned values but are handled dif- 
-ferently from the numeric and opinion attributes. 
Applications Quest uses a squared Euclidean distance 
measure. The squared Euclidean distance measure is 
the Euclidean distance, but the final square root is 
omitted, which saves one operation. When two appli- 
cations are compared, the numeric and opinion 
attributes are treated identically, in that the sum of the 
squared difference between the scaled values is com- 
puted. When considering nominal values, the 
attribute values are either the same or different, yield- 
ing O for identical attribute values or 1 for different 
values. Using the squared Euclidean distance mea- 
sure, Applications Quest computes a similarity 
matrix. 

Applications Quest compares every application to 
every other application and places the result of each 
comparison into a database table called the similarity 
matrix. The similarity matrix contains an entry for 
every comparison and the similarity between each 
pair of applications. This is computationally expen- 
sive because it must consider all combinations, nCr = 
n! / (n - 1)! r!, where n is the number of applications 
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and r represents the number compared at a time. 
Given a pool of 1,000 applications compared two at 
a time, 499,500 comparisons are required to build the 
similarity matrix. The similarity matrix should not be 
avoided when holistically comparing applications. 
Once the similarity matrix has been built, Applica- 
tions Quest applies one of the aforementioned clus- 
tering algorithms. 

Applications Quest’s processing is initiated by the 
user who specifies the number of clusters and the 
number of applications that Applications Quest will 
recommend for admissions from each cluster. Next, 
Applications Quest builds the similarity matrix and 
applies an agglomerative or divisive clustering 
approach to the application pool. 


he divisive clustering approach begins 
by identifying the two most different applications 
using the similarity matrix. These two applications 
are used to split the pool into two clusters and are 
thus the centroids. All other applications are placed in 
one of the two clusters surrounding the selected two 
applications based on their distance/similarity to 
either of the centroids. Once all the applications have 
been placed in one of the two clusters, the largest clus- 
ter is selected and split again using the divisive 
approach by selecting the two most different applica- 
tions within the selected cluster as centroids. This 
process continues until the specified number of clus- 


ters has been obtained. 
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Figure 3. Cluster 
summary table. 


PROCESSING THE APPLICATIONS 

After the applications have 
been placed into clusters, the 
admissions counselors can view the results using 
Applications Quest’s cluster visualization interface. 
Figure 1 is the summary page of the visualization 
tool and contains information about all the applica- 
tions. In the example shown, 754 applications are 
divided into 75 clusters. Applications Quest recom- 
mends two applications from each cluster, as speci- 
fied by the user. The recommended applications are 
selected from each cluster such that they optimize 
the Difference Index, which is defined as the average 
difference between applications. This measures the 
degree of difference within clusters and for the entire 
application pool. The larger the Difference Index 
value, the greater the difference between applica- 


tions. For example, two completely opposite appli- 
cations will have a Difference Index of 100%, vs. 0% 
for two identical applications. 

In Figure 1, the Difference Index is 49.90%, with 
a standard deviation of 14. The Difference Index for 
the recommended applications is 52.96%, with a 
standard deviation of 13. Notice the Difference Index 
for the recommended applications is larger than the 
Difference Index for the applications pool. This illus- 
trates how Applications Quest optimizes the Differ- 
ence Index by selecting the N most different 
applications from each cluster, where N is the number 
of recommended applications per cluster specified by 
the user. Furthermore, the summary view gives the 
overall average for each of the numeric and opinion 
attributes, such as INST1_GPA of 1.078276. The top 


three values for each nominal attribute are also given. 


IT RECOMMENDS applicants who should be given 
strong consideration for admission while ensuring that 
these applicants optimize the Difference Index. 
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For example, the CITIZENSHIP attribute is a nom- 
inal attribute, with 257 applicants from India, 201 
from the U.S., and 164 from China. 

Applications Quest includes a navigation frame, 
shown on the left of Figure 1, containing a list of all 
the clusters, ordered by the number of applications 
within each cluster. In the Figure 1 example, Cluster 
42 has 18 applications and Cluster 0 has 17 applica- 
tions. When the user selects a cluster in the navigation 
frame, the summary results for that cluster are dis- 
played in the content frame. 

Figure 2 illustrates the summary view for Cluster 
42. Notice the Difference Index within Cluster 42 is 
23.61%, with a standard deviation of four. The sum- 
mary results are presented using the same format as 
the applications summary. However, the cluster sum- 
mary also contains an additional table at the bottom 
of the content frame, as shown in Figure 3. Every 
application that is a member of Cluster 42 appears in 
one row of the cluster summary table. 


ADMISSIONS DECISIONS 

Now that admissions counselors have a powerful 
visualization tool in Applications Quest, how will 
they use it? How does this tool help them in the 
decision making process? 

Recall that the U.S. Supreme Court rulings 
deemed diversity a worthy goal for institutions of 
higher education. The rulings also stated that 
race/ethnicity could be used as part of the decision 
making process, although race could not be the deter- 
mining factor, nor could it be assigned points [3, 4]. 
Applications Quest holistically compares applications 
and places them in a specified number of clusters 
based on their similarity. During this process, 
race/ethnicity is defined as a nominal attribute. 

When race is compared between two applications, 
it is not given any preferential consideration by 
assigning it some predefined weight. Race/ethnicity is 
measured based on its similarity, just as any nominal 
attribute. Applications Quest provides admissions 
counselors a specialized view based on holistic clus- 
tering of their applications pool. It recommends 
applicants who should be given strong consideration 
for admission while ensuring that these applicants 
optimize the Difference Index. The counselors can 
then use the recommendations to narrow their admis- 
sions search. For example, admissions counselors 
enter all the applications that meet some minimum 
admissions requirement into the Applications Quest 
database. 

Next, the counselors specify the number of appli- 
cations that Applications Quest should recommend 
for admission. The counselors execute Applications 
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Quest, review the recommended applications, and 
admit students from the recommended application 
pool or simply admit selected students from each 
cluster. Therefore, admissions counselors are able to 
use Applications Quest to narrow their search space 
and achieve diversity. 


CONCLUSION 

The U.S. Supreme Court has ruled that race can be 
considered in university admissions decisions. How- 
ever, it did not specify exactly how race should be 
used. Applications Quest allows university admis- 
sions counselors to cost-effectively and holistically 
evaluate applications and consider race/ethnicity as 
one of the application attributes. 

Applications Quest is undergoing an extensive 
pilot study in which it is being used to measure the 
diversity obtained from various universities using 
their existing admissions policies. Diversity is being 
measured using the Difference Index developed for 
this project. The Difference Index of admitted stu- 
dents is being compared to the index for those that 
Applications Quest recommends. The results of the 
study will reveal the degree to which admissions deci- 
sions would be different using Applications Quest 
and whether this approach can be used effectively to 
measure diversity. @ 
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> By ROBERT C. BEATTY and CRAIG D. WILLIAMS 


ERP II: BEST PRACTICES FOR 
SUCCESSFULLY IMPLEMENTING 
AN ERP UPGRADE 


An ERP upgrade ts deceptively complex and can be daunting ~ 
espectally for organizations tgnorant of the massive 
effort requtred to do tt correctly. 


‘On of the most important IT-enabled business innovations 
during the past decade has been the emergence of enterprise resource plan- 
ning (ERP) systems. Lured by guarantees of improved business productivity, 
streamlined business operations, and increased cost savings, organizations 
worldwide have launched initiatives to integrate ERP systems into their 
existing business environments. One study of mid-size to large companies 
conducted by AMR Research found that 67% of these companies are imple- 
menting some form of ERP, while another 21% are evaluating potential 
ERP systems solutions. As a growing number of companies adopt ERP sys- 
tems, ERP systems implementation and upgrades are identified as one of the 
top five IT priorities among global CIOs according to independent surveys 
conducted by Morgan Stanley [9] and Deloitte & Touche/IDG Research 
Services Group [1]. 

Organizations worldwide continue to allocate a considerable portion of their 
IT budgets toward either completion of their initial ERP system installations 
or upgrades to their existing systems. A recent study by AMR Research indi- 
cates the enterprise application market is expected to grow from $47.8 billion 
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in 2004 to $64.8 billion by 2009. The study found 
that 71% of surveyed firms expect to increase spend- 
ing over the next 12 months, with an average 
increase of 14.6% [8]. These statistics suggest orga- 
nizations are overwhelmingly satisfied with their 
decisions to invest in ERP; however, published 
reports indicate the successful implementation of 
ERP continues to be a challenging and sometimes 
frustrating experience. 

Many organizations that have committed signifi- 
cant organizational and financial resources to their 
ERP initiatives have encountered unexpected system 
implementation challenges. One survey of ERP proj- 
ect managers found that 40% of respondents failed to 
achieve their original business case even after being 
live for a year or more; meanwhile, more than 20% of 
managers stated that they actually shut down their 
projects before completion [6]. Often, failure of these 
ERP implementations has been blamed in large part 
on poor project management, but numerous articles 
document the variety of organizational, operational, 
and technical challenges contributing to the low suc- 
cess rate of ERP projects [2, 4, 7, 11]. 

Factors that range from weak project leadership to 
minimal employee product training have resulted in 
many ERP projects being delivered late and over bud- 
get with costs that were on average 25% over their 
original budgeted amount [6]. The cost of a typical 
ERP implementation in a Fortune 500 company was 
estimated as between $40 million and $240 million 
according to AMR Research. However, a study of 
large business enterprises found that these firms have 
spent on average $48 million to date on ERP projects 
that are only 61% complete [3]. 


: f hile many firms are still in the process of 


stabilizing their restructured IT infrastructures and 
adapting to their newly reengineered business 
processes as a result of their initial ERP implementa- 
tions, some organizations are already looking to 
upgrade their current systems. In a survey of IT pro- 
fessionals implementing SAP conducted by Larsten 
Business Reports in 2003, an estimated 45% of 
respondents indicated that their organizations were 
actively investigating plans to upgrade their ERP sys- 
tems. Business executives have indicated that the dif- 
ficult decision to fund an initiative to upgrade their 
initial ERP application implementation (such as ERP 
II) is being guided by both internal and external busi- 
ness pressures on their organizations. ERP II has 
become a push-pull project decision. 

Organizational push. The top business executives 
who spent significant organizational funds to estab- 
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lish an initial ERP architecture are anxious to leverage 
this investment to quickly garner additional business 
value. Many organizations are looking to expand the 
capabilities of their systems by integrating new mod- 
ules, or add-ons, into their core ERP system imple- 
mentations. Much of the pressure to add new 
modules to their ERP systems seems to arise about six 
to 12 months after an organization has gone live with 
its initial ERP implementation. During this period, 
organizations begin to realize direct business benefits 
from their initial ERP investments. As organizations 
reap the financial, operational, and competitive bene- 
fits from their initial system implementations, they 
start to explore new avenues to further utilize the 
business value of their ERP systems. Top manage- 
ment believes a greater investment in their ERP sys- 
tem will result in an even greater return on that 
investment. 

Vendor pull. Organizations are also being strongly 
persuaded by their ERP software provider to upgrade 
to newer versions or releases of their application 
suites. ERP vendors pressure organizations primarily 
as a result of their product financial pressures. In 
order to improve the functionality and quality of their 
software offerings, ERP application vendors continue 
to develop updates for their product suites. 

A recent study by AMR Research indicates the 
average time between software upgrades has shrunk 
from three years in the early 1990s to 18—24 months 
today. Although ERP vendors must continue to 
enhance their product to remain competitive, these 
vendors simply cannot afford to support simultane- 
ously a large number of versions of their applications 
suite over an extended period of time. To address this 
financial challenge, many ERP software providers are 
now issuing de-support dates for earlier releases, at 
which time the ERP vendor tells clients that older 
versions of the ERP will not be supported after a 
selected date. Organizations with older versions of 
the ERP product suite are then faced with the diffi- 
cult decision of either upgrading their ERP system or 
risking total responsibility for maintenance of their 
ERP systems. 

Although ERP product vendors and organizational 
leadership may be enthusiastic about launching an 
ERP II initiative, members of the project teams 
responsible for the completion of the IT project that 
the Wall Street Journal characterized as a “root canal 
for your organization” may have some well-founded 
concerns and trepidations about beginning this 
endeavor. In order to avoid many of the organiza- 
tional, cultural, and operational challenges that 
plagued the vast majority of initial ERP implementa- 
tion projects, ERP project teams are looking to learn 


from the experiences of other organizations that have 
already completed their ERP upgrade projects. The 
project recommendations selected for inclusion in 
this article represent a summary of the eight impor- 
tant findings from various case studies and research 
efforts on the ERP upgrade process. The purpose of 
this article is to provide organizations considering 
undertaking an ERP upgrade initiative with some of 
the best practices as identified by firms that have 
completed their ERP II projects. The goal of this arti- 
cle is to give members of ERP II project teams proven 
and practical recommendations for successfully com- 
pleting an ERP system upgrade from planning to 
implementation. 

Finding #1. Build your business case on new func- 
tionality. The vast majority of firms that chose to 
undertake ERP projects based their decision on ven- 
dor promises that their organizations would realize 
significant cost savings in their core business 


to fully complete an ERP II project varies based on a 
myriad of technical, organizational, and operational 
factors, on average an ERP II project costs 18% of the 
initial ERP project cost, according to one report by 
AMR Research. Another study by Gartner found 
ERP upgrade projects can cost as much as 30% of the 
original ERP implementation price and can take more 
than a year to complete as companies restructure their 
business processes and update their technology infra- 
structures. Organizations that fail to treat the upgrade 
as a new development project invite disaster by intro- 
ducing otherwise avoidable mistakes into the effort. 
The most common resulting mistakes are limiting 
project planning time, rushing to implement system 
changes, and failing to thoroughly test all facets of the 
updated ERP environment. Firms that use proven sys- 
tems development methodologies that are both well 
known and readily accepted by organization employ- 
ees reduce the risk of the types of mistakes associated 


To build a successful business case for funding an ERP I] project, organizations 
must stop using cost savings as their sole motivation and instead focus on selling the 
business benefits to be gained by adding enhanced functionality. 


processes. Since many firms are still waiting to see tan- 
gible business benefits from their initial investments, 
organizations are justifiably reluctant to undertake a 
project to upgrade a system they had difficulty imple- 
menting successfully. These concerns are evident in a 
study by AMR Research that found organizations 
spent more time selling the project internally and 
obtaining project funding than they did actually 
doing the ERP upgrade. In order to build a successful 
business case for funding an ERP I] project, organiza- 
tions must stop using cost savings as their sole moti- 
vation and instead focus on selling the business 
benefits to be gained by adding enhanced functional- 
ity. Organizations that have made compelling busi- 
ness cases for funding ERP II projects cited the 
addition of new system functionality as the primary 
project benefit. Much of this new functionality comes 
in the form of modular add-ons such as the com- 
monly selected Web portals, data warehouses, and 
customer management systems. 

Finding #2. Treat the upgrade like a new project. 
Because the perception of an ERP II initiative seems 
more like a technical maintenance effort than a true 
system development project, many organizations 
underestimate the time and resources required to suc- 
cessfully complete the project. While the total effort 


with this important upgrade initiative. 

Finding #3. Keep the team together. Organizations 
should make every effort to have the same team of 
key employees who planned and implemented the 
firm’s initial ERP system to plan and implement the 
firm’s upgrade project. Though potentially unpopu- 
lar with the members of the project team who spent 
countless hours getting the initial ERP system up and 
running, team continuity is an essential factor for 
project success. Assembling a new project team or 
rotating new members into the team will serve only 
to slow progress on the project since these new team 
members must take time to become acquainted with 
all aspects of the initial ERP project. Additionally, no 
one in the organization will be better qualified to 
evaluate the impact an ERP system upgrade will have 
on the firm’s existing ERP system than the individu- 
als who implemented the existing system. The vast 
knowledge and experience team members gain dur- 
ing the initial ERP project will prove invaluable to 
reducing the overall cost and time required to com- 
plete the ERP II project. 

Finding #4. This is a business project, not an IT proj- 
ect. While the majority of the time required for com- 
pletion of the original ERP implementation project is 
allocated to the IT department, the time required to 
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successfully upgrade the system shifts to the business 
units. The IT consulting firm Reilly and Associates 
tracked the number of hours required for a mid-size 
manufacturing firm to upgrade its ERP system and 
found the manufacturing systems staff absorbed 43% 
of the project time and the finance department 
accounted for an additional 12% of project hours. 
The reason for the shift in hours from IT personnel 
to business personnel is simple—system ownership. 
Once all of the technical and operational issues are 
resolved by the organization’s IT staff on the initial 
ERP installation, it becomes the responsibility of the 
business units to begin maximizing the business 
value from the system. This responsibility carries 


infrastructure, ERP upgrade projects can become an 
expensive proposition. Organizations should work 
closely with their product vendor to uncover any hid- 
den infrastructure costs prior to the start of their 
upgrade project. 

Finding #6. Un-customize customizations. During 
the initial implementation of an ERP system, many 
organizations choose to customize the standard ERP 
software modules to meet implementation dates and 
to match their unique business requirements. 
Although most organizations that implement ERP 
make some customizations to a vendor's basic product 
offering, many make the mistake of over-customizing 
their application modules in attempt to appease the 


Custo mizations that must be carried over from one 


version of enterprise software to the next are the biggest technology headache and 
ROI killer that CIOs face in upgrades. 


over to all ERP upgrade projects. The business side is 
responsible for determining the business case for the 
ERP upgrade. Only the business units can readily 
establish the timetable for planning, installing, and 
testing the upgrade to minimize disruption to critical 
business operations. Also, only the business units can 
correctly identify how much training will be required 
for the employees impacted by the upgrade. Organi- 
zations unable to gain the full support of the business 
units that are critical to the success of the project 
should seriously consider delaying any ERP upgrade 
initiative. 

Finding #5. Watch for hidden infrastructure costs. 
Many organizations mistakenly think the vast major- 
ity of their ERP upgrade project costs will be soft- 
ware- and labor-related. Organizations may forget 
that updated software provided by their ERP vendor 
includes new system functionality intended to 
improve the competitive value of the product. In 
order to fully leverage the new capabilities available in 
an upgraded ERP system, organizations may be 
required to make further modifications and additions 
to their established IT infrastructure. One study by 
Gartner found that if organizations upgrade from 
SAP R/3 version 3 to version 4, each computer that 
uses the software will require 87% more CPU speed, 
72% more memory requirements, and 33% more 
storage space. Depending on an organization’s current 
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end users of the system. This tendency to over-cus- 
tomize can be expensive and consume internal 
resources. For example, each maintenance release 
requires an organization to evaluate effects of changes 
in the core application on customizations. Dealing 
with customization issues during an upgrade requires 
approximately 80% of a software developer’s and 
66% of a business analyst’s time and effort. An orga- 
nization must carefully determine the appropriate 
customizations and connections with third-party soft- 
ware on the new version. Customizations that must 
be carried over from one version of enterprise soft- 
ware to the next are the biggest technology headache 
and ROI killer that CIOs face in upgrades [5]. There- 
fore, organizations must carefully review the new 
functionality added to each new release of their ERP 
application suite to determine if specific company- 
developed customizations can be eliminated during 
the upgrade process. 

Finding #7. Test like your organization’ future success 
depends on it. Many organizations know that some 
level of testing is required before implementing a new 
release of the vendor's ERP product. An organization 
must carefully consider how the new functionality 
provided in the upgraded system applications affects 
both its existing enterprise application systems and its 
long-established business processes. What new hard- 
ware and software components will be needed to suc- 


cessfully implement the new software upgrade? What 
core business processes must be changed to accom- 
modate this new version? What front-end and back- 
end changes must be made to the organization’s 
existing business applications? Are there specific 
industry or legal requirements the organization 
should consider during this effort? All of these ques- 
tions highlight the importance of rigorously and 
thoroughly testing all ERP product upgrades. To 
ensure all systems are fully accommodated under the 
upgrade, research shows that the testing of an ERP’s 
integration must be done from a process-oriented 
perspective. 


Eo companies recommend that 
instead of plugging in dummy data and moving it 
from one application to the next, those who will uti- 
lize the system should directly participate in testing. 
The first few iterations of such a testing strategy will 
reveal “show stoppers” that can be disastrous for the 
success of the upgrade. The latter iterations are used 
to improve overall system performance. Finally, before 
implementing the new release, organizations should 
test in parallel with the current system. Tracking and 
comparing the results can help to determine where 
trouble spots may be hiding. 

Finding #8. Don’t skimp on training. The focus for 
many organizations implementing and upgrading 
ERP systems has been the resources required to con- 
struct the system (such as money, people, and tech- 
nology), and the anticipated business value the system 
will provide to the firm. Equally important, however, 
is that users are able to utilize the new system to per- 
form their job functions. Staff training is, therefore, a 
critical component for success. Yet proper investment 
and training is often overlooked and at times critically 
underfunded. The true benefits of upgrading an ERP 
system cannot be realized if users are not using the sys- 
tem properly. Benchmarking Partners conducted a 
study that found that even though ERP training aver- 
aged 8% of the total project cost, the actual training 
costs range up to 30% of total costs. System users 
must understand how the ERP system should be inte- 
grated into the overall company operation [10]. Orga- 
nizations should consider designating an employee to 
be responsible for periodic meetings with the func- 
tional users to discuss problems with the new system. 
As problems are identified and resolved, organizations 
should provide new training. To this end, education is 
arguably the most important and widely recognized 
critical success factor of this process. The users’ under- 
standing and “buy-in” of the system are two essential 
factors for continued success. 


CONCLUSION 

The completion of an ERP upgrade project can be a 
deceptively complex and often daunting undertak- 
ing for organizations that fail to fully recognize the 
time and effort required to successfully complete this 
critical business initiative. Much like the organiza- 
tion’s initial ERP implementation project, a myriad 
of technical, processing, and operational challenges 
once again warrant careful planning and considera- 
tion by the members of the project team throughout 
all phases of the upgrade project. The purpose of this 
article is to provide organizations with a list of the 
eight most common recommendations suggested by 
organizations that have already completed at least 
one upgrade to their initial ERP implementation. 
Organizations in the process of launching their first 
ERP II project should remember to integrate the 
eight best practices listed in this article into their 
project plan to deliver a quality system on time and 


within budget. @ 
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By MAZLIZA OTHMAN and RODZIAH LATIH 


Women in Computer Science: 


NO SHORTAGE HERE! 


The dwindling number of women pursuing a degree in CS 


ld a growing frustration for many countries around the globe, 
but in Malaysia female CS/IT students outnumber the males. 


What accounts for this dichotomy? 


There are many studies tracing the declining 
number of women interested in pursuing a 
CS/IT degree, most of which were conducted 
in Europe and the U.S. Generally, these stud- 
ies find that young women do not find CS an 
attractive career option, that women choose 
not to continue with computer subjects as 
often as men do, and that women in CS pro- 
grams tend to terminate their training earlier 
than men [2, 4, 6]. In Australia, fewer women 
are employed as IT professionals; indeed, it is 
estimated the ratio of females to males in IT is 
1:9 [10]. Young females in many parts of the 
world perceive CS as a masculine field—a 
perception we contend is not shared by their 
Malaysian counterparts. 

Table la shows the number of Malaysian 
female and male students pursuing a bachelor’s 
degree in CS (B. CS) and bachelor’s in IT (B. 
IT) from the 1998/1999-—2005/2006 academic 
sessions. The percentage of female students 
often exceeds the number of male students. In 
cases where the percentage of male students is 
higher, the difference is always less than 10%. 
Table 1b shows the number of students who 
withdrew from and who failed the bachelor 
programs. The numbers are small, but in both 


cases the casualty rate for male students is 
higher. Table 1c notes there is little difference 
in the number of Malaysian female and male 
students pursuing a master’s degree at the Uni- 
versity of Malaya; in fact, the only noticeable 
distinction is in the Ph.D. program (Table 1d) 
where the number of male Ph.D. students 
often exceeds the females. 

Our study attempts to determine if there is 
indeed a difference in the way Malaysian males 
and females perceive CS. Our hypothesis is 
that CS/IT is not viewed as a masculine field 
by young Malaysians; a key reason why this 
nation does not encounter the problem of too 
few young females interested in pursuing a 
degree in CS or IT. 

Previous studies have identified the follow- 
ing as the reasons why CS is not attractive to 
young females: 


¢ Traditional socialization and traditional 
roles of the sexes [4]; 

* Classification of CS as a science [3]; 

¢ Computer games and educational software 
are designed predominantly with boys in 
mind [3]; thus, boys become more familiar 
with computers and gain better computer 
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200 ! oe 


pele aaa 8 


127 46 


- 2003/2004 0 


2002/2003 0 


skills than girls, which is an advantage when they 
attend college; 

¢ Gender discrimination and low self-esteem [3]; 
and 

¢ Lack of mentoring and role models [6]. 


We designed a questionnaire partly based on Sack- 
rowitz and Parelius's work [7] to determine if Malaysian 
students have a different perception of CS. If so, does 
this lead to different attitudes toward CS among young 
Malaysian males and females. Our questionnaire was 
distributed to Malaysian undergraduate students study- 
ing for a degree in CS/IT at the University of Malaya 
(74%) and Universiti Kebangsaan Malaysia (26%). The 
results presented here are based on the response of 118 
students (53% of which were female) within the age 
range of 20-30 (97%). 

While a few of our findings are similar to those car- 
ried out by previous studies, others are significantly dif- 
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2003/2004 86 59 60 4l 82 56 


167 52 156 48 _ 130 67 


~ Table 1. The number of male and female 

students who choose and continue with—or 
| fail/withdraw from—CS/IT programs at the 
University of Malaya. 


ferent. Note that z-tests were carried 
out at the significance level of 0.05. 

Computer and programming 
skills. We asked respondents to 
rate how competent they felt their 

computer skills were prior to start- 
ing their degree program. They 
_ were asked about their familiarity 
with programming constructs 
(Table 2a). In all cases, male stu- 
dents were more familiar with pro- 
gramming constructs and the 
z-test indicates significant differ- 
ences. We also asked respondents 
to rate their familiarity with vari- 
ous operating systems, program- 
ming languages (we chose Pascal, 
C, and C++ because these are the 
programming languages often 
taught in schools) and applications 
(Table 2b). Once again, there was 
a significant difference in the level 
of competency between female 
and male students. Male students 
feel they are more competent in 
using computers prior to starting 
their degree program. This finding 
agrees with [7]. 

Skill acquisition. We asked 
respondents to specify how they 
acquired their computer skills (in 
high school, self-taught, private classes, books/maga- 
zines, friends, family, job, or by hacking) prior to 
beginning their degree programs. The only significant 
difference is that more male students acquire their 
skills by learning on their own. This finding is unlike 
[7], which establishes a significant difference in skill 
acquisition through self-taught, hacking, or job-based 
activities or from books and magazines. 

Mathematics. Since the association of CS to math- 
ematics and science was found to deter women from 
pursuing a CS program in [3, 4], we asked respon- 
dents their mathematic grades for SPM (the equiva- 
lent to O-levels) and STPM (equivalent to A-levels). 

Our findings show there is no significant difference 
in mathematical competency between male and 
female students. Of the female respondents, 87% 
received a distinction for mathematics compared to 
85% of the males in SPM, while 24% of the females 
received an A compared to 29% of the males for 


STPM. In fact, when 
asked whether they “liked 


mathematics,” 51% of “if-else 
the females “strongly “while / for 
agreed” compared to “array 
33% of the males. *procedure / function 


Indeed, the z-test indi- pointers 


cates a significant differ- 
ence in the attitude 
toward mathematics, with 
female students ranking a 
higher appreciation. 
While this finding does 
not disprove that females 
avoid majoring in CS/IT 
because of its association 
with mathematics and sci- 
ence, it does prove that 
young females in Malaysia 
have a markedly different 
attitude toward mathe- [ips 
matics compared to their 
Western counterparts. 
Our experience, however, 
indicates that mathemat- 
ics and science are not 


rene 
* Word processor 


*Database 


“Windows 
SURBOLIRUX 
Pascal 


“*Spreadsheet 


| enjoy a challenging environment 
“Computers are fun 

*Computer science / IT is suitable for women 

| was prepared for the program. 

__ Other people seem more prepared 

Tike mathematics 

| can program well 

~ “Iwill work in the computer/IT industry after graduating 


To the statement “Men 
are more skilled than 
women in using comput- 
ers,” 15% of the females 
and 35% of the males 
strongly agreed; 29% of 
the females and 19% of 
the males agreed; 42% of 
the females and 30% of 
the males mildly disagreed. 
The z-test shows no signif- 
icant difference in the per- 
ceived computer skills of 
men and women, unlike 
the finding of [2] and [9] 
that both females and 
males believe males are 
better at computing. 

Computer ownership 
and course outcome. We 
asked respondents their 
monthly household income 
and found little difference: 
21% of the females and 
20% of the males live in 
households with incomes 


factors that influence JST ETE less than RM1,000 ($265) 
whether a student chooses nes sil per month; 28% females 
to major in CS/IT. and 26% males live 

Perception toward with incomes between 


CS/IT. We asked the 
respondents to rate their agreements to a set of state- 
ments (Table 2c). In cases where there is a significant 
difference between the response of female and male 
students, female students are found to have a more 
positive attitude. For example, 37% of the females 
strongly agreed that CS/IT is suitable for women com- 
pared to 5% of the males; 56% of the females agreed 
that CS/IT is suitable for women compared to 40% 
males. When asked if they will work in the CS/IT 
industry upon graduation, 44% of the females strongly 
agreed compared to only 29% of the males. And 71% 
of the females strongly agreed that 
computer skills are important 
compared to 56% of the males. 
This finding indicates that female 
students do not experience demor- 
alization while pursuing their 
study and are more certain they 
will pursue a career in the CS/IT 
industry upon graduation. 


Table 3. Grade obtained for programming 
courses. 


RM1,001-RM5,000 ($1,326) 
per month, and 5% females 
and 1% males are 
from households with 
RM5,001—RM10,000 ($2,652) per month. More- 
over, we found a small difference between computer 
ownership of male and female students (94% versus 
88%, respectively). 

We asked students their grades for programming 
courses taken (note that none of the male respondents 
had taken the assembly programming course) and 
found no significant difference in programming 


Table 2. Mean of responses 
(* z-test indicates a significant 
difference). 
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| professors are females. At Univer- 

| siti Kebangsaan Malaysia, 66% of 
| the lecturers at the Faculty of Tech- 
, nology and Information Science 
| are female as are 40% of Ph.D. 
holders. Given this scenario, 
| female students associated with 
these two faculties are clearly not 
lacking female mentors or role 


Figure 1. Mathematics results. 


achievements with the excep- 

tion of data structure. This | go% 
finding contradicts [7] that 50% 
found women underrepre- 
sented among the highest 
achievers. 10% 

Although male students  %*maxG 

acquired some programming spinen 
skills prior to starting their 
degree program, this advantage 
does not translate to better per- 
formance compared to their female counterparts, 
another finding in opposition to [7], which claims 
prior familiarity with programming concepts is a suc- 
cess factor among male students. Our finding agrees 
with Margolis [5] who found no correlation between 
prior experience and success. Our findings also show 
that even though male students spend significantly 
more time playing computer games, programming, 
and hacking, these activities do not result in outpac- 
ing female students, which implies the amount of 
time spent at the computer is not a measure of how 
well one performs academically. 


Female Bi Male 


Disagree 


Figure 2. “I like 
mathematics.” 


CONCLUSION 

Our findings lead us to conclude there is no gender 
bias with regard to how CS/IT is perceived by young 
Malaysians. Even though male students often started 
their bachelor degree program with more computer 
skills, its does not result in male students outper- 
forming female students. Neither are females under- 
represented among the high achievers. Female 
students are also more certain they will pursue a 
career in computer/IT industry compared to male 
students. 

While the lack of female role models or mentors in 
the field has been cited as a demotivating factor for 
female students in the U.S. and Europe, this is not a 
problem for Malaysian females. The dean of Faculty of 
CS & IT at the University of Malaya was a woman, 
and three out four department heads are currently 
women. Of the faculty lecturers, 61% are female as are 
73% of the Ph.D. holders. Nine out of 12 associate 
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Mildly 
disagree 


models, and are assured that pur- 
suing a career in CS/IT is a normal, 
indeed, unremarkable option. 

We conclude that young 
Malaysians have a different percep- 
tion of CS/IT compared to the 
Western world. Young women per- 
ceive CS as a technical and difficult 
subject because that view has been 
ingrained in them since childhood. 
If steps are taken to remedy this, it 
is possible to overcome the shortage of women in CS 
and IT programs that ultimately lead to the shortage 
of women pursuing a career in this field. @ 


Agree 


Strongly 
agree 
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Using Bulletin Boards in an 
Educational Setting 


Examining the benefits associated with the use of threaded 
message postings systems. 


nline bulletin boards 

(threaded message post- 

ings) are widely used in 

many organizations. 
Many firms use them to share 
information with customers, sup- 
pliers, and employees and to pro- 
vide support services. Bulletin 
boards can be an important tool 
in distance education and tradi- 
tional classroom-based teaching. 
They can be used to discuss cases 
or readings, to communicate 
with and among participants, 
and to improve the productivity 
of group assignments. 

Used properly, bulletin boards 
can be extremely effective; mis- 
used, participants can easily 
become frustrated. We have used 
bulletin boards in our traditional 
classes for nine years and in dis- 
tance education for six years. 
Over time, we have learned how 
to make the best use of this tech- 
nology for different tasks, in dif- 
ferent environments, and with 


different types of students. 


The advantages of bulletin 
boards include: 


¢ Students can participate in dis- 
cussions while traveling for work. 
¢ All students typically participate 
in the discussion, a rare occur- 
rence in class. This is particularly 
helpful in getting foreign students 
to participate. 

¢ The quality of the discourse is 
better than in-class discussions. 
Most of the comments/argu- 
ments are better articulated and 
students can support their posi- 
tions by linking to Web sites. 

¢ More issues can be considered 
during an online discussion than 
in a typical class session. 

¢ Students develop written com- 
munication skills. 

¢ Students can discuss cases or 
work in groups without regard to 
schedules or time zones. 


However, students and instruc- 
tors spend more time on bulletin 
board discussions than they do for 
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a similar in-class discussion. Stu- 
dent surveys suggest that online 
case discussions require twice the 
time required for an in-class dis- 
cussion. For faculty, the demands 
can be even greater. 

There are a variety of require- 
ments necessary to set up and use 
a bulletin board system effectively, 
as described here. 


SOFTWARE REQUIREMENTS 

Bulletin board software, at a 
minimum, enables participants 
to post messages on a Web site 
that others can view. Messages 
that are posted remain until the 
board owner deletes them. Soft- 
ware to host and manage bul- 
letin boards has become quite 
sophisticated. It allows board 
administrators to easily set up 
public and private boards, con- 
trol the discourse, and gather 
usage statistics. Participants can 
search for content based on key- 
words, view only new messages, 


and upload files. 
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Bulletin board discussions, whether they are topical or case-related, 
must be set up carefully and must be supervised. 


POST REFRESH SEARCH CHAT PAGE MARKREAD MORE... HELP LOGOFF 


Conferences 
All Messages | 0.New | 0 Attn 


& Corporate Entrepreneurship and Global Strategy (46) 


GB IMBAG6 Discussion Forum (74) 
© Lifelong Learning Il (4) 


& New Venture Implementation (35) 
 4\Wireless Private Conference (1) 


B BCHK CE & GS Private Conference (22) 


& Campus Quilts Private Conference (21) 
OH CGPS CE & GS Private Conference (51) 


& Daniels, Krischunis, and Stennis NVI Private Conference (74) 


Hess, Lane, Spaulding, and Wilson NVI Private Conference (50) 
& Hornor and Overwater NVI Private Conference {13} 


& Hydrophilix Private Conference (54) 


& OmegaFit Private Conference (24) 


& Prescription Compounding Private Conference (11} 
& Redemption Finance Private Conference (45) 


G Wine Wrap Private Conference (41) 


Figure 1. An example of level-one 
threads for a course. 


Bulletin board software must 
include a number of features for 
its use in education to be produc- 
tive. The software must: 


* Be able to identify individual 
participants (login) so that partic- 
ipants’ actions are known (such as 
reading notes or posting notes). 
Anonymous use may be appropri- 
ate for certain actions (for exam- 
ple, class feedback). 

* Be capable of threaded discus- 
sions. If a participant replies to a 
posting, the reply should appear 


indented below the original note, 
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appearing in the posted order. 

¢ Allow participants to directly 
email any poster. 

¢ Allow private or public 
read/write access to all major 
threads on a board. For a private 
thread, the board administrator 
allows certain participants to view 
the contents. 

¢ Allow a board administrator to 
email all participants. 

¢ Allow participants to upload 
and download files, post hyper- 
links, and search using keywords. 
° Have an effective help system. 


Many popular e-learning prod- 
ucts (such as Blackboard and 
WebCT) have these capabilities. 
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PARTICIPANT TRAINING 

Participants must be trained to 
use the system properly. 
Improper use of the system by a 
participant results in frustration 
and inefficiency. Particular atten- 
tion must be paid to proper post- 
ing of notes as new threads and 
replies to an earlier posting. New 
threads should only be created 
when a participant wishes to post 
an unrelated note. Participants 
must learn to use the reply func- 
tion to respond to a note others 
have posted and to use email 
when their response is only use- 
ful to the individual who posted 
the note. 

We enforce this discipline in 
two ways. From the beginning we 
delete postings that have been 
posted as new threads when they 
should have been a reply, and we 
post a comment next to an out- 
of-place posting, indicating to 
which thread the posting should 
have been made. Before long, par- 
ticipants learn to use the system 


properly. 


SETTING Up A BOARD 

Each board should be set up with 
level-one threads that pertain to 
the major online discussions 
planned (an example is illustrated 
in Figure 1). The first level-one 
thread on the board is for 


announcements. We ask pattici- 
pants to monitor this thread two 
to three times a week. This is an 
alternative to emailing announce- 
ments; it is non-intrusive and 
allows easy access to earlier 
announcements. Next, we create 
Post Refresh Search Chat Page 


+ Notes from the Instructor (2) 
+ In the NEWS (17) 


courses that include regular face- 
to-face meetings. For courses that 
do not include face-to-face meet- 
ings, there should be a level-one 
thread for each major course 
topic. 

The use of private threads to 


Mark Read More... Help logoff 


Conferences 
All Messages | 14 New | 0 Attn 


| + Questions, Comments & Suggestions (13) 


+ Sign olTe sige 8 (94, 14 New) new 


nee (Brian Dos Santos) 9/8/00 


+ VWhat must Verifone do well? 9/6/00 (23) 


+ Corporate Blueberry Pancake Model 9/300 (21) 


+ cee YWhen will the model work? 9/8/00 (22) 


+ Implications for Today's technology 9/8/00 (25) 


+ The Future Future 9/8/00 (30) 


+ Monopolizing ona global basis 9/150 (7) 


Figure 2. An example of level-two threads 
for a case discussion. 


level-one threads for each major 
discussion topic for the course. 
Thread headings match the 
names of cases and topics from 
the syllabus. 

For each case, an instructor 
should set up three to five level- 
two threads, each describing an 
issue that should be discussed (an 
example is shown in Figure 2). 
Students are encouraged to add 
level-two threads to raise other 
issues. It is important to set up 
level-two threads for each subtopic 
in order to focus the discussion. 

Discussion of course topics on 
a board should be limited to no 
more than three a semester, for 


support group work can be very 
useful. A level-one thread should 
be created for each group and par- 
ticipants should only be able to 
view their group’s thread. These 
private threads are used to discuss 
issues, and share information and 
documents with teammates. Pri- 
vate group threads are particularly 
useful for part-time students, 
because it is often difficult for 
them to meet face-to-face. 


UsING A BOARD IN A TRADITIONAL 
EDUCATIONAL ENVIRONMENT 
Bulletin board discussions, 
whether they are topical or case- 
related, must be set up carefully 
and must be supervised. 

¢ There must be a start and stop 
date for each discussion, with 


durations between 7-10 days. A 
shorter period does not allow 
everyone an opportunity to par- 
ticipate. 

¢ Instructors must monitor the 
discussions and provide feedback 
to students on the board or via 
email. Providing positive feedback 
on the board is important. Nega- 
tive feedback should be sent via 
email. 

¢ There should be no more than 
50 participants. Larger numbers 
make the discussion difficult to 
follow. To accommodate more 
participants, we split them into 
groups of 50 and use different 
boards. 

e An instructor should use the 
board to provide external infor- 
mation relevant to the issues, and 
to synthesize points, highlight 
contradictions, inconsistencies, or 
gaps in the discussion. 

e An instructor should end a dis- 
cussion with a wrap-up during a 
face-to-face session, or on the 
announcements thread in a vir- 
tual classroom. 

* Private group threads need only 
be monitored if the instructor 
wishes to provide guidance to 
groups as they work. 


UsING A BOARD IN A VIRTUAL 
ENVIRONMENT 

Using a bulletin board in an 
environment where the students 
do not meet physically can pre- 
sent unique problems. The use of 
this technology is essential for 
facilitating effective learning in 
distance education classes. Our 
experience has been in bringing 
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Acorns have been hand-picked 


from the Elvis Presley Pin Oaks 
at Graceland. They have grown 
into small, direct offspring trees 
that are ready for you to plant 


at your home, school, commu- 


nity or to give as spe- _. , ¢ 
; . ~% Ca a 
cial gifts. Every tree t% 


purchased sup- 
ports American 


Forests. 


Plant a tree for births, weddings, 
memorials and new homes. 


ORS 


People Caring For Trees And Forests Since 1875. 


Receive a complimentary catalog of trees in 
American Forests’ Famous & Historic Tree 
collection. Hundreds to choose from. 


Call: 800-320-8733, Fax: 800-264-6869, 
Visit: www.historictrees.org, Write: AMERICAN 
Forests Famous & Historic Trees, 8701 Old 
Kings Road, Jacksonville, Florida 32219. 
Email: historictr@aol.com 


Elvis Presley and Graceland are registered trademarks of Elvis Presley 
Enterprises, Inc. ©1999 Elvis Presley Enterprises, Inc. 
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groups of students from different 
universities together to discuss 
cases or work on problems. In 
addition to the guidelines pre- 
sented earlier, all the instructors 
involved must be adept at using 
the software and must teach their 
students to use the system effec- 
tively. Each instructor must take 
responsibility for monitoring the 
board and their students’ partici- 
pation. It is also critical that there 
should not be much difference in 
the importance of the exercise to a 
student’s course grade across stu- 
dents from different universities. 
Large differences in the impor- 
tance of the exercise can greatly 
affect participation and benefits. 
Before an exercise begins, the 
objectives must be clearly stated. 
Providing examples from similar 
exercises is helpful. A series of 
intermediate tasks must be 
assigned and each task must have 
clearly defined expectations and 
must result in specific output 
(product). At the outset, students 
should be told not to post nega- 
tive, personal messages on the 
board. Personal attacks are more 
likely when participants never 
meet face-to-face. 


CONCLUSION 

Bulletin boards can be a very use- 
ful tool in education. They allow 
even the most introverted stu- 
dents an opportunity to be 
heard. The greatest benefit is that 
the online discussions are of a 
much higher quality than typical 
in-class discussions, because they 
allow participants time to assimi- 
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late what has been said and to 
compose their responses. Our 
students have benefited greatly 
from exercises involving students 
at other universities. They are 
exposed to thoughts and cultures 
they do not receive in a tradi- 
tional classroom environment. 

However, bulletin board use is 
more time consuming for every- 
one involved. Even when the 
number of participants is less than 
50, a student can easily spend 4—6 
hours on a case discussion, in 
addition to preparation time. For 
an exercise to be effective, an 
instructor should plan on spend- 
ing a minimum of 10 hours 
online for a case that is discussed 
in an hour and a half in a face-to- 
face setting. 

We believe bulletin boards pro- 
duce richer, more effective learn- 
ing for a greater number of 
students than is achieved through 
exclusive use of traditional face-to- 
face discussions. The additional 
time required is manageable and 
is more than compensated for by 
the increased learning opportuni- 
ties presented. @ 
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Allegheny College 
Department of Computer Science 
The Department of Computer Science invites 
applications for a tenure-track position begin- 
ning Fall 2006, pending approval. Qualifica- 
tions include a Ph.D. in computer science or a 
related area. The Department seeks candidates 
with interests in all areas of computer science. 

Applicants must provide evidence of abil- 
ity to teach effectively at the undergraduate 
level, commitment to liberal arts education, 
and continuing contribution to the discipline. 
Responsibilities include teaching and advising 
undergraduates, guiding students in senior re- 
search projects, and contributing to the col- 
lege-wide freshman/sophomore seminars that 
emphasize speaking and writing. Salary will 
be competitive; start-up funds are available. 
Rank will be commensurate with credentials 
and experience. 

Allegheny College is a selective liberal arts col- 
lege with an emphasis on teaching. Information 
about the Department and its traditional and ap- 
plied computing majors is available on the Web 
at hetp://www.allegheny.edu/academics/compsci/. 

Send letter of application, vita, statement of 
teaching and research interests, applicable tran- 
scripts, and arrange to have three letters sent 
from references, at least one of whom can com- 
ment on teaching, to: Dr. Robert S. Roos, As- 
sociate Professor and Chair, Department of Com- 
puter Science, Allegheny College, Meadville, PA 
16335; email: robert.roos@allegheny.edu. 


Review of applications will begin immedi- 
ately. Allegheny College is an Equal Oppor- 
tunity Employer: Women and minorities are 
especially encouraged to apply. 


Anzus 

Software Engineer 
ANZUS, Inc. is looking for experienced Soft- 
ware Engineers to formulate and design soft- 
ware systems using scientific analysis and 
mathematical models to predict and measure 
outcome and consequences of design. Must 
have experience developing software using 
C/C++, preferably in an SEI CMM Level 3 or 
greater environment. Experience with analysis 
of MIL-STDs related to tactical data links and 
the corresponding development of data link 
software is required. US Citizenship is re- 
quired. Applicants must meet eligibility re- 
quirements for security clearance. 


Bilkent University 
Computer Engineering Department 
Bilkent University Department of Computer 
Engineering Department of Computer Engi- 
neering at Bilkent University invites applica- 
tions for faculty positions at all levels. Applicants 
in all areas of computer engineering and science, 
particularly in software engineering, will be con- 
sidered. Candidates must have a Ph.D. degree in 
related fields and demonstrate a strong potential 
for research. The department emphasizes both 
high quality research and teaching at under- 


RIUNITIES 


graduate and graduate levels. Further informa- 
tion about the department can be obtained 
through the URL http://www.cs.bilkent.edu.tr/. 
All faculty members are provided free furnished 
housing on campus. Qualified applicants should 
send a curriculum vitae and contact addresses of 
at least three references to Prof. Altay Guvenir, 
Computer Engineering Department, Bilkent 
University, 06800 Ankara, Turkey. Email: gu- 
venir@cs.bilkent.edu.tr The search will continue 
until open positions are filled. 


CAL POLY 


Cal Poly, San Luis Obispo 
Computer Science Department 
The Computer Science Department at Cal Poly, 


San Luis Obispo, California, invites applications 
for the position of its Chair. The department 
chair provides leadership in the continued suc- 
cess and advancement of the department and 
engages in teaching and scholarly activities. 
The ideal candidate is an accomplished educa- 
tor, has relevant research and preferably also in- 
dustrial experience, and is a proven leader. 
Starting date is September 18, 2006. Rank and 
salary commensurate with qualifications and 
professional experience. Tenure is earned in the 
instructional portion of the position. A Ph.D. 
in computer science, software engineering, 


ACM POLICY ON NONDISCRIMINATORY ADVERTISING 
@ ACM accepts recruitment advertising under the basic premise the advertising employer does not discriminate on the basis of age, color,race, religion, gender, 
sexual preference, or national origin. ACM recognizes, however, that laws on such matters vary from country to countryand contain exceptions, inconsistencies, 
or contradictions. This is true of laws in the United States of America as it is of other countries. @ Thus ACM policy requires each advertising employer to 
state explicitly in the advertisement any employer restrictions that may apply with respect to age, color, race, religion, gender, sexual preference, or national 


origin. (Observance of the legal retirement age in the employer's country is not considered discriminatory under this policy.) ACM also reserves the right to 
unilaterally reject any advertising. # ACM provides notices of positions available as a service to the entire membership. ACM recognizes that from time to time 
there may be some recruitment advertising that may be applicable to a small subset of the membership, and that this advertising may be inherently 
discriminatory. ACM does not necessarily endorse this advertising, but recognizes the membership has a right to be informed of such career opportunities. 
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computer engineering, or a closely related field 
is required. The Cal Poly Computer Science De- 
partment is nationally recognized and offers BS 
and MS degrees in Computer Science and a BS 
in Software Engineering. A BS in Computer 
Engineering is offered jointly with the Electri- 
cal Engineering Department. Cal Poly empha- 
sizes "learn by doing", which involves extensive 
lab work and projects in support of theoretical 
knowledge. The available computing facilities 
for instruction and faculty support are modern 
and extensive. To apply, please 
www.calpolyjobs.org and complete a required 


visit 


online faculty application and apply to Requi- 
sition #100724 . For full consideration, candi- 
dates are required to attach to their online ap- 
plication: (1) resume, (2) cover letter, (3) 
statement of goals and plans for leadership, 
teaching and research. Three letters of reference 
and official transcripts are required for final con- 
sideration, and should be mailed to: Computer 
Science Recruitment Committee, Computer 
Science Department, Cal Poly, San Luis Obispo, 
CA 93407-0354. Questions can be emailed to: 
cesc-recruit@csc.calpoly.edu. Please include req- 
uisition #1007 24 in all correspondence. For fur- 


ther information about the department and its 
programs, see www.csc.calpoly.edu. Review of 
applications will begin Feb. 15, 2006. Appli- 
cations received after that date may be consid- 
ered. Cal Poly is strongly committed to achiev- 
ing excellence through cultural diversity. The 
university actively encourages applications and 
nominations of all qualified individuals. EEO. 


Columbus State University 
TSYS Faculty Chair of Information 
Assurance 
The TYSY Department of Computer Science 
at Columbus State University invites applica- 
tions for the TSYS Faculty Chair of Informa- 
tion Assurance. Candidates must be well-es- 
tablished researchers and _ internationally 
recognized leaders in information assurance. 
For more information, see our web site at 
hetp://cs.colstate.edu/htm]_hi/home/faculty_ 

positions.aspx. 


Eastern Kentucky University 
Department of Computer Science 
The Department of Computer Science at East- 
ern Kentucky University invites applications for 


a5 gala paris 4a2cl— 
Carnegie Mellon. 
GATAR. 


Computer Science Visiting Faculty Positions 


CAMPUS 


a tenure-track position at the Assistant Professor 
level for Fall 2006. A Ph.D. in Computer Sci- 
ence or a related field is preferred, but ABD will 
be acceptable. We expect a strong commitment 
to teaching and continued scholarly activity. The 
successful candidate will be teaching an array of 
courses including service, undergraduate, and 
graduate level courses in Computer Science. For 
additional information see our web site at 
hetp://www.cs.eku.edu/ Eastern Kentucky Uni- 
versity is an EEO/AA institution that values di- 
versity in its faculty, staff and student body. In 
keeping with this commitment, the University 
welcomes applications from diverse candidates 
and candidates who support diversity. 


Roosevelt University 
(Chicago/Schaumburg, IL) 
Roosevelt University (Chicago/Schaumburg, 
IL) seeks a Visiting Assistant Professor of 
Telecommunications for a one year non-tenure 
track position to begin August 15, 2006 (with 
potential for annual contract renewal). Details 
and application information are at http://cs. 
roosevelt.edu/resources/jobs.php — Roosevelt 

University is an EO/AAE employer. 


<< 


| i 
Qetar Foundation 
| Education City 


Carnegie Mellon University established a branch campus in Qatar in the fall of 2004. We are offering a BS degree in Computer 


Science to an international student body. The university invites applications for several visiting faculty positions to begin Fall 2006. We 
are looking for outstanding educators, interested in working closely with undergraduate students. Candidates must have a Ph. D. in 
Computer Science and an outstanding research record or potential. Relevant areas of expertise are data structures and algorithms, 
algorithm design and analysis, graphics, computer networks, distributed and parallel systems, information retrieval and databases, 
intelligent information systems, and software engineering. Exceptional candidates in other areas will also be considered. The position 
offers competitive salaries, overseas assignment, travel and housing allowances and other benefits packages, as well as an attractive 
research support. Interested candidates should send their resume, statement of teaching interest and research, and names of three 
references to: 


Faculty Hiring Committee 

c/o Ruth Gaus Qatar Office SMC 1070 

5032 Forbes Avenue 

Pittsburgh, PA 15289 

Ruth.Gaus@cs.cmu.edu Fax +974 492 8255 

For more information on the BS in CS program, see http://www.csd.cs.cmu.edu/education/bscs/index.html 
For more information on the Carnegie Mellon Qatar Campus, see http:/Awww.qatar.cmu.edu/ 


Information on Qatar is available at:http://www.experiencegatar.com/ 
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Career Opportunities 


State University of New York 
at Binghamton 
Department of Computer Science 
The Thomas J. Watson School of 
Engineering and Applied Science 
http://www.cs.binghamton.edu 
Applications are invited for a tenure-track po- 
sition at the Assistant/Associate Professor level 
beginning in Fall 2006. Salary and startup 
packages are competitive. We are especially 
interested in candidates with specialization in 
Programming Languages/Compilers or Infor- 
mation Security or areas related to systems de- 
velopment. Applicants must have a Ph.D. in 
Computer Science or a closely related discipline 
by the time of appointment. Strong evidence 
of research capabilities and commitment to 
teaching are essential. We offer a significantly 
reduced teaching load for junior tenure track 

faculty for at least the first three years. 
Binghamton is one of the four Ph.D. grant- 
ing University Centers within the SUNY sys- 
tem and is nationally recognized for its acad- 
emic excellence. The Department has well- 
established Ph.D. and M.S. programs, an ac- 
credited B.S. program and is on a successful 


and aggressive recruitment plan. Local high 
technology companies such as IBM, Lockheed- 
Martin, BAE and Universal Instruments pro- 
vide opportunities for collaboration. Bing- 
hamton borders the scenic Finger Lakes region 
of New York. 

Send a resume and the names of three refer- 
ences to Professor Kanad Ghose, Department 
of Computer Science, State University of New 
York at Binghamton, P.O. Box 6000, Bing- 
hamton, New York 13902-6000. First con- 
sideration will be given to applications that are 
received by March 15, 2006. Applications will 
be considered until the positions are filled. 

Binghamton University is an equal oppor- 
tunity/affirmative action employer. 


Swarthmore College 
Computer Science Department 
Applications are invited for a leave replacement 
position at the Instructor or Assistant Professor 
rank to begin in August 2006. Depending on 
applicant interest and administrative approval, 
this could be a multi-year but not tenure-track 
appointment. Swarthmore College is a small, se- 
lective, liberal arts college located in a suburb 


of Philadelphia. The Computer Science Depart- 
ment offers majors and minors in computer sci- 
ence at the undergraduate level. Applicants 
should have teaching experience and be com- 
fortable teaching a wide range of courses at the 
introductory and intermediate level. A Ph.D. in 
computer science and fluency in at least two of 
C, Scheme, and Java is desired. We will con- 
sider all sub-areas of CS. A resume and three let- 
ters of reference should be sent to: Charles Kele- 
men, 500 College Avenue, Swarthmore, PA 
19081. At least two of the letters should speak 
to the candidate's teaching ability. Swarthmore 
College is an equal opportunity employer. Ap- 
plications from women and members of minor- 
ity groups are encouraged. We expect to begin 
interviewing in late January 2006. Applications 
will be accepted until the position is filled. 


Memorial University of 
Newfoundland 
Department of Computer Science 
Tenure-Track Faculty Position 
The Department of Computer Science at 
MUN invites applications for a tenure-track 
position starting no later than September 1, 


CHAIRED FACULTY POSITION IN NETWORKING AND RELATED AREAS 


The Digital Technology Center (DTC) at the University of Minnesota in conjunction with the Department of Computer Science & Engineering 
(CS&E) invites applications for an endowed chair position. The appointment will be at the rank of Associate or Full Professor with tenure in the 
Department of Computer Science & Engineering. Areas of interest include all aspects of networking, wireless and mobile computing, sensor net- 
works & systems, security, multimedia distribution, distributed computing & applications, and networked storage systems. Applicants must possess 
a distinguished research record, demonstrated ability in establishing and leading a highly visible research program, and a commitment to teaching 
at the graduate and undergraduate levels. Candidates who can leverage the existing strengths of Computer Science & Engineering as well as Electrical 
& Computer Engineering departments at the University, and can enhance collaborations across various research areas of importance to the 
Department of Computer Science & Engineering and DTC are especially sought for. A Ph.D. in a relevant discipline is required. 


The University-wide Digital Technology Center was funded by the State of Minnesota as part of its "digital technology initiative" to create a hub of 
innovation and excellence at the University of Minnesota in digital technology serving the industrial, educational, and public needs of the State of 
Minnesota and the nation. This initiative affirms the strong commitment of the State of Minnesota in strengthening the University as a leader in the 
area of digital technology. A $63.4M renovation of Walter Library was completed in late December 2001. The Digital Technology Center has 42,000 
"assignable square feet or approximately one-third of the space in Walter Library, and consists of more than 30 faculty members from CSE, ECE and 
| other departments who are conducting cutting-edge research in digital technology. The DTC is also the home for the Minnesota Supercomputing 
Institute. The Department of Computer Science & Engineering has an outstanding group of faculty members (numbering 38), and plays a promi- 
nent role in the DTC. The chaired position will find that both the DTC and CSE Department offer tremendous opportunities for collaborative and 
interdisciplinary research. The appointment will afford the right individual the opportunity, resources, and flexibility to build a top-notch research 
program. For more information about the DTC and CS&E Department, please visit the following websites http://www.dtc.umn.edu and 
http://www.cs.umn.edu/. 


Applicants should submit a curriculum vitae, and the names of at least three references electronically to johns@dtc.umn.edu (preferred), or by the 
postal mail to: 


® 
Prof. Zhi-Li Zhang, DTC Search Committee Chair, c/o Ann Johns, Assistant Director for Human Resources 
University of Minnesota ° Digital Technology Center 


599 Walter Library, 117 Pleasant St. SE, Minneapolis, MN 55455 


Review of completed applications will begin immediately, with the search continuing until the position is filled. 


UNIVERSITY OF MINNESOTA 


The University of Minnesota is an Equal Opportunity Educator and Employer. 
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2006. Appointment will be at the Assistant 
Professor level. 

The department is looking to increase its 
linkage with other units of the university, par- 
ticularly within the Faculty of Science. Inter- 
disciplinary work and the potential of collab- 
oration with current department members will 
be an asset. Areas of particular interest are (1) 
Computer Graphics, Computer Animation and 
High-Volume Data Visualization; (2) Com- 
puter Protection and Security. A state-of-the- 
art visualization centre recently established at 
Memorial offers opportunities for research. 

Applicants are expected to possess a strong 
research record with outstanding promise for 
future research, and to demonstrate the po- 
tential for excellent undergraduate and grad- 
uate teaching. 

Memorial University is committed to em- 
ployment equity and encourages applications 
from qualified women and men, visible mi- 
norities, aboriginal people and persons with 
disabilities. All qualified candidates are en- 
couraged to apply; however, Canadians and 
permanent residents will be given priority. 

Review of applications will begin February 1, 
2006 and continue until a suitable candidate is 
found. Details and information on the application 
procedure may be found at hetp://www.cs.mun. 
ca/news (Reference # VWPA-COSC-2005-002) 


University of Chicago 
Department of Computer Science 
The Department of Computer Science at the 
University of Chicago is recruiting faculty at 
the junior level. The Department is particu- 
larly interested in exceptional candidates in 
theoretical computer science. The University 
of Chicago has the highest standards for schol- 
arship and faculty quality, and encourages col- 
laboration across disciplines. The Computer 
Science Department's charge and goal is sub- 
stantial growth through appointments that 
will enhance the quality and prestige of our 
University. The Chicago metropolitan area 
provides a diverse and exciting environment. 
The local economy is vigorous, with interna- 
tional stature in banking, trade, commerce, 
manufacturing, and transportation, while the 
cultural scene includes diverse cultures, vi- 
brant theater, world-renowned symphony, 
opera, jazz, and blues. The University is lo- 
cated in Hyde Park, a pleasant Chicago neigh- 

borhood on the Lake Michigan shore. 


Please send nominations or applications to: 
Professor David B. MacQueen, Chairman 
Department of Computer Science 
The University of Chicago 
‘1100 E. 58th Street, Ryerson Hall 
Chicago, IL. 60637-1581 


or to recruit@cs.uchicago.edu (attachments 
can be in pdf, postscript, and Word) 


Please quote ref. # 071744 Theory. 


Complete applications consist of (a) a cur- 
riculum vitae, including a list of publications, 
(b) three letters of reference (including one 
which addresses teaching ability), (c) a research 
and teaching statement which discusses both 
past research and future plans. Applicants must 
have completed, or will soon complete, a doc- 
torate degree. Applications must arrive by April 
15, 2006. The University of Chicago is an equal 
opportunity/affirmative action employer. 


University of Hawaii at Manoa 
Assistant Professor, position number 82070, 
UHM Coll of Nat Sci - Information and Com- 
puter Science, (Manoa), tenure track, full-time 
(9-month), general funds, to begin approxi- 
mately in August 2006. We are seeking a 
computational scientist whose research inter- 
ests include developing new approaches to the 
analysis of large biological and ecological data 
sets. The candidate should have the interest 
and background to collaborate effectively with 
the life sciences community. The candidate 
should also have the computer science back- 
ground to participate as an active faculty 


Positions at the Vrije Universiteit in Amsterdam 


Prof. Andrew S. Tanenbaum is looking for new members for his group: 
- a postdoc/assistant professor with a Ph.D. in security 
- a Ph.D. student to do research on MINIX 3 (see www. minix3.org) 


see WWW.CS.vu.nI/jobs/systems 
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member in ICS. The duties include develop- 
ing a strong bioinformatics research program 
and teaching undergraduate and graduate 
courses in bioinformatics. Applicants must 
have a Ph.D. (or equivalent degree) from an 
accredited college or university in computer 
science, physics, biology, bioinformatics, ge- 
netics, or evolutionary biology, and must 
demonstrate a strong aptitude for research, a 
commitment to effective teaching, and a stu- 
dent-centered and community-oriented atti- 
tude relevant to implementing the objectives 
of the University of Hawaii and the ICS De- 
partment. Desirable qualifications include re- 
search and teaching experience with large 
databases, analysis of remote sensing data and 
active learning environments, and quantita- 
tive data analysis. Salary to commensurate 
with candidate's qualifications and experience. 
Interested applicants are invited to submit a 
resume and contact information for three ref- 
erences. Please email a URL reference to your 
application (no attachments) to _ ics- 
search@hawaii.edu or send hardcopy to: 
Bioinformatics Search Committee, Dept. of 


Information and Computer Sciences, Univer- 
sity of Hawaii at Manoa, POST 317, 1680 East 
West Road, Honolulu, Hawaii 96822. Addi- 
tional information can be found = at 
hetp://www.ics.hawaii.edu. 808-956-7420 
Closing date: Mar-31-2006. The University of 
Hawai'i is an equal opportunity/affirmative 
action institution. 


University of Illinois at Chicago 
Peter and Deborah Wexler Chair in 
Information Technology 
The College of Engineering at the University 
of Illinois at Chicago is pleased to invite ap- 
plications and nominations for the Peter and 
Deborah Wexler Chair in Information Tech- 
nology. The Wexler Chair is the first endowed 
chair in the UIC College of Engineering and 
was made possible by a $2 million gift from 
alumnus Peter Wexler. The University of Illi- 
nois at Chicago is one of Illinois’ two public- 
assisted comprehensive research universities, 
and the largest university in the city of 
Chicago. UIC has about 25,000 students 
(16,000 undergraduates, 6,800 graduate stu- 


dents, and 2,200 professional students) with a 
budget of $1.3 billion and research expendi- 
tures exceeding $250 million. 

The College of Engineering seeks a world- 
renowned researcher with distinguished uni- 
versity and/or industrial credentials and expe- 
rience in information technology, who may 
have joint appointments in the Department of 
Electrical and Computer Engineering and the 
Department of Computer Science. This is a 
tenured faculty position at a senior rank 
(Ph.D.) beginning either August 16, 2006 or 
January 1, 2007. The College of Engineering 
is seeking an individual who, in addition to 
bringing increased visibility to UIC, will lead 
various large, collaborative research projects 
involving many college faculty members and 
who will create and direct a large research cen- 
ter in the area of information technology. 

The UIC College of Engineering has 115 
faculty members and plans to increase that 
number to 130; the college enrolls 1,550 un- 
dergraduate and 850 graduate students and 
provides an exceptional engineering education 
in the heart of the world-class city of Chicago. 


Assistant Professor 
Positions 


Department of Computer Science 


New Jersey Institute of Technology's CS 
Dept. is hiring faculty for tenure track posi- 
tions beginning Fall 2006. Applications are 
invited from candidates with research & 
teaching interest in: 


¢ Networking and/or Security 


¢ Practical Software Engineering 
& System Building 


Applicants should have a PhD in computer 
science or closely related field, demonstrated 
potential for original research & a commit- 
ment to excellence in teaching. NJIT is a 
public research university. The CS Dept. has 
29 faculty members, about 1000 students & 
offers BS, MS & PhD degrees. NJIT’s location 
in the NY/NJ metro area is ideal for research 
collaboration. 


Send a CV, research & teaching statement & 
cover letter by post to New Jersey Institute of 
Technology, attn: Personnel Box CS-AP, 
University Heights, Newark, NJ 07102-1982, 
or electronically to hr@njit.edu. 

Please ask at least 3 references to send letters of 
recommendation. For more information, see 
web.njit.edu/cs/CSFacultyPositions.htm. 


NJ I 


New Jersey’s Science & 
Technology University 


AA/EOE 


City University of Hong Kong is one of eight higher education institutions 
directly funded by the Government of the Hong Kong Special Administrative Region 
through the University Grants Committee (Hong Kong). It aims to become one of the 
leading universities in the Asia-Pacific region through excellence in professional 
education and applied research. In two studies, City University of Hong Kong ranks 
among the top 200 universities in the world, and among the top ten universities in the 
Greater China region. The mission of the University is to nurture and develop the 
talents of students and to create applicable knowledge in order to support social and 
economic advancement. The student population is approximately 23,000 enrolled in 
over 100 programmes at the associate degree, undergraduate and postgraduate 
levels. The medium of instruction is English. 


The University invites applications and nominations for the following post. Candidates 
with relevant experience in business and industry are particularly welcome to apply. 


Associate Professor/Assistant Professor [Ref. A/454/32] 
Department of Computer Science 


Duties : Teach undergraduate and postgraduate courses, supervise research 
students, conduct research in the areas of Wireless Networking and Cross Layer 
Designs, and perform other duties as assigned by Head. 


Requirements : A PhD in Computer Science or related areas. Candidates with 
working experience in Wireless Communication, Ad Hoc and Sensor Networks 
preferred. 


Salary and Conditions of Service 

Salary offered will be highly competitive and commensurate with qualifications and 
experience. Appointment will be on a fixed-term contract with contract-end gratuity. 
Fringe benefits include annual leave, medical and dental schemes, and housing 
benefits where applicable. 


Application and Information 

Information concerning the post and the University is available at 
http:/Awww.cityu.edu.hk or from the Human Resources Office, City University of 
Hong Kong, Tat Chee Avenue, Kowloon, Hong Kong [Fax : (852) 2788 1154 or 
(852) 2788 9334/E-mail : hrojob@cityu.edu.hk]. Please send an application letter 
enclosing a current curriculum vitae to the Human Resources Office by 
31 March 2006. Please quote the reference of the post in the application 
and on the envelope. The University reserves the right to consider late 
applications and nominations, and to fill or not to fill the position. 
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The college is composed of six academic de- 
partments: Bioengineering, Chemical Engi- 
neering, Civil and Materials Engineering, 
Computer Science, Electrical and Computer 
Engineering, and Mechanical and Industrial 
Engineering. More than 40 of our faculty 
members hold the rank of Fellow in their pro- 
fessional societies. Twenty are recipients of Na- 
tional Science Foundation CAREER or Young 
Investigator awards, and two are members of 
the National Academy of Engineering. The 
college’s research expenditures totaled over $21 
million in the 2004-2005 academic year. 

The Department of Computer Science has 
181 B.S. students, 101 Ph.D. students, and 
151 MS. students. Its 29 faculty members, 
eight of whom are recipients of CAREER 
awards and five of whom are Fellows of pro- 
fessional societies, are engaged in research in 
the areas of artificial intelligence, bioinformat- 
ics, databases, multimedia systems, real-time 
systems, security, software engineering, theory, 
virtual reality, and visualization. The depart- 
ment’s research expenditures in the 2004-2005 
academic year totaled $6.8 million. 


LAFAYETTE COLLEGE ( 3 
COMPUTER SCIENCE ,.- 
DEPARTMENT 


Visiting Assistant Professor 


The Computer Science 

Department invites applications 

for a one-year visiting assistant- 

professor position starting in the 

fall of 2006. Requirements are a love of 
teaching and a master’s degree in Computer 
Science or a related field. For more 
information about our program, please see: 


http://www.cs.lafayette.edu 


Please have three letters of recommendation, 
a resume and an unofficial transcript of your 


graduate work in computer science to: 
search@cs.lafayette.edu 


Applications will be considered as they are 
received. Recruiting will continue until the 
position is filled. Lafayette College is a highly 
selective private liberal-arts college located in 
the Lehigh Valley of Pennsylvania. The College 
is 70 miles north of Philadelphia and 70 miles 
west of New York City. The College is an Equal 
Employment Opportunity employer and 
encourages applications from women and 
minorities. 


LAFAYETTE 


A NATIONAL REPUTATION FOR ACADEMIC EXCELLENCE 
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The Department of Electrical and Computer 
Engineering has 514 B.S. students, 99 Ph.D. 
students, and 77 M.S. students. Its 30 faculty 
members, six of whom are recipients of CA- 
REER or Young Investigator awards and ten 
of whom are Fellows of IEEE, are engaged in 
research in the areas of bioelectronics, device 
physics and electronics, information systems, 
and computer engineering. The department’s 
research expenditures in the 2004-2005 acad- 
emic year totaled $3.2 million. 

To apply for this position, please send a let- 
ter of application, a resume, contact information 
for three to five professional references, and a 
statement of research and teaching interests to: 

wexlersearch@uic.edu 

or 

Professors Ouri Wolfson and Gyungho Lee 

Co-Chairs, Wexler Chair Search 
Committee 

Attn: Nancy Singer 

College of Engineering (MC 159) 

University of Illinois at Chicago 

851 South Morgan Street, 8th Floor 

Chicago, IL 60607 


For fullest consideration, applications should 
be submitted by May 1, 2006. The University 
of Illinois at Chicago is an Affirmative Ac- 
tion/Equal Opportunity Employer and particu- 
larly encourages applications from women and 
members of under-represented minority groups. 
For additional information on the college, please 
go to http://www.uic.edu/depts/enga/. 


University of 
Mary Hardin-Baylor 
Assistant/Associate Professor 
Computer Science 
UMHB invites applications for a tenure-track as- 
sistant/associate professor for fall 2006. The can- 
didate will teach courses in wireless communica- 
tions, network security, and cryptography. Earned 
PhD in computer science, or a closely related field 
required, with a high commitment to teaching in 
a Christian environment. Screening will begin im- 
mediately and continue until the position is filled. 
Send vita, transcripts, and three letters of recom- 
mendation to Human Resources, University of 
Mary Hardin-Baylor, UMHB Box 8020, 900 Col- 
lege Street, Belton, TX 76513 or hr@umhb.edu 
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Career Opportunities 


University of Waterloo 
Department of Electrical and Computer 
Engineering 
University of Waterloo: The Department of 
Electrical and Computer Engineering invites 
applications for faculty positions in most areas 
of computer engineering, software engineer- 
ing, and nanotechnology engineering, and in 
VLSI/circuits, information security, photonics, 
MEMS, control/mechatronics, signal/image 
processing, and quantum computing. Please 
visit https://eceadmin.uwaterloo.ca/DACA for 

more information and online application. 


Virginia Bioinformatics Institute 

IT Production Lead 
Virginia Bioinformatics Institute (VBI) at Vir- 
ginia Tech currently seeks an IT Production 
Lead to serve as the manager of the Core Com- 
putational Facility (CCF), a high performance 
computing cost-recovery facility dedicated to 
serving VBI, the Virginia Tech community, 
and other researchers. For more information 
and to apply, visit www.jobs.vt.edu posting # 
043200. An Equal Opportunity/Affirmative 
Action Institution 


Western Illinois University 
Assistant/Associate Professor 
Tenure-track appointment beginning August 
2006. Ph.D. in Computer Science required. 
Applications are sought in all areas of Com- 
puter Science. Particular areas of interest are: 
Security, Information Assurance, Software En- 
gineering, and Operating Systems. Preference 
will be given to candidates with prior teach- 

ing or industry experience. 


Westfield State College 
Assistant Professor-Computer and Info. 
Science 
Tenure-track Assistant Professor position to 
begin in September, 2006. Will teach Soft- 
ware Engineering, Web Design and Devel- 
opment courses, and other course offerings 
of the department, which supports degree 
programs in both Computer Science and 
Computer Information Systems. Teaching 
load is four courses per semester. Applicants 
should have a Ph.D. in Computer Science, 
although ABD status with significant assur- 
ance of completion will be considered. Re- 
sponsibilities for the position include teach- 


ing, advising, and curriculum development. 
The opportunity for research also exists. Our 
recruiting emphasis is in the areas of Soft- 
ware Engineering, Web Design, and Devel- 
opment, although we will consider strong 
candidates in all areas of computer science. 
The department supports degree programs 
in both Computer Science and Computer In- 
formation Systems. We seek an individual 
with energy and enthusiasm who wishes to 
participate in a department that has institu- 
tional support of its initiative to attain 
ABET/CAC accreditation. Review of appli- 
cations will begin immediately and continue 
until the position is filled. Send letters of ap- 
plication describing teaching interests,re- 
search agenda, curriculum vitae, official grad 
school transcript, evidence of teaching ex- 
cellence, and three letters of recommenda- 
tion submitted under separate cover to: Dr. 
Larry Griffith, Computer Science Search 
Committee, Westfield State College, PO 
Box 1630, Westfield MA 01086-1630 
Women, persons of color and persons with 
disabilities are encouraged to apply. 
AA/EOE 


Still searching for your dream job? Look no further than the CRC. 


The Career Resource Centre located at: http://jobcentre.acm.org/ 


Job Seekers: 


Whether you're looking for a new job, or ready to take the next step in your career, we'll help you find the 


opportunity that's right for you. 


ACM Job Centre is the premier electronic recruitment resource for the industry. Here, employers and 
recruiters can access the most qualified talent pool with relevant work experience to fulfill staffing needs. 
Active job seekers can showcase their skills and work experience to prospective employers to find the best job 
opportunities, while others can take advantage of networking, training and career development services. 


Employers: 


Target your recruiting and reach qualified candidates quickly and easily. Simply complete our online 
Registration Form and start posting jobs today! 
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Hot Links | 


Top 10 Downloads from 
ACM's Digital Library 


THE TOP 10 Most POPULAR PAPERS FROM ACM’s REFEREED JOURNALS AND 
CONFERENCE PROCEEDINGS DOWNLOADED IN DECEMBER 2005 


aay Sth 


| 4 “The Google File System.” Sanjay Ghemawat, Howard Gobioff, Shun-Tak Leung. Proceedings of the 19th 
ACM Symposium on Operating Systems Principles. Oct. 2003. 


2 2 “Architectures for a Temporal Workflow Management System.” Carlo Combi, Giuseppe Pozzi. Proceedings 
of the 2004 ACM Symposium on Applied Computing. Mar. 2004. 


3 3 “dbSwitch.” Shaul Dar, Gil Hecht, Eden Shochat. Proceedings of the 2004 ACM SIGMOD International 
Conference on Management of Data. June 2004. 


4 728 “Evolution of Web Site Design Patterns.” Melody Y. Ivory, Rodrick Megraw. ACM Transactions on 
Information Systems. Oct. 2005. 


5 55 “Past, Present, and Future of User Interface Software Tools.” Brad Myers, Scott E. Hudson, Randy Pausch. 
ACM Transactions on Computer-Human Interaction. Mar. 2000. 


6 549 “Comparison of ECN-ELFN and SACK on TCP's Performance for Ad Hoc Networks.” H. Singh, S. Saxena, 
S. Singh. Proceedings of the 5th ACM International Workshop on Modeling Analysis and Simulation of 
Wireless and Mobile Systems. Sept. 2002. 


7 7A4l “Geopostors.” Simon Dobbyn, John Hamill, Keith O'Conor, Carol O'Sullivan. ACM Transactions on 
Graphics. July 2005. 


8 19 “Power-Aware Architectures and Circuits for FPGA-based Signal Processing.” Frank Honoré, Ben 
Calhoun, Anantha Chandrakasan. Proceedings of the 2003 ACMI/SIGDA | Ith International Symposium 
on Field Programmable Gate Arrays. Feb. 2003. 


Y) 6 “Case Studies on Testing Object-Oriented Programs.” Roong-Ko Doong, Phyllis G. Frankl. Proceedings of 
the Symposium on Testing, Analysis, and Verification. Oct. 1991. 


10 7 “Computing Curricula 2001.’ CORPORATE: The Joint Task Force on Computing Curricula. Journal on 
Educational Resources in Computing. Sept. 2001. 


THE 10 Most PoPuLAR Courses AT THE ACM PROFESSIONAL DEVELOPMENT CENTRE 


SSE aac ee : : 
I 3 Introduction to C# 6 11 Design Patterns 

2 4 UML Fundamentals 7 10 Developing Applications with C# 

3 | Introduction to the Java Programming Language 8 6 Project Management: Initiation and Plan Launch 

4 5 Data Modeling 9 63 Project Management: Creating a Framework for Success 

5 9 Data Analysis 10 7 Beginning to Program With the Java Programming Language 


Statistics for these tables were compiled Jan. 10,2005. 
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Top 10 Most POPULAR MAGAZINE AND COMPUTING SURVEYS ARTICLES 
DOWNLOADED IN DECEMBER 2005 


“Monet - UU MORTIEET oer 


| 37 “Lowering the Barriers to Programming.” Caitlin Kelleher, Randy Pausch. ACM Computing Surveys. June 2005. 


2 39 “How Blogging Software Reshapes the Online Community." Rebecca Blood. Communications of the ACM. 
Dec. 2004. 

3 194 “Topology Control in Wireless Ad Hoc and Sensor Networks.” Paolo Santi. ACM Computing Surveys. June 2005. 

4 2 “A Survey of Peer-to-Peer Content Distribution Technologies.” Stephanos Androutsellis-Theotokis, 


Diomidis Spinellis. ACM Computing Surveys. Dec. 2004. 


5 I “Data Clustering.” A.K. Jain, M.N. Murty, PJ. Flynn. ACM Computing Surveys. Sept. 1999. 
6 8 “The Profession of IT: Who are We?” Peter J. Denning. Communications of the ACM. Feb. 2001. 
7 75 “Interface Design for Mobile Commerce.” Young Eun Lee, Izak Benbasat. Communications of the ACM. Dec. 2003 
8 3 “Face Recognition.” W. Zhao, R. Chellappa, PJ. Phillips, A. Rosenfeld. ACM Computing Surveys. Dec. 2003 
9 121 “Making Information Cities Livable.’ Lee Sproull, john F. Patterson. Communications of the ACM. Feb. 2004. 
10 354 je oo6e and Data Structures for Flash Memories.” Eran Gal, Sivan Toledo. ACM Computing Surveys. 
june ; 


This list does not include downloads for the November and December issues as those statistics tend to reflect e-subscribers downloading current issues. 


Coming Next Month in 


COMMUNICATIONS 


April 
SUPPORTING EXPLORATORY SEARCH 


Today's search engines, bibliographic databases, and digital libraries provide adequate support for users 
whose information needs are well defined. However, users searching for online information when their needs 
are vague or evolving are said to be exploring available information, selectively seeking cues about the possible 
next step. Researchers from a variety of communities, including information retrieval, user interface design, 
visualization, and library science have been working on techniques to support such exploratory searches, and 
this section will present some of the latest challenges and research in this area. The authors will explore how 
each of the various disciplines can (and will) contribute to the exploratory search effort, shedding light on the 
problems and potential solutions. 


Also in April 


* From Fingerprint to Writeprint » Discovery of Knowledge Flow in Science * Modeling Strategies for 
Data Warehousing Projects e Thinking about Systems to Support Design Synthesis e What Drives Market 
Transactions in B2B 
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Inside Risks | Marc Rotenberg 


Real ID, Real Trouble? 


ccording to the report of the 9/11 Commis- 
sion, all but one of the 9/11 hijackers 
acquired some form of U.S. identification, 
some by fraud. Acquisition of these forms of 
identification would have assisted them in boarding 
commercial flights, renting cars, and other activities. 
As a result, the Commission and some lawmakers 
concluded it was necessary for the federal government 
to set technical standards for the issuance of birth cer- 
tificates and sources of identification, such as driver's 
licenses. The result was the Real ID Act of 2005. 

The new law states that beginning in 2008, “a Fed- 
eral agency may not accept, for any official purpose, a 
driver's license or identification card issued by a State 
to any person unless the State is meeting the require- 
ments of this section.” This means the Department of 
Homeland Security will issue the technical standards 
for the issuance of the state driver’s license. The prac- 
tical impact, as CNET explained, is that “Starting 
three years from now, if you live or work in the 
United States, you'll need a federally approved ID 
card to travel on an airplane, open a bank account, 
collect Social Security payments, or take advantage of 
nearly any government service.” And even some of 
the more conservative commentators in the U.S. have 
expressed concerns about “mission creep.” 

Several objections have been raised about the plan, 
including privacy and cost, but the most significant 
concern may be security. As Bruce Schneier has 
explained, “The biggest risk of a national ID system 
is the database. Any national ID card assumes the 
existence of a national database. ..large databases 
always have errors and outdated information.” Even 
if the identity documents are maintained in the 
states, problems are likely. 

One example concerns the vulnerability of the 
state agencies that collect the personal information 
used to produce the license. In 2005, the burglary of 
a Las Vegas Department of Motor Vehicles put 
thousands of driver’s license holders at risk for iden- 
tity theft. The information of at least 8,738 license 
and ID card holders was stolen, and reports of iden- 
tity theft have already surfaced. Another report 
uncovered 10 “license-for-bribe” schemes in state 
DMVs in 2004. 

Not surprisingly, the administrators of the state 
license systems are among those most concerned about 
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the proposal. As the director of Driver Services in lowa 
said, “It’s one thing to present a document; it’s another 
thing to accept the document as valid. Verifying digital 
record information is going to be difficult.” The 
National Conference of State Legislatures was more 
emphatic, “The Real ID Act would cause chaos and 
backlogs in thousands of state offices across the coun- 
try, making the nation less secure.” 

The National Academy of Sciences anticipated 
many of these challenges in 2002, stating that the 
U.S. should carefully consider the goals of nation- 
wide ID system: “The goals of a nationwide identifi- 
cation system should be clarified before any proposal 
moves forward. Proposals should be subject to strict 
public scrutiny and a thorough engineering review, 
because the social and economic costs of fixing an 
ID system after it is in place would be enormous.” 

The problems of building reliable systems for 
identification are not unique to the U.S. Many 
countries are confronting similar questions. In Great 
Britain, a national debate continues about the cre- 
ation of a new identity card. The government con- 
tends the card is essential for combating crime, 
illegal immigration, and identity theft, and can be 
achieved for an operating cost of 584 million 
pounds per year. But a report from the London 
School of Economics challenged a number of the 
government positions and a subsequent report found 
further problems with the ID plan. 

The U.K. group concluded, “ID requirements 
may actually make matters worse.” The LSE report 
cited a recent high-profile breach: “Even as cards are 
promised to be more secure, attacks become much 
more sophisticated. Most recently, Russian security 
agents arrested policemen and civilians suspected of 
forging Kremlin security passes that guaranteed 
entrance to President Vladimir Putin’s offices.” 

Systems of identification remain central to many 
forms of security. But designing secure systems that 
do not introduce new risks is proving more diffi- 
cult than many policymakers had imagined. Per- 
haps it’s time for the proponents of expanded 
identification systems to adopt the cautionary line 
from Hippocrates: “First, do no harm.” @ 


Marc ROTENBERG (rotenberg@epic.org) is executive director of the Electronic 
Privacy Information Center (EPIC) and the former director of the ACM Wash- 


ington Office; an expanded version of this column appears at www.epic.org. 


WWW.REVIEWS.COM 


It’s an exciting, fast-moving world, and Computing Reviews is your tool for 
quick, comprehensive exploration. New reviews are published daily, providing 
timely commentary and authoritative, unbiased critiques of the most essential 
books and articles. 


Follow your interests with customized searches, receive notice of the newest 
research through personalized alerts, and discover the unexpected through 
browsing. 


Computing Reviews provides dynamic, flexible access to the literature of 
computer science. Completely redesigned to address your needs, it’s a 
resource you won’t want to miss. 
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NEW: PROGRAM NOW 4 DAYS 
Monday - Thursday e April 24-27 
Workshops: Saturday - Sunday e April 22-23 


Montréal, Québec, Canada 
April 22-27, 2006 
Palais des Congres de Montréal 


nN human factors ij 


CHI 2006, the premiere international conference for human-computer 
interaction, will take place in Montreal, Canada from April 22-27, 2006. 
Join professionals from around the globe as they gather in one of North 
America’s most international settings to inform, interact and inspire the 
next generation of HCI. 


The world of HCI is evolving - so are we! Our organizing committee and 
sub-committees are reaching out as never before to develop an 
educational program with wide appeal to members in the design, 
education, engineering, management, research, and usability 
communities. Take advantage of this unique opportunity to 
share your vision of with our global community and help 

shape the future of human-computer interaction. 


SIG CH | 


For more information please visit: 


